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Abstract

In the past two decades, QDs have become essential sources of quantum light
for a wide range of applications in quantum information and a promising platform
for fundamental experiments in quantum optics. The integration of these artificial
atoms into a solid-state environment offers exceptional control over their emis-
sion properties, and their simultaneously high single-photon purity and efficiency
make QDs highly appealing for quantum technologies, including optical quantum
computing and quantum-secured communication.

The scope of the thesis is twofold. At the fundamental level, it studies the dynam-
ics of light–matter interactions that emerge when QDs are probed by laser pulses,
placing a special focus on the influence of phonons; specifically, on longitudinal
acoustic (LA) phonon-assisted driving, which leverages the QD’s coupling to its
surrounding solid-state environment to off-resonantly excite the system via phonon-
mediated relaxation. Exploring the method in depth, we analyze how the photon-
number statistics of the emission are modulated by the laser’s power and wavelength.
Furthermore, we show that the emission frequency is dynamically shifted by the
instantaneous intensity of the driving laser field, an effect known as AC-Stark shift.
For the first time, we demonstrate that, due to this shift, a two-photon response
arising from re-excitation exhibits an asymmetric spectrum, and we present a
technique exploiting the asymmetry to restore high single-photon purity even in
the presence of re-excitation.

The second emphasis is on applying the above findings to single-photon quantum
cryptography. Here, the phonon-assisted scheme offers significant advantages,
including its intrinsically phase-randomized photonic output, straightforward laser
suppression, and robust implementation. Throughout this thesis, we use QD sources
that directly emit in the telecom C-band, thereby ensuring minimal transmission
losses and compatibility with existing communication infrastructure. While weak
coherent state (WCS) are fully characterized by their mean photon number, solid-
state single-photon sources may exhibit a more complex relationship between their
efficiency and purity, as shown by our first study. Interestingly, we find that there
is no global optimum but that the ideal excitation parameters depend on the
cryptographic protocol and its required security guarantees. In the final work, the
insights from the fundamental investigations are applied to experimentally realize a
loss-tolerant quantum bit commitment (QBC) scheme using the C-band emission of
our QD. Since it remains unclear how to adapt the decoy-state technique commonly
used with WCS in QKD to primitives in which the sender and receiver mutually
mistrust one another (which is the case in our QBC), the high single-photon purity
provided by QDs is particularly beneficial for these mistrustful protocols, enabling



QDs to outperform WCS across all realistic scenarios. We use the QBC as a key
building block for a new cryptographic primitive, which we term limited-knowledge
proofs, and prove its information-theoretic security in the bounded-storage model.
The protocol is implemented over a deployed fiber link connecting two university
buildings and using actively polarization-encoded BB84 states. The polarization
drift of the link is compensated by an automated routine, achieving an average
quantum bit error rate of less than 0.5%.



Zusammenfassung

In den letzten zwei Jahrzehnten haben sich Quantenpunkte (QP) zu einer
unverzichtbaren Quelle von Quantenlicht entwickelt, die in einer Vielzahl von
Anwendungen im Bereich der Quanteninformation eingesetzt werden, und sich
zugleich als vielversprechende Plattform zur Umsetzung grundlegender Experi-
mente in der Quantenoptik etabliert haben. Die Integration dieser künstlichen
Atome in eine Festkörperumgebung ermöglicht eine außergewöhnliche Kontrolle
ihrer Emissionseigenschaften. Die gleichzeitig hohe Einzelphotonenreinheit und
Effizienz machen QP für eine Reihe von Quantentechnologien, darunter optisches
Quantencomputing und quantengesicherte Kommunikation, äußerst attraktiv.

Die Fragestellung dieser Dissertation ist zweigeteilter Natur. Auf fundamentaler
Ebene untersucht sie die Dynamik der Licht-Materie-Wechselwirkungen durch
Laserimpulse angeregter QP. Hierbei liegt ein besonderer Schwerpunkt auf dem
Einfluss von longitudinalen akustischen Phononen, da die Kopplung des QP an seine
umgebende Festkörperumgebung es erlaubt, diesen mittels eines nicht resonanten
Laserpulses unter Emission eines Phonons in den optisch aktiven Zustand zu
überführen. Die umfassende Analyse dieser Anregungsmethode zeigt, wie die
Photonenzahlstatistik der Emission durch Leistung und Wellenlänge des Lasers
moduliert wird. Darüber hinaus zeigen wir, dass bei der phononunterstützten
Anregung die Emissionswellenlänge dynamisch und proportional zur instantanen
Intensität des treibenden Laserfeldes verschoben wird; ein Effekt, der auch als
AC-Stark-Verschiebung bekannt ist. Dabei zeigen wir erstmals, dass das Zwei-
Photonen-Spektrum, das durch Reanregung entsteht, asymmetrisch ist, und stellen
eine Technik vor, die diese Asymmetrie nutzt, um trotz Reanregung eine hohe
Einzelphotonenreinheit wiederherzustellen.

Der zweite Schwerpunkt der Arbeit liegt auf der Anwendung der oben genannten
Erkenntnisse für die Einzelphotonen-Quantenkryptografie. Hier bietet die phononen-
assistierte Anregung erhebliche Vorteile: eine intrinsisch zufällig verteilte Phasen-
beziehung der erzeugten Lichtzustände, eine einfach umzusetzende Laserunterdrück-
ung und eine robuste Implementierung. In dieser Arbeit verwenden wir QP, die
direkt im Telekommunikations-C-Band emittieren, wodurch minimale Übertra-
gungsverluste und die Kompatibilität mit bestehender Infrastruktur gewährleistet
werden. Während abgeschwächte kohärente Zustände (WCS) vollständig durch ihre
mittlere Photonenzahl charakterisiert sind, weisen Festkörper-Einzelphotonenquellen
eine komplexere Beziehung zwischen Effizienz und Reinheit auf, wie unsere erste
Studie gezeigt hat. Interessanterweise stellen wir fest, dass es kein globales Optimum
gibt, sondern die idealen Anregungsparameter vom jeweiligen kryptografischen
Protokoll und dessen Sicherheitsgarantien abhängen. In der letzten Arbeit werden



die Erkenntnisse aus diesen grundlegenden Untersuchungen angewendet, um ein
verlusttolerantes Quantenbit-Commitment (QBC) mithilfe der C-Band-Photonen
unseres QPs experimentell zu demonstrieren. Da bisher unklar ist, wie die bei
WCS üblicherweise verwendete Decoy-State-Methode an kryptographische Primitive
angepasst werden kann, bei denen Sender und Empfänger einander misstrauen (wie
der Fall bei unserem QBC), ist die hohe Einzelphotonenreinheit, die QPs bieten,
für diese Klasse von Protokollen besonders vorteilhaft, und QP übertreffen WCS in
allen realistischen Szenarien. Wir verwenden das QBC als wichtigen Baustein in
einem neuen kryptografischen Primitiv, welches wir als Limited-Knowledge-Proof
bezeichnen, und beweisen dessen informationstheoretische Sicherheit unter der An-
nahme eines Quantenspeichers begrenzter Größe (Bounded-Storage-Modell). Das
Protokoll wird über eine Glasfaserverbindung zwischen zwei Universitätsgebäuden
und mithilfe aktiv polarisationscodierter BB84-Zustände implementiert. Der Po-
larisationsdrift der Glasfaserverbindung wird durch eine automatisierte Routine
kompensiert, wodurch eine durchschnittliche Quantenbitfehlerrate von weniger als
0,5% erreicht wird.
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1
Introduction

Contrary to a common misconception that quantum cryptography was developed
in response to the security risks posed by quantum algorithms, many date the
birth of the field back to Wiesner’s seminal paper in 1983 [3], thus preceding
groundbreaking works in quantum computing, such as those by Shor and Grover,
at least by a decade. However, these advances have undoubtedly attracted interest
from a broader audience, including public funding and government agencies, and
also added a sense of urgency to the challenge of designing cryptosystems that
prevail even in the presence of a fault-tolerant quantum computer. Three decades
and immense investments in quantum computing later, widely-used encryptions
including RSA and Diffie-Hellman are still considered secure today, but the progress
across various platforms has been impressive [4–9], and systems sufficiently large to
break those encryptions are getting ever closer [10, 11]. Hence, the need to design
practical cryptographic protocols that guarantee information-theoretic security—i.e.,
without relying on any computational assumptions—in real-world implementations
remains as strong as ever.

In quantum cryptography, such guarantees can be provided solely by assuming
the validity of quantum mechanics; in particular, the no-cloning theorem [12],
stating that no quantum state can be perfectly copied, and conjugate coding [3],
inspired by the uncertainty principle, which dictates that two conjugate observables
cannot be measured simultaneously with arbitrary precision.

Interestingly, since quantum cryptography and quantum computing share much
of their theoretical foundations in quantum information and, in parts, even the
same hardware, they often benefit from one another. For example, a recent and still
ongoing endeavor with applications in both fields is the implementation of a highly
efficient and noise-tolerant quantum memory [13–18]. Similarly, the development of
new quantum light sources has long been driven by both fundamental questions and
the advancement of quantum technologies. The experimental realization of bipartite
entanglement was originally pursued to settle the long-standing foundational debate
about local hidden variable theory [19–23], but the early experiments eventually
led to multi-photon experiments demonstrating quantum teleportation [24, 25],
entanglement swapping [26], as well as the generation of three-photon entangled
states[27, 28] and their non-locality [29]; all of which are now essential to quantum
information technologies.



2 CHAPTER 1 • INTRODUCTION

While to date the race for the best physical qubit for building a quantum
computer remains undecided, and likely multiple specialized platforms will emerge,
the very nature of communication defines photons as the ideal choice for transmitting
quantum information over long distances. Early implementations employed strongly
attenuated and actively encoded laser pulses [30–32], but with the evolution of
quantum photonics, heralded single-photon and entanglement sources followed
soon after. This first wave of progress was driven by spontaneous parametric
down-conversion (SPDC), creating entangled photon pairs, which allowed passive
state encoding, stronger security notions using (measurement) device independence
[33–36], and first demonstrations of a quantum repeater [37, 38] to extend the
communication ranges.

However, the photon distribution of an SPDC source—just like for a WCS from
an attenuated laser—is governed by Poisson statistics such that the probabilities of
creating one, two, and more photons are intrinsically linked. While the principles
of no-cloning and conjugate coding ensure security for information imprinted
on a single-photon pulse, sending more than one photon clearly compromises
this security [39]. And although the decoy-state technique [40, 41] mitigates the
multiphoton risk of a Poisson-distributed source (PDS) remarkably well for some
protocols, researchers began to pursue the development of a “true” single-photon
source (SPS), which emits exactly one photon when triggered (i.e. exhibits sub-
Poissonian statistics) [42, 43]. An ideal SPS must have high system efficiency and
single-photon purity; for some protocols, the photon indistinguishability must be
maximized simultaneously. Today, such quantum emitters have been shown to
outperform decoy-state QKD with PDS [44], and even more substantial advantages
are expected for protocols that are more sensitive to multiphoton noise. For
example, multiphoton contributions limit the fidelity of repeater operations [38]
and the performance of many mistrustful cryptographic protocols [45]; for strong
coin-flipping, the advantage of SPSs over PDSs was also recently experimentally
demonstrated [46].

The first breakthroughs in the realization of an SPS [47–49] were quickly followed
by significant improvements in emission rates, coherence, indistinguishability, and
the generation of entangled photon pairs [50–54]. Today, epitaxially-grown quantum
dots have established themselves as the leading platform for efficient generation
of high-quality single photons[55, 56], and more recently also as a candidate for
creating multipartite entangled states [57–61]. They enable foundational studies
of quantum optics [62–66] and are used for a wide range of quantum information
technologies [67–73]. Depending on the application and material composition,
which determines the emission wavelength, single photons may be used in the
near-infrared, frequency converted [74–77], or generated directly in the telecom O-
or C-band [73, 78–80].

Compared to other emerging platforms for SPSs, QDs profit from pre-existing,
highly advanced fabrication techniques for III-V semiconductors, which have enabled
their integration into microstructures to manipulate the electronic and photonic
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environment early on. Most notable are tunnel-barrier diodes [81] that enhance
indistinguishability, control the charge state, and suppress fluctuations therein
(i.e., blinking) [82–84], and cavities [55, 68, 85, 86] that funnel radiative emission
into a specific mode, thereby creating Purcell enhancement [87] and improving
collection efficiencies. Their success as a highly efficient light–matter interface has
motivated the community to extend the range of functionality beyond that of an
SPS, and QDs have been demonstrated to serve as quantum memories [88, 89] or
for spin-mediated entanglement generation [60, 61, 90].

Returning to their application for cryptography, in particular practical imple-
mentations, several more aspects must be considered. Since no realistic source emits
a pure single-photon state, phase randomization in the number state basis, as known
from PDS [91], must be ensured for most protocols. From an experimental point
of view, the operation of the SPS must be simple and efficient, but also reasonably
robust to enable real-world demonstrations. These characteristics are influenced
not only by the features of the QD sample, such as the presence of an electric
diode or photonic cavity, but also strongly depend on the optical driving scheme.
Over the past two decades, numerous excitation methods have been demonstrated
[71, 92–94], and no single technique fits all needs; instead, the advantages must be
balanced in light of a given application.

This work takes a holistic approach to studying and optimizing the potential
of QDs for applications in practical quantum cryptography. It spans the full
spectrum from fundamental investigation of the light-matter interaction specific
to solid-state emitters, to tailoring the QD emission properties to primitives and
the characteristics of the quantum channel, to designing and demonstrating a
new protocol that leverages the strengths of these quantum light sources. Given
the focus on quantum communication, all experiments are performed using QDs
that emit directly in the telecom C-band to minimize channel loss. They have
been kindly provided by our collaborators from Prof. Peter Michler’s group at
the University of Stuttgart. Furthermore, the experiments exclusively employ LA
phonon-assisted excitation, which is highly suitable for quantum cryptography due
to its robustness against laser fluctuations (as we will show [1]) and the inherently
phase-randomized emission.

In detail, Chapter 4 explores the excitation parameter space that becomes
available when using phonon-assisted driving, explicitly the laser wavelength and
pulse area. Initiated by a theoretical study suggesting that the single-photon
efficiency and purity may not be optimized simultaneously [95], we measure single-
photon and multiphoton number probabilities, p1 and pm respectively, to infer the
ideal operation point. Interestingly, we find that the optimal excitation parameters
depend on the cryptographic primitive and additional experimental parameters such
as channel loss, detection efficiency, and error rate [1]. Together, they determine
how p1 and pm must be balanced to maximize performance.

In this first work, the laser pulse length was kept “short” (the pulse length
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∆tL is much smaller than the radiative decay time τrad) to limit multiphoton noise
caused by re-excitation [96, 97]. However, even under these circumstances pm
showed a non-trivial dependence on the pulse energy, which was attributed to the
phonon coupling and motivated an in-depth analysis of the dynamics. Varying
the ratio ∆tL/τrad, the scaling of the re-excitation probability is reported for the
first time for LA excitation and, even more importantly, a redshift in the emission
wavelength of the first photon is exposed [2]. This asymmetry in the two-photon
response is explained in accordance with the dynamical dressed-state model. It is
then also experimentally exploited to significantly reduce the impact of re-excitation
using spectral filtering, demonstrating a multiphoton component independent of
the laser pulse length. These experiments, described in Chapter 5, were enabled by
a significantly improved QD source based on a circular Bragg grating (CBG) cavity,
which provides a much higher signal-to-noise ratio (SNR) and a reduced radiative
lifetime. Notably, the results inspired further investigations that tackle the impact
various cavity designs have on the re-excitation process for a phonon-assisted driven
QD .

In parallel, we developed a new mistrustful cryptographic protocol that builds
on an i.t.-secure quantum bit commitment (in the bounded-storage model) to
enable what we term limited-knowledge proofs. These allow one party to convince
another that they know the solution to a hard problem while disclosing only a small,
constant fraction of that solution, so the problem can be reused multiple times.
We implemented the protocol over a deployed fiber link using active polarization
state encoding, demonstrating not only its robustness and feasibility in a realistic
environment but also a significant rate and distance advantage over PDS, since the
underlying quantum bit commitment is particularly sensitive to multiphoton noise.
These unpublished results are detailed in Chapter 6.



2
Preliminaries

Reflecting the two-sided nature of this work, the preliminaries are divided into
two main sections. First, we will introduce concepts of modern cryptography in 2.1.
After recalling standard techniques of quantum information in Sec. 2.1.2, the focus
shifts to the photonic aspects of quantum cryptography (Sec. 2.1.3), mainly the
different states of light and how a qubit may be realized using photons. In Sec. 2.1.4,
we combine elements from the previous sections to introduce an example of each a
trustful (Sec. 2.1.4.1) and mistrustful (Sec. 2.1.4.2) cryptographic primitive. This
part of the preliminaries concludes by discussing attacks exploiting imperfections
present in practical implementations (Sec. 2.1.4.3).

In the second half (Sec. 2.2), we turn toward the photonic hardware used in this
work: epitaxially grown semiconductor QDs serving as quantum light sources. In
particular, their energy-level structure and desired emission properties (Sec. 2.2.2)
are presented before detailing the light-matter interaction that underlies their
single-photon emission (Sec. 2.2.3). Sec. 2.2.4 is dedicated to the realm of optical
excitation schemes, due to their large variety and importance for cryptographic
protocols. Finally, Sec. 2.2.5 provides an overview of micro- and nanostructures
that may be employed to enhance the light-matter interaction as well as photonic
collection efficiencies.

2.1 Modern cryptography
2.1.1 Introduction to cryptography

Cryptography is the science of securing information and communication, ensur-
ing that sensitive data remains protected from unauthorized access or manipulation.
It has been an essential tool for safeguarding secrets throughout history, evolving
from simple substitution ciphers to sophisticated mathematical algorithms that
underpin modern digital security. At its core, cryptography provides security
guarantees such as confidentiality, ensuring that only intended recipients can access
the information; integrity, protecting data from unauthorized alterations; authen-
tication, verifying the identity of communicating parties; and non-repudiation,
preventing individuals from denying their actions. These guarantees are funda-
mental to the functioning of modern digital systems, from online banking and
e-commerce to secure messaging and digital governance.
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Starting from only a few cryptographic primitives, the building blocks of
modern cryptography, complex protocols can be constructed through an artful
combination of these primitives. For example, almost every cryptosystem uses
an encryption algorithm to ensure confidentiality by transforming plaintext into
ciphertext that can only be decrypted by the rightful recipient. Other widely used
primitives include hash functions, message authentication codes, digital signatures,
commitments, or zero-knowledge proofs. Together, these primitives form the
backbone of cryptographic protocols, enabling secure communication and data
protection in diverse applications.

Until about 50 years ago, all encryption schemes used a secret key–shared
only between the sender and receiver—to first encrypt the plaintext and then
decrypt the ciphertext on the other side. When combined with one-time pad
encryption [98]—encoding every bit of information using one bit of the shared
key—such a scheme offers perfect security as long as the key is used only once. This
symmetric-key cryptography is computationally efficient and is still widely used
to encrypt large volumes of data. However, it requires the communication parties
to hold a secret shared key—a premise that is sometimes difficult to fulfill in the
modern world. The invention of asymmetric cryptography—using a public key for
encryption and a private key for decryption—gave rise to large open networks like
the internet, where far-separated parties can converse securely without ever meeting
beforehand or sharing a secret. Unfortunately, the security of this approach relies
on the assumption that inverting the underlying encryption function is extremely
inefficient, rendering the exchange of messages secure for the relevant timescales.
A prominent example of such systems is RSA encryption [99], which is based on
the mathematical hardness of prime factorization.

Comparing strategies that realize the same primitive under differing constraints
highlights an important concept in cryptography: at the cost of additional as-
sumptions, tasks that would otherwise be impossible may become possible. Conse-
quently, cryptographic systems are classified according to their security promises:
information-theoretic security (i.t.-security) provides protection even against adver-
saries with unlimited computational power, while computational security assumes
a hard problem that requires solving times that are non-polynomial in input size.
When safeguarding an application with cryptographic tools, one must carefully
balance the functionalities offered by computational security against the associated
assumptions, and crucially, ascertain that these assumptions hold for the specific
use case. In particular, with the onset of quantum algorithms, the hardness of
the underlying problem must be revisited. Famously, Shor’s algorithm based on
quantum Fourier transformation [100] could break both asymmetric key pairs
established using RSA and symmetric key schemes (such as Diffie-Hellman) [101],
if executed on a quantum computer with enough error-corrected qubits.

Even before the advance of quantum algorithms, researchers began exploring the
potential quantum information might offer to the field of cryptography, recognizing
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that classical cryptography, despite its achievements, has fundamental limitations.
Quantum cryptography, then, is the field of cryptography that uses quantum re-
sources to ensure protection against both classical and quantum adversaries, aiming
to achieve higher security guarantees based on the validity of quantum mechanics.
The key principles that shape quantum information and benefit cryptography are
quantum superposition and interference, the no-cloning theorem, and entanglement.

Although quantum cryptography also enables fundamentally new primitives
(which cannot be realized classically, not even with computational security), such
as public-key quantum tokens [3], the primary interest remains in developing i.t.-
secure counterparts to classical primitives that rely on computational assumptions.
As mentioned above, classically, remote key exchange cannot be performed in an
i.t.-secure way, but the task becomes possible using quantum resources (assuming
a classical authenticated channel). Today, 40 years after the foundational work of
Wiesner [3] and Bennett & Brassard [30], QKD is a highly mature technology with
impressive demonstrations over large distances on land [102] and in space [103],
and a substantial commercial industry has grown around it.

However, while secure key exchange is indispensable, designing complex cryp-
tosystems requires also other primitives. These may be considered trustful, if at least
one party acts honestly (e.g., key distribution or quantum tokens), or mistrustful, if
the parties have competing interests, which incentivize them to behave dishonestly
(e.g., digital signatures, bit commitment, and others). The latter class also features
primitives that have been proven to be impossible even with quantum resources
[104, 105], unless new assumptions are included. For this thesis, a particularly
relevant assumption is the noisy storage model [106], which protects against an
adversary with imperfect and/or bounded quantum memory, and is commonly used
to enable perfect and unbiased quantum bit commitment. Another popular choice
is to restrict the adversary’s power using constraints arising from special relativity
[107, 108].

2.1.2 Quantum information in the context of quantum cryptography
2.1.2.1 The qubit

The qubit (quantum bit) is the quantum analog of the classical bit and serves as
the fundamental unit of quantum information. A qubit is represented by a quantum
state in a two-dimensional complex vector space (Hilbert space), typically denoted
as C2. The state of a qubit can be expressed as a linear combination (or coherent
superposition) of two basis states, which span its Hilbert space. The generic qubit
state is commonly written in terms of the computational basis states using Dirac
notation, |0⟩ and |1⟩ corresponding to the logical 0 or 1,

|ψ⟩ = α |0⟩+ β |1⟩ , (2.1-1)

where α and β are complex numbers satisfying the normalization condition |α|2 +
|β|2 = 1. The coefficients α and β represent the probability amplitudes of the qubit
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being in the states |0⟩ and |1⟩, respectively. Unlike classical bits, which are either
0 or 1, a qubit can exist in a superposition of both states simultaneously, enabling
quantum systems to encode and process information in a fundamentally new way.

Alternatively, using the normalization condition, the complex weights can be
rephrased as angles

|Ψ⟩ = cos(θ/2) |0⟩+ eiφ sin(θ/2) |1⟩ , (2.1-2)

where a global phase was dropped. The mathematical description using two angles
θ and φ lends itself to the graphical representation of any qubit state as a point on
a sphere with the computational basis states on either pole. This so-called Bloch
sphere is shown in Fig. 2.1.

Figure 2.1: Single qubit representation of a Bloch sphere. An exemplary qubit
state according to Eq. 2.1-2 with θ = 75◦ and φ = 45◦ is shown on the Bloch sphere.
The three Cartesian axes indicate the qubit’s projection on the Pauli operators (see
Eq.2.1-8), where the eigenstates of the Pauli operator σz are associated with the
computational basis and are commonly denoted as |0⟩ and |1⟩.

2.1.2.2 Multiple qubits

When multiple qubits are combined, they form a multi-qubit system, whose state is
described by the tensor product of individual qubit states. For example, the state
of a two-qubit system is represented in a four-dimensional Hilbert space spanned
by the computational basis states {|00⟩ , |01⟩ , |10⟩ , |11⟩}1. An arbitrary two-qubit

1A short comment on notation: depending on the context, multi-qubit states composed of qubit
A and qubit B may be written with various levels of abbreviation |00⟩ = |0A0B⟩ = |0⟩A ⊗ |0⟩B .
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state can then be written as:

|ψ⟩ = α00 |00⟩+ α01 |01⟩+ α10 |10⟩+ α11 |11⟩ , (2.1-3)

where αij are complex weights satisfying the normalization condition
∑

i,j |αij |2 = 1.
Multi-qubit states can exhibit entanglement, a phenomenon unique to quantum

systems, where the state of one qubit becomes intrinsically correlated with the state
of another, regardless of the physical distance between them. John Bell showed
that these correlations are stronger than possible for classical systems [20], and
the loophole-free violation of the Bell inequality became a key metric to verify
entanglement experimentally [109]. For example, the Bell states are maximally
entangled two-qubit states, such as

|Φ+⟩ = 1√
2
(|00⟩+ |11⟩), (2.1-4)

which cannot be decomposed into a tensor product of individual qubit states.
Entanglement is a key resource in quantum information, enabling applications such
as quantum teleportation and quantum computation.

2.1.2.3 Density operator

An alternative but mathematically equivalent formalism to the state-based descrip-
tion of quantum mechanics uses so-called density operators. This framework is
particularly powerful when dealing with systems that are not in a pure state—states
that are fully described by a single wavefunction—but are part of a statistical
ensemble. The latter are called mixed states and arise when a system is in a proba-
bilistic mixture of different pure states or when it interacts with an environment,
leading to decoherence2. After introducing the density operator, the definitions of
pure and mixed states are also mathematically formalized.

For an ensemble of pure states {pi, |ψi⟩}, the density operator is defined as

ρ =
∑
i

pi |ψi⟩ ⟨ψi| , (2.1-5)

where ⟨ψ| is the dual state vector (the state vector’s conjugate transpose). Since pi
are real probabilities > 0, the density operator satisfies the following properties

(i) ρ is Hermitian: ρ† = ρ

(ii) ρ is positive semi-definite: ⟨ϕ| ρ |ϕ⟩ ≥ 0 for all |ϕ⟩

(iii) Tr(ρ) = 1, following from the normalization
∑

i pi = 1.

2Effectively, the interaction entangles our system with the environment, but since the envi-
ronment is not tracked by the density matrix of our system, it appears as decoherence. In the
next section, using the partial trace, we see how the 1-qubit subsystem of a Bell state is in the
marginal—that is, fully mixed—state.
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For a pure state, Eq. 2.1-5 reduces to a rank-1 projection operator ρ = |ψ⟩ ⟨ψ| and
the density matrix is idempotent ρ2 = ρ. Defining the purity of a state as

P = Tr[ρ2], (2.1-6)

provides a mathematical tool to distinguish pure and mixed states. From the
idempotency and property iii) of the density operator, P = 1 follows for pure states,
whereas for mixed states P < 1.

Importantly, linear combinations of pure states are coherent superpositions and
should not be confused with statistical combinations of states:

|ψ⟩ = 1√
2
(|0⟩+ |1⟩)→ ρpure =

1

2

[
1 1
1 1

]
→ P = 1

ρmixed =
1

2
(|0⟩ ⟨0|+ |1⟩ ⟨1|)→ ρmixed =

1

2

[
1 0
0 1

]
→ P =

1

2

(2.1-7)

The coherence of pure states is signified by the off-diagonal elements of the density
operator, and it is this coherence that enables effects like entanglement or quantum
interference. Mixed states, on the other hand, lack quantum coherence, as they
represent classical probability distributions rather than quantum superpositions.

For single-qubit states, the density matrix is also often expressed as a decompo-
sition of the Pauli matrices

σx =

(
0 1
1 0

)
, σy =

(
0 −i
i 0

)
, σz =

(
1 0
0 −1

)
(2.1-8)

weighted by r = (rx, ry, rz) such that using σ = (σx, σy, σz)

ρ =
1

2
(I + r · σ) . (2.1-9)

Here, r is called the Bloch vector, as it indicates the point at which the state would
reside in a Bloch representation using Cartesian coordinates. Notably, pure states
are located on the sphere (|r| = 1), while mixed states live within (|r| ≤ 1). For
example, r = (0, 0, 1) corresponds to the pure state |1⟩ and r = (0, 0, 0) represents
the fully mixed state 1/2 (|0⟩ ⟨0|+ |1⟩ ⟨1|).

2.1.2.4 Reduced density operator

It is when describing a subsystem of a larger quantum system that the density
operator formalism demonstrates its versatility best. Consider a composite quantum
system consisting of two subsystems, A and B, whose state is described by a density
operator ρAB.

If we are only interested in the state of subsystem A, we can obtain its reduced
density operator ρA by performing the partial trace over the degrees of freedom of
subsystem B. The reduced density operator ρA is defined as

ρA = TrB(ρAB) , (2.1-10)
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where TrB denotes the partial trace over subsystem B. The reduced density operator
ρA contains only all the information accessible from measurements performed on
the subsystems alone.

Mathematically, this “tracing out” of a subsystem is a generalization of the
trace operation and is particularly useful when dealing with entangled states or
when a system interacts with an environment, as it allows one to describe the state
of a subsystem without requiring knowledge of the entire system. The partial trace
is defined in terms of orthonormal basis states |i⟩B of the subsystem B being traced
out

TrB(ρAB) =
∑
i

⟨i|B ρAB |i⟩B . (2.1-11)

To illustrate the partial trace and its effect on entangled systems, consider the |Ψ+⟩
Bell state from Eq. 2.1-4. Its density matrix is

ρΨ
+

AB = |Ψ+⟩AB ⟨Ψ
+|BA =

1

2
(|00⟩ ⟨00|+ |00⟩ ⟨11|+ |11⟩ ⟨00|+ |11⟩ ⟨11|) . (2.1-12)

Tracing over subsystem B yields

ρA =
1

2
(|0⟩ ⟨0|+ |1⟩ ⟨1|) ,

which shows that subsystem A is in a fully mixed state, provided no side information
about B is available. In photonic implementations, this can easily occur when
a photon is lost or its state is measured, but the outcome is not shared. This
result also indicates why faster-than-light signaling is not possible, even using
entanglement. To signal a bit without error, one must not only project one of the
photons but also communicate the measurement basis and outcome.

2.1.2.5 Measurements and quantum state tomography

The previous sections have already used the term measurement in a way that
is familiar to most, but in quantum mechanics, the act of measuring plays a
central role and can have unexpected outcomes and consequences. Unlike classical
measurements, which reveal the exact state of a system, quantum measurements
are probabilistic and fundamentally alter the state being measured. The simplest,
and yet important, type of quantum measurement is a projective measurement,
which is described by a set of orthonormal projection operators {Pm = |φm⟩ ⟨φm|}
that satisfy the completeness relation

∑
m Pm = I. The observable operator is then

defined as
M =

∑
m

λm Pm , (2.1-13)

where λm are the corresponding eigenvalues, and the probability to find any state
|ψ⟩ in state |φm⟩ is given by Born’s Rule

⟨ψ|Pm |ψ⟩ = | ⟨ψ|φm⟩|2 ≡ p(λm) . (2.1-14)
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The outcome of a projective measurement must be one of the eigenvalues of the
measurement operator and occurs with probability p(λm). Immediately after the
measurement, the quantum system is in the corresponding eigenstate.

Since the outcome of a quantum measurement is probabilistic, it is useful to
define the expectation value of an observable. If a measurement is repeated on
many copies of the same state, the outcome will tend to this expectation value

E(M) = ⟨M⟩ =
∑
m

λm p(λm) . (2.1-15)

It can be understood as a weighted average of possible outcomes and is also linked
to the standard deviation (that is, the variance) of the observable

[∆M ]2 = ⟨(M − ⟨M⟩)2⟩ = ⟨M2⟩ − ⟨M⟩2 . (2.1-16)

In density operator formalism, the expectation value is simply calculated as

⟨M⟩ρ = Tr [Mρ] . (2.1-17)

Since quantum states cannot be directly observed and every projection mea-
surement destroys the initially prepared state, the complete density matrix ρ can
only be reconstructed from a set of measurements performed on identical and inde-
pendently prepared copies of the same state (i.i.d. assumption). This technique is
called quantum state tomography [110] and is fundamental to quantum information
science.

To estimate a single-qubit state through measurements, we need to learn
the expectation value of the orthogonal observables. Using the density operator
description of Eq. 2.1-9, that translates to retrieving components of the Bloch
vector r by appropriate projective measurements, where the observables are the
Pauli matrices

⟨σx⟩ρ = Tr [σxρ] = rx, ⟨σy⟩ρ = Tr [σyρ] = ry, ⟨σz⟩ρ = Tr [σzρ] = rz. (2.1-18)

For larger systems, the measurement complexity scales exponentially (4n−1, where
n is the number of qubits), and full state tomography becomes impractical even for
a few-qubit state. Alternative approaches use so-called witness measures, which
require many fewer copies but cannot reconstruct the density matrix. Instead, they
quantify how close the experimental state is to a target state, typically expressed
via the fidelity

F(ρexp, ρtarget) =
(
Tr

√
ρ
1/2
expρtargetρ

1/2
exp

)2

. (2.1-19)

2.1.3 Quantum cryptography using single photons
The basic ideas behind quantum cryptography are straightforward. According

to the measurement postulate, a quantum state can only be measured once, as the
measurement collapses the wave function by projecting the output state onto one
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of its eigenstates. In addition, the no-cloning theorem guarantees that—without
changing the state of the original qubit—no one can make a perfect copy to
effectively measure the state multiple times [12, 111]. And finally, the encoding
method known as conjugate encoding, which relies solely on the validity of quantum
mechanics to protect the encoded information. The final ingredient for an i.t.-
secure communication relying only on the validity of quantum mechanics is an
encoding method known as conjugate encoding. Introduced by Wiesner in 1983 [3],
it is often regarded as the starting point for the field of quantum cryptography.
The concept will be explained in more detail in Sec. 2.1.3.2, but in short, the
information is randomly encrypted in one of two conjugate encoding bases, and
since the eigenvectors of conjugate bases have a non-zero overlap, they cannot be
perfectly discriminated (Sec. 2.1.4.3). Consequently, the information could only be
retrieved perfectly if the encoding basis were known before the measurement.

When transmitting quantum information over long distances, photonic qubits
are the obvious choice for several reasons. First, photons travel at the speed of light;
second, they interact very little with their environment, which keeps decoherence at
bay; and third, there is already extensive existing infrastructure and rich experience
with classical optical communication. However, to exchange quantum information
securely using photons, one must ensure that there is only a single copy of each
qubit; that is, the information must be encoded into a single photon. Therefore,
this section will briefly review different states of light and their quantum mechanical
description (Sec. 2.1.3.1) before detailing how information may be encoded onto a
photon (Sec. 2.1.3.2).

2.1.3.1 States of light

In quantum mechanics, the electromagnetic field is quantized through an auxiliary
cavity of large volume V that hosts only discrete modes, which may be populated
by any number of excitations. Mathematically, these excitations can be described
by the bosonic operators a†kµ and akµ that create or annihilate a photon in mode
kµ, respectively (k denotes the wave vector and µ the polarization.

The derivation of the quantized electric field found in any quantum optics
textbook (for example, see [112]) yields

E(r, t) =
∑
k,µ

ek,µ

√
ωkℏ
2ε0 V

(
akµe

−iφk(r,t) + a†kµe
iφk(r,t)

)
, (2.1-20)

where ek,µ is the unit vector, ωk the angular frequency, and φk the phase of each
mode. From now on, the description will be limited to a single-mode field, and for
comparing different types of light, the normalization prefactor can also be dropped.
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Fock states are eigenstates of the photon number operator n̂ = â†â, so that a
Fock state3 |n⟩ contains a well-defined number of photons, and is mathematically
expressed as:

|n⟩ = (â†)n√
n!
|0⟩ , (2.1-21)

where |0⟩ is the vacuum state, and n is a non-negative integer.
Since every state has exactly n photons, the probability pn to find n photons,

the mean (that is, expectation value) of the number operator, and its variance are
simply

pn = δn,n̄ (2.1-22)

n̄ = ⟨n̂⟩ = ⟨n| n̂ |n⟩ = n (2.1-23)

[∆n̂]2 = ⟨n̂2⟩ − ⟨n̂⟩2 = 0 . (2.1-24)

This state of light cannot be captured using the classical description of electromag-
netism and is therefore often referred to as nonclassical or quantum light.

Coherent states were introduced by Glauber in 1963 [113] (they are also known
as Glauber states) and are strongly related to his work on quantum coherence and
correlation functions [114, 115]. They exhibit perfect phase-coherence and are fully
described by a single parameter α. These states are the quantum states of light
that most closely resemble classical electromagnetic waves. They are eigenstates of
the annihilation operator â

â |α⟩ = α |α⟩ . (2.1-25)

Expressed in photon number basis, the coherent state reads as

|α⟩ = e−|α|2/2
∞∑
n=0

αn√
n!
|n⟩ . (2.1-26)

The photon number distribution {pn}, mean photon number and variance

pn =
|α|2n

n!
e−|α|2 (2.1-27)

n̄ = ⟨α| n̂ |α⟩ = |α|2 (2.1-28)

[∆n̂]2 = ⟨n̂2⟩ − ⟨n̂⟩2 = |α|2 (2.1-29)

follow a Poisson distribution. A light source producing these photonic states is
therefore called a PDS and the most prominent example is a single-mode laser

3In the literature, Fock state and photon number state are sometimes used interchangeably.
However, while Fock states refer to a single-mode state with exactly n photons, the concept of a
photon number state is broader, as it can also describe a coherent superposition of Fock states,
including the vacuum state. In that sense, no real device can emit pure Fock states, and a Fock
state does not have a phase by itself. In contrast, photon number states may have a well-defined
phase between different number components, which might be exploited by an eavesdropper as
shown later (Sec 2.1.4.3).
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above its lasing threshold. Similarly, sources generating light with a lower variance
(such as Fock states) are referred to as sub-Poissonian sources.

Thermal states describe light in thermal equilibrium, such as blackbody radia-
tion or light emitted by a thermal source (e.g., a light bulb). They are statistical
mixtures of Fock states, with a photon number distribution given by the Bose-
Einstein distribution

pn =
n̄n

(1 + n̄)n+1
, (2.1-30)

where the mean photon number n̄ depends on the temperature of the thermal
source and the frequency of the light. Since the light is in a mixed state, it cannot
be written in the state vector formalism, but only using the density operator

ρthermal =

∞∑
n=0

pn |n⟩ ⟨n| . (2.1-31)

Their variance is larger than the mean photon number

[∆n̂]2 = n̄(n̄+ 1) (2.1-32)

which makes them super-Poissonian distributed.

Considerations for quantum cryptography

Recalling that discrete-variable (DV) quantum cryptography requires exactly one
single photon to encode every qubit, a Fock-1 state is clearly the ideal choice.
This simple observation motivates the pursuit of an ideal SPS4 and many physical
systems have been proposed and studied over the past years [68, 118].

However, so far, there exists no source generating purely single-photon states,
and one must carefully evaluate which photon-number distribution best suits the
application. For this purpose, the photon-number distribution {pn} is often divided
into three contributions: single-photon target states; vacuum states occurring
with p0 that by themselves cannot transmit information; and multiphoton states
that are assumed to fully reveal the encoded information and are generated with
pm =

∑
n>1 pn. Although at first glance coherent states appear to be ill-suited

for the requirements of quantum cryptography, choosing α such that n̄ ≪ 1 can
provide a multiphoton probability that is sufficiently small to be secure. Due to
their low mean photon number, these states are known as WCSs, and they can be
implemented simply by attenuating a laser pulse to the desired power level.

Later, in Sec. 2.1.4, security properties are introduced, and we will analyze
which light source may prove advantageous under which circumstances. In addition,
Chapter 4 presents a comparison between a realistic SPS and PDS based on the
example protocol of QKD.

4Naturally, there are many more fields in physics that strive for a SPS for different reasons.
Most closely related to the topic of this thesis are applications in quantum computing [55, 59] or
metrology [116], as well as fundamental sciences [116, 117].
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2.1.3.2 Encoding information onto photons

Once the single-photon state has been prepared, the information must be encoded
in a way that ensures security. A powerful method that underlies most quantum
cryptography protocols up to today was introduced by Wiesner in 1983 and is
known as conjugate coding [3]. It harnesses the uncertainty principle of quantum
mechanics, which states that two conjugate variables of a quantum state, such as
momentum and position, energy and time, or phase and photon number, can only
be measured with limited precision. Mathematically speaking, the product of the
standard deviation of both variables is bounded by some constant.

Working with DV encoding of a qubit state, the Pauli operators form a set of
conjugate variables. A qubit may be implemented in various degrees of freedom of
the single photon; most frequently used are its polarization, time, and sometimes
spatial modes. What follows holds for any encoding choice but for simplicity the
notation of polarization encoding, which is used in the experiment presented in
Chapter 6, is adopted.

The horizontally and vertically linearly polarized states |H⟩ and |V ⟩ are mapped
to |0⟩ and |1⟩, respectively, and form the rectilinear basis. The basis spanned by
the eigenstates of σx

|D⟩ = 1√
2
(|H⟩+ |V ⟩) |A⟩ = 1√

2
(|H⟩ − |V ⟩) (2.1-33)

is called diagonal and the basis of σy

|L⟩ = 1√
2
(|H⟩+ i |V ⟩) |R⟩ = 1√

2
(|H⟩ − i |V ⟩) (2.1-34)

circular. To implement conjugate coding, the parties agree on two of these bases.
Using a polarization qubit, the set formed by the four eigenstates of two conjugate
bases is in reference to the first proposal of polarization-based cryptography [30]
(see also Sec. 2.1.4.1) known as BB84 states.

During the protocol, the sender randomly picks one basis and generates one
of the eigenstates that corresponds to the logical bit they want to encode. For
example, using σz and σy as conjugate bases, each logic 0 is either encoded as |H⟩
or |L⟩, and each logic 1 as |V ⟩ or |R⟩. Since |H⟩ and |R⟩ (likewise, |V ⟩ and |L⟩)
are non-orthogonal, it is impossible to distinguish them perfectly. If a logic 0 was
encoded using the circular basis but is projected onto the rectilinear basis, the
outcome is with equal probability |H⟩ or |V ⟩. Hence, one cannot reliably retrieve
the encoded logic bit without prior knowledge of the encoding basis.

From a practical point of view, there are generally two techniques for encoding
information in the polarization of a photon. Either the sender first prepares a stream
of single photons with identical polarization and then applies some unitary to adjust
the polarization (prepare & measure scheme), or they generate a polarization Bell
state and measure one of the two photons themselves (entanglement-based scheme).
In the latter case, the remaining photon is in a perfectly mixed state unless the
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basis and outcome of the projection of the first photon are known (Sec. 2.1.2.4).
Although the strategies may appear quite different at first glance, it can be shown
that they reduce to an equivalent security analysis [119]. Experimentally, there
may be several reasons to favor one approach over the other. Particularly relevant
are the rate at which one can generate the polarization-encoded photons, the error
probability of the encoding, and the probability of inadvertently leaking information
through photon-number coherence (PNC) or a high multiphoton component (see
Sec. 2.1.4.3).

The experiment in Chapter 6 employs the prepare & measure scheme (also
known as active encoding). Suppose the generated stream of N single photons is in
state |H⟩⊗N and the rectilinear and circular bases are chosen as a conjugate pair.
Up to a global phase, the unitary of a general linear retarder with its principal axis

Figure 2.2: Bloch sphere representation of linear retarder states. Using
a linear retarder that is tilted by α = π/4 with respect to the input polarization
axis of |H⟩, all states on the great circle defined by {|H⟩ , |R⟩} can be encoded by
varying the retardance χ according to Eq. 2.1-36. In particular, the set of BB84
states {|H⟩ , |R⟩ , |V ⟩ , |L⟩} may be generated with χ = {0, π/2, π, 3π/2}.

rotated by α with respect to the polarization axis of the incoming light is

Uret(χ, α) =

[
cos2(α) + eiχsin2(α) (1− eiχ)cos(α)sin(α)
(1− eiχ)cos(α)sin(α) cos2(α) + eiχsin2(α)

]
, (2.1-35)

where the retardance is given by χ. Fixing the tilt angle to α = π/4, the unitary
simplifies to

Uret(χ, α = π/4) = Uenc(χ) =
1

2

[
1 + eiχ 1− eiχ

1− eiχ 1 + eiχ

]
, (2.1-36)



18 CHAPTER 2 • PRELIMINARIES

which acts like a quarter wave plate for χ = π/2 and like a half wave plate for
χ = π. It is easy to see that applying Uenc(χ) to |H⟩, all states on the great
circle of the Bloch sphere shown in Fig. 2.2 can be encoded. Specifically, for
χ ∈ {0, π/2, π, 3π/2} the four basis states of the rectilinear and circular basis
{|H⟩ , |R⟩ , |V ⟩ , |L⟩} can be generated.

The unitary Uret(χ, α) can be implemented by applying a strong electric field
to an anisotropic crystal, resulting in anisotropic electro-optic modulation of the
refractive index [120]. Such a setup is known as Pockels Cell and allows to control
the polarization of each successive photon individually (for more details, see methods
of Chapter 6).

2.1.4 Quantum cryptographic primitives
While most researchers working in the field of quantum technologies will be

familiar with QKD because of its pioneering role, it is just one primitive of quantum
cryptography. As outlined in Sec. 2.1.1, cryptographic primitives form the backbone
of each cryptosystem and are often described as building blocks. Clearly, to remain
with this linguistic picture, more than just one fundamental block is necessary to
achieve variety or design more complex structures. A detailed description of all
existing primitives, their subtleties, and variants would far exceed the scope of
these Preliminaries, so only a brief classification and overview will be given. For an
extensive and recent review of quantum cryptography that goes beyond QKD see
[121].

One of the most important and distinctive characteristics of a primitive is
whether its legitimate parties trust one another and collaborate, or not. Naturally,
they are called either trustful or mistrustful. The first set includes QKD [102,
103], unforgeable tokens [3], unclonable encryption [122, 123], position verification,
covert communication [124, 125], fingerprinting [126], and data locking, whereas
the second covers digital signatures [127], bit commitment [104, 128], oblivious
transfer [127], strong and weak coin flipping [129, 130], and one-time programs
[131]. Although they are all treated in their own right, some of the above are not
fundamental blocks. For example, using unbiased weak coin flipping allows one to
perform biased strong coin flipping, oblivious transfer, or bit commitment. Given a
perfect bit commitment, one can construct an oblivious transfer [132]. Recently,
it has also been proven that, in the quantum setting, one-way functions enable
oblivious transfer [133]. Analyzing all these relations, a hierarchy of primitives
may be established, and interestingly, in the quantum world, this hierarchy differs
significantly from the one known classically (although not all connections have been
proven for quantum primitives).

When designing a quantum cryptographic protocol, its security guarantees
must be analyzed in the context of a clearly defined model. In the first stage,
experimental imperfections are usually neglected to understand if a protocol can
be secure under ideal conditions. While the adversary is typically assumed all-
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powerful5, some primitives require additional assumptions weakening the adversary
model to provide i.t.-security (see Sec. 2.1.4.2, also [121] and references therein).

Once the protocol is provably secure under ideal conditions, one must account
for inevitable imperfections of the experiment, and this step generally restricts
the parameter space for which the protocols security is guaranteed. In photonic
demonstrations, these limitations primarily arise from imperfect qubit preparation,
multiphoton contributions, photon loss in the quantum channel, or detector dark
counts. To evaluate how a specific imperfection impairs the protocol’s performance,
the optimal attack strategy of the adversary is analyzed, which may include
measurements that are difficult to realize but are theoretically possible, such as
photon-number splitting (PNS) [39], arbitrary unambiguous state discrimination
(USD), and quantum non-demolition measurements. Furthermore, a dishonest
party always has the power to ”replace” the lossy public quantum channel with a
lossless one.

Sec. 2.1.4.1 revisits QKD and presents an overview of the protocol but also
introduces some general concepts to analyze the security of a primitive. Sec. 2.1.4.2
then illustrates for QBC how to establish a protocol when the parties mutually
mistrust one another, and how i.t.-security can still be achieved in such a setting if
additional physical assumptions are included. Finally, Sec. 2.1.4.3 turns the focus
to vulnerabilities in photonic implementations, how a practical attack may extract
more information, and which countermeasures can prevent exploits of experimental
imperfections.

2.1.4.1 Quantum key distribution

QKD allows two parties who trust one another, commonly referred to as Alice
(sender) and Bob (receiver), to generate a shared symmetric key pair with i.t.-
security using quantum resources and an authenticated classical channel. The
latter ensures that a given message actually originates from the legitimate sender
and is required during classical postprocessing to establish a secure key (SK) as
shown below. This key may later be used to encrypt a message, provide a digital
signature, etc.

We will first present the protocol in a condensed and simple form to convey
the main concept before proving further details and insights about the individual
steps involved. For an in-depth review of state-of-the-art QKD including security
analysis and experimental imperfections, see [35]. A formal security proof is given,
for example, in [119, 134].

The most common variant of this protocol uses a set of four quantum states
chosen from the basis states of two pre-agreed conjugate bases; these states are
known as BB84 states. In a prepare & measure implementation using polarization

5In this model, the adversary has unlimited classical and quantum resources (including a
perfect quantum memory) and is only restricted by the laws of quantum mechanics. However, it is
generally required that they cannot access the lab of the legitimate parties (secure lab assumption).
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qubits, Alice generates a stream of single photons, randomly prepares their polar-
ization state (keeping a local record of each encoding), and sends them via a public
quantum channel to Bob. Projecting the states randomly to either of the two bases,
Bob measures the polarization and arrival time of each photon, concluding the
quantum phase of the protocol.

Next, they compare their preparation and measurement bases for each qubit
over the authenticated but public classical channel. This step is known as basis
reconciliation or key sifting, and statistically, half of the events must be discarded
due to basis mismatch. In the absence of any photon loss, errors, or tampering from
an adversary, Alice and Bob would now hold an identical, random bit string (raw
key). But to verify that the key is indeed secret, they must sacrifice a randomly
selected subset and publicly compare it to look for unexpected irregularities. If
the estimated error rate exceeds a certain threshold, Alice and Bob conclude that
they have been attacked; up to this point, no secret data has been leaked, and
they simply discard the raw key and repeat the process. If the error estimate
satisfies their requirements, they proceed with error correction, where Alice and
Bob interactively identify and correct bit flips. Since this step leaks information
about the raw key to the public, they perform privacy amplification to remove any
side information an adversary Eve might have gained. Finally, Alice and Bob hold
a symmetric SK only known to them.

Intuitively, the security of this protocol is based on conjugate coding (see 2.1.3.2)
that prevents Eve from measuring a qubit in both bases with high precision simul-
taneously and on the no-cloning theorem, which guarantees that she cannot make
a perfect copy beforehand to measure each in one of the two bases. Any attempt
to learn the raw key by measuring some of the qubits introduces disturbances that
Bob can detect6.

To analyze the protocol more formally, we must define security parameters. The
key obtained through QKD must be correct, i.e. Alice and Bob hold an identical
bit string, and it must be secret, i.e. uniformly distributed to anyone but them.
Taking small deviations from the ideal case into account, εcor is introduced and
the protocol is said to be correct if

P (kA ̸= kB) ≤ εcor , (2.1-37)

where P (kA, kB) denotes the probability distribution that a classical bit value of
Alice kA matches Bob’s kB. To measure how secret a key is, the joint state is

6If Eve simply measures all the photons, Alice and Bob cannot establish a raw key and the
measurement outcomes are useless for Eve. Hence, after measuring the intercepted photon (and
destroying its state), Eve must generate a new photon which is ideally in the same quantum
state (intercept & resend attack). However, since Eve cannot learn the full density matrix from a
single-shot measurement, she can only try to approximate the original state and thus minimize
the errors her state will cause in Alice’s and Bob’s correlations. In an ideal experiment, Alice and
Bob can always detect tampering, but Eve might exploit the imperfections present in practical
implementations as discussed in Sec. 2.1.4.3.
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described as a classical-classical-quantum state shared between Alice, Bob and Eve

ρidealABE =
∑
kA,kB

P (kA, kB) |k⟩A ⟨k| ⊗ |k⟩B ⟨k| ⊗ ρ
(kA,kB)
E . (2.1-38)

Ideally, all bits of Alice and Bob are identical, kA = kB = k, and uncorrelated with
Eve’s subsystem

ρidealABE = 2−m
∑
k

|k⟩A ⟨k| ⊗ |k⟩B ⟨k| ⊗ ρE , (2.1-39)

where m is the length of the bit string. Then, the protocol is said to be ε-secure if
the final distilled state7 ρABE satisfies [135]

min
ρE

1

2
(1− pabort)|ρABE − ρidealABE |≤ ε , (2.1-40)

where pabort is the probability that the protocol aborts and |ρ| is the trace distance.
Eq. 2.1-40 states that the distilled state is ε-close to the ideal state, such that Eve
has at most a chance of ε of guessing the key.

Eqs. 2.1-37-2.1-40 indicate that the length of the final SK depends both on the
desired security parameter ε and, implicitly, on the experimental performance. Any
practical implementation will exhibit some errors stemming from imperfect state
preparation, polarization drifts in the quantum channel, or an imperfect detection
stage. To understand how much SK (if any) the parties can extract from a given
raw key, they must complete a step known as parameter estimation just before
the error correction. Hence, we now derive an explicit expression that limits the
number of secure bits that can be extracted per state in a practical implementation
with imperfections.

Describing the probability that Bob detects an i-photon state

Yi = Y0 + (1− Y0)(1− (1− ηdηt)i) (2.1-41)

where Y0 is the probability of a dark count click, ηd Bob’s detector efficiency, and
ηt the transmission of the quantum channel, the gain is defined as joint probability
of Alice generating a phase-randomized i-photon state and Bob detecting it

Qi = piYi . (2.1-42)

We also define the error probability of an i-photon state

ei =
e0Y0 + ed

[
1− (1− ηdηch)i

]
Yi

, (2.1-43)

7The final state is sometimes referred to as distilled, since most security proof frameworks use
entanglement distillation to “purify” the state to remove any knowledge Eve might have about
the key. This step is closely related to privacy amplification mentioned above.
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where the parameter ed characterizes the detection error probability, dependent on
the optical alignment of the entire system, and e0 is the error rate of the background,
which, if we assume it to be random, is e0 = 1

2 . Since Alice does not know when she
might accidentally send a multiphoton state, and Bob also lacks photon-number
resolving detectors, experimentally, they can only measure the total information
gain and qubit error rate

Qtot =
∑
i

Qi (2.1-44)

etot =
1

Qtot

∑
i

eiQi . (2.1-45)

Hence, their best secure strategy is to combine these measurements with the emission
statistics of the SPS {pi} measured by Alice to estimate how much information
might have been leaked. Without more detailed knowledge, they must attribute
all losses and errors to the single-photon states while assuming that multiphoton
states propagate perfectly through the untrusted channel, thus fully leaking the
corresponding bit values (see Sec. 2.1.4.3). As a result, they can only bound the
single-photon parameters

Q1 ⩾ Qtot − pm − Y0p0 (2.1-46)

e1 ⩽
etotQtot − 1

2Y0p0

Q1
. (2.1-47)

In the limit of an asymptotically long bit string, the GLLP formula then lower
bounds how many secure bits can be extracted per state [136]

R ⩾
1

2
[Q1 (1−H2(e1))− f(etot)QtotH2(etot)] . (2.1-48)

In this formula, the term f(etot)QtotH2(etot) accounts for the cost of error correction
and privacy amplification—f(etot) being the error correcting code inefficiency and
H2(e) the binary Shannon entropy—and Q1(1−H2(e1)) states that only the error-
free single photon states contribute positively to the secure key generation. Here,
common error correction codes include Cascade featuring a high correction efficiency
of f = 1.1− 1.2 [137], or low-density parity checks [138] requiring only one round
of classical communication. Privacy amplification is performed using universal
hashing (for more detail, see [35, 139]).

Here, Eq. 2.1-46 provides insights into two of the reasons when QKD might fail
to generate a secure key: either the multiphoton component exceeds the total gain
pm > Qtot, or the gain is saturated by dark count events, Y0p0 ≈ Qtot. Naturally,
both effects are cumulative, and the achievable SK rates are especially impaired
in the high loss regime where Qtot is small. Using PDS, the mean photon number
(thus, the population distribution {pi}) must be optimized for any given set of
experimental parameters and the channel loss. Another cause for QKD to fail
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Figure 2.3: Secure key rate for QKD over channel distance. Secure key rate
calculated as Eq. 2.1-48 for the standard BB84 protocol and using decoy states in
the asymptotic limit. For each distance, the mean photon number was optimized to
maximize the SK rate. The distance scale assumes a standard telecom single-mode
fiber (SMF) with 0.21 dB/km. The other parameters are: alignment error ed = 0.02,
detector efficiency ηd = 0.85, dark count probability Y0 = 10−8 and error correction
inefficiency f = 1.2

is illustrated by Eq. 2.1-47: if the measured qubit error rate etot (also known
as QBER) is too large R becomes negative. However, it turns out that QKD is
remarkably robust against noise; it can tolerate an error probability of up to 11%
[119] and still provide a SK.

Returning to the multiphoton component, it was soon realized that when both
legitimate parties cooperate, one can estimate the gain Q1 directly and avoid the
pessimistic assumption that multiphoton states are never lost in the channel. By
sometimes sending decoy states [40, 41], Alice and Bob may infer the specific
loss and error behavior for each of the photon populations individually, even in
the presence of an adversary. This improvement of the protocol has significantly
boosted performance for PDS as shown in Fig. 2.3, and thus has quickly become
the standard version of QKD with WCS.

Over the past decades, even more advanced forms of QKD have been developed.
While some aim to provide stronger security guarantees such as measurement device
independent QKD [35] or fully device independent QKD [36], others extend the
maximum communication distance beyond the PLOB bound [140] using repeater-
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based schemes [141] or so-called twin-field QKD [102, 142].

2.1.4.2 Quantum bit commitment

In a nutshell, a bit commitment forces a sender to make a binary choice at one
point in time, and allows the receiver at a later point to learn the bit and also verify
that the sender did not change their choice after committing. In an often-cited
analogy, one party puts a bit b ∈ {0, 1} in a safe and hands it over to a second party
but keeps the combination for the safe to herself. This constitutes the commitment
phase. Only later, in the reveal phase, the sender discloses which bit b they had
chosen and also provides the combination for the safe, allowing the receiver to verify
that the disclosed and committed bits match. The protocol offers two security
properties: it is called binding if a dishonest sender cannot change the bit b after
committing without being detected, and it is hiding if a dishonest recipient cannot
read the bit b before receiving the combination to decrypt the commitment.

Such a mistrustful primitive may be used to enable secure voting, multi-party
computations, or smart contracts [121]. In fact, it was first proposed with classical
resources for contract-signing [143, 144]. However, like for key generation, classical
implementations can only provide computational security for at least one of the
primitive’s security properties. Although there were hopes for a perfect, i.t.-secure
version using quantum resources [128], it was proven impossible not long after
[104, 105]. Nevertheless, interest persisted8 and two alternative approaches were
pursued to obtain i.t. security: either to accept an imperfect protocol bias (that
is, allow for cheating but with a probability of getting caught) [145, 146], or to
limit the adversary’s capabilities based on a plausible physical assumption. For
the latter, a few options were suggested; the most common include no-signaling
constraints derived from flat space-time [107, 108], and the noisy-storage model
[106]9. Both approaches are provably secure and were experimentally demonstrated
[32, 149–151].

Outlining the basic bit commitment primitive in accordance with the protocol
implemented in Chapter 6, we reverse the roles compared to the original protocol;
now, the receiver of the quantum states (to which we will refer as the Prover)
commits to a classical bit b, and the sender (from hereon, the Verifier) will check
the commitment. In the absence of any experimental imperfections, the protocol
works as follows.

The Verifier prepares N random BB84-type quantum states and sends them
to the Prover, who measures all states in σz to commit to b = 0 or σy to commit
to b = 1 and records the outcomes. In this way, the bit is encoded in the basis

8Parallel works compiling the hierarchy of quantum primitives proved that QBC would also
implicate other primitives like quantum oblivious transfer [132].

9Early versions of this assumption distinguished between bounded [147] and noisy quantum
storage [148]. Later, as cited above, these notions were unified in one model [106], which nowadays—
somewhat confusingly—is simply known as the noisy-storage assumption although the memory
might also be bounded in size.
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choice, and the commitment is secured by the measurement outcomes. After a
pre-agreed time ∆t, they proceed with the reveal phase. The Prover discloses
their committed bit and communicates all measurement outcomes to the Verifier.
Whenever the encoding basis matches the measurement basis, the Verifier checks if
the communicated outcomes agree with the originally prepared states, and they
only accept the commitment if all conform. Since the bases are mismatched in
half of the cases (p = 1/2), they need N quantum states even in the absence of
experimental imperfections to ensure that the commitment can be verified with a
probability of 1− (1− p)N .

Since no information is back-reported to the Verifier before the reveal phase,
they have no chance to learn anything about the Prover’s measurement basis (and
thus the secret bit) even if they were to send part of an entangled state instead
of a single-photon BB84 state. On the other hand, a Prover with a perfect and
unbounded quantum memory could clearly perfectly decommit by simply storing
all states until the reveal phase and only then measuring them according to the
Prover’s delayed choice. However, assuming that the memory either fully decoheres
within ∆t or is not sufficiently large to store all N states, the Verifier can detect a
cheating attempt. In such a setting, a bit commitment that is both binding and
hiding with i.t.-security may be implemented, which is the underlying idea behind
the noisy-storage assumption.

Here, the security of the noisy-storage model is only briefly motivated; a formal
proof can be found in [106]. We recast the quantum memory as a channel with
capacity CN and completely positive trace-preserving map Ft(ρ) corresponding to
the memory’s noise. Using a Markovian noise model, the noise strictly increases
with time t, and any dishonest Prover would measure at t = ∆t to limit decoherence.
Thus, we must only consider one channel map F , dropping the index. In the most
general approach, the Prover applies an optimal encoding to the input state before
transmitting it through the channel and optimizes over all positive operator valued
measurements {Dx}x∈{0,1}RN when reading out the information. Here, R describes
the storing rate and N indicates the channel uses (i.e., the number of transmitted
qubits). The success probability to correctly send a bitstring X ∈ {0, 1}RN is then
defined as

PF
succ(RN) := max

{Dx}x,{ρx}x

1

2RN

∑
x∈{0,1}RN

Tr(DxF(ρx)), (2.1-49)

We continue with an explicit channel model that satisfies the strong converse
property [152]. The d-dimensional depolarizing channel with purity parameter r,
described by

N = rρ+ (1− r) I
d

(2.1-50)

has a capacity of

CN = 1 +
1 + r

2
log

(
1 + r

2

)
+

1− r
2

log

(
1− r
2

)
. (2.1-51)



26 CHAPTER 2 • PRELIMINARIES

Naturally, for R < CN , the channel (i.e., the quantum memory) will not introduce
any errors. However, if R exceeds the capacity CN , the probability of correctly
transmitting information decays exponentially, according to the strong converse
property

PN⊗N
succ (RN) ≤ 2−Nγ

N (R) where γN (R) > 0 ∀ R > CN . (2.1-52)

Here, the upper bound on the success probability follows from the strong converse
exponent

γN (R) = max
α≥1

α− 1

α

[
R− log 2 +

1

1− α
log

((
r +

1− r
2

)α
+
(1− r

2

)α)]
.

(2.1-53)
Importantly, at this point, we are still working within the framework of an

ideal experiment, and additional precautions must be implemented to provide
loss-tolerance and noise robustness. For example, if the Verifier were to accidentally
send a multiphoton state, a dishonest Prover could perfectly decommit by simply
measuring one photon in each basis10. Therefore, the Prover could cheat on all
single-photon states they can reliably store in their memory, and additionally, on all
multiphoton states the Verifier sends. Furthermore, techniques such as the decoy
state method, which drastically increase performance in QKD, cannot always be
applied when both parties mutually mistrust each other. Consequently, mistrustful
primitives are significantly more sensitive to the multiphoton component pm such
that they strongly benefit from sub-Poisson distributed sources [45].

To integrate a loss tolerance, the number of quantum states N that are used to
commit to a single bit must be increased to ensure that at least Nd < N photons
are detected and that the commitment is checkable with probability of 1− (1−p)Nd .
In such a scenario, the Prover would obviously only need to store Nd instead of
N states in their quantum memory to perfectly cheat. Similar arguments can
be made for securing the protocol against a finite error probability, and all these
considerations must be carefully included in the practical security analysis.

2.1.4.3 Practical security

In the previous two sections, various security concerns arising from experimental
imperfections were identified, but strategies to exploit these were not discussed
in detail. Generally, attacks either target an imperfection in the photonic state
the sender generated (source attacks), or are directed at the receiver’s setup and
attempt to control their measurement outcomes (detector attacks).

For trusted primitives, the adversary is a third party (usually referred to as
Eve) that intercepts (a part of) the signal and forwards a modified photon stream
to Bob. Hence, Eve must typically combine both types of attack to maximize her

10When they need to provide the measurement outcome to prove their commitment in the
reveal phase, they have both outcomes available to pass the check.
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chances. However, in mistrustful settings, where Alice and Bob do not cooperate
but work against each other, a dishonest sender (receiver) only needs to implement
a successful detector (source) attack to cheat perfectly, making the situation even
more precarious. Consequently, many primitives of this class are significantly more
sensitive to loss and errors, providing a smaller secure region in parameter space.

Since this thesis focuses on the QDs as SPS for cryptography, we are primarily
interested in source attacks. However, at the end of the section, a brief overview
of detector attacks and other classical side-channel attacks is also provided. A
comprehensive overview of strategies can be found in [35, 153, 154].

In many source attacks, the adversary selectively applies an optimal measure-
ment only to the imperfect states, while discarding all perfect states where their
successful cheating probability is lower. To compensate for the additional loss
introduced by this approach, the adversary replaces the imperfect quantum channel
with a lossless channel. If there are enough imperfect states and the loss budget
tolerated by the honest sender is sufficiently large, the attack is successful.

The optimal measurement an adversary can implement is closely related to the
field of quantum state discrimination. The concept is briefly introduced below,
followed by two explicit strategies for leveraging PNC or multiphoton states.

State discrimination attacks

The Helstrom bound derived in 1969 [155] states the maximal success probability

Pcorr =
1

2
(1 + Tr|p0ρ0 − p1ρ1|) (2.1-54)

for which two quantum states ρ1 and ρ2 can be discriminated when a fully conclusive
outcome is required. Here, the optimal measurement that one must implement
corresponds to the projectors onto the positive and negative eigenspace of p0ρ0−p1ρ1.
Choosing quantum states from conjugate bases (such as the BB84 states) maximizes
the overlap between states and thus minimizes the discrimination probability.

This type of measurement provides a fully conclusive result for each state
(Pconc = 1), but the result is only correct in Pcorr < 1 of the cases, hence introducing
errors in the adversary’s string. Alternatively, a measurement can be constructed to
produce only correct outcomes if accepting that the projection sometimes remains
inconclusive (Pcorr = 1 but Pconc < 1). This type of measurement is known as
unambiguous state discrimination and poses a significantly more serious threat to
realistic implementations with finite channel loss. A broad overview of quantum
state discrimination is given in [156].

Recalling that the adversary has access to a lossless channel, Eve’s attack
strategy in a QKD setting is as follows

• if the USD succeeds, she records the result. As she only knows the bit but
not the basis, her best strategy is to prepare another photon in a coherent
superposition of both states that represent the recorded logic bit and send it
to Bob. For example, if the USD outputs bit 0, Eve prepares 1√

2
(|H⟩+ |L⟩).
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• if the outcome is inconclusive, Eve does nothing and Bob will report the state
as photon loss.

Although the bit discrimination is perfect, in a QKD scenario this intercept &
resend method introduces an error probability of 1

2 −
1

2
√
2
since Bob might find

the photon in the wrong basis. As long as Eve manages to remain within the loss
budget provided by the imperfect channel (that is, introducing less loss caused by
inclusive measurements than Alice and Bob expect transmission loss caused by the
channel), and and error budget predefined by the honest users, the attack remains
undetected and is successful.

To construct a useful USD, the adversary exploits some imperfection in the
state that can be classified as phase-discrimination or photon-number splitting
attacks.

Phase discrimination

Any realistic source produces a non-zero vacuum component, and the phase relation
between the vacuum and single-photon state may be exploited if the photon is in a
pure number state instead of a mixed number state (see sec. 2.1.2.3).

Suppose the coherent superposition

|ψ⟩ = √p0 |vac⟩+ eiϕ
√
p1 |n = 1⟩ = α0 |vac⟩+ α1 |n = 1⟩ (2.1-55)

is used to encode a polarization qubit in rectilinear and circular basis (α0 and α1

were introduced for convenience). Due to the non-zero vacuum component, this
state does not live in the two- but three-dimensional Hilbert space spanned by
{|vac⟩ , |n = 1⟩H , |n = 1⟩V } and the conjugate bases states are

|H̃⟩ =
(
α0, α1, 0

)
|L̃⟩ =

(
α0, α1/

√
2, iα1/

√
2
)

|Ṽ ⟩ =
(
α0, 0, α1

)
|R̃⟩ =

(
α0, α1/

√
2, −iα1/

√
2
)
.

(2.1-56)

By finding the states that are orthogonal to both states that encode the logical 0
or logical 1

|0⊥⟩ =
1√
N0

α0α1√
2

(
−α1
α0
, i+

√
2, 1

)
|1⊥⟩ =

1√
N1

α0α1√
2

(
iα1
α0
, −i, 1−

√
2
)
,

(2.1-57)

where Ni are normalization factors, one can construct the USD as

M0 =
1

2
|1⊥⟩ ⟨1⊥|

M1 =
1

2
|0⊥⟩ ⟨0⊥|

Minc = I −M0 −M1 .

(2.1-58)
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Figure 2.4: Phase discrimination for a single-photon state. USD can provide
significant knowledge about the encoded state, if the photonic state is not a perfect
qubit, but exhibits an imperfection that allows USD in a higher-dimensional Hilbert
space. Even in the absence of any multiphotons, phase discrimination is possible
between the vacuum and single photon component as long as the state is in a
coherent superposition. For equal populations p0 = p1 = 1/2, the discrimination
probability is maximized.

Note that M1 projects onto |0⊥⟩, which is orthogonal to both states encoding a
logical 0. Hence, if this outcome is found, the adversary knows with certainty that
the encoded bit was not 0 but must have been 1. Since M0 and M1 are fairly
parallel (depending on p0 and p1), there is a significant amount of inconclusive
measurements Minc. The expectation value of M1

⟨Ṽ |M1 |Ṽ ⟩ = ⟨R̃|M1 |R̃⟩ =
(2−

√
2)p0p1

2p0(2−
√
2) + p1

(2.1-59)

is exemplarily shown in Fig. 2.4 for varying populations. Naturally, the same attack
applies to a WCS that has not been phase-randomized [91].

Phase discrimination attacks may be prevented by encoding the polarization
onto a mixed state p0 |0⟩ ⟨0| + p1 |1⟩ ⟨1| instead. If the state generated by the
photonic source is pure, phase-randomization effectively transforms the output
state into a mixed state. This can be easily verified, since the integration over all
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possible phases removes the off-diagonal terms of the density matrix

ρ =
1

2π

∫ 2π

0
dϕ |ψ⟩ ⟨ψ|

=
1

2π

∫ 2π

0
dϕ
√
p0p1

(
e−iϕ |0⟩ ⟨1|+ eiϕ |1⟩ ⟨0|

)
+

1

2π

∫ 2π

0
dϕ (p0 |0⟩ ⟨0|+ p1 |1⟩ ⟨1|)

= p0 |0⟩ ⟨0|+ p1 |1⟩ ⟨1| .

(2.1-60)

Multiphoton attacks

In the presence of multiphoton states, an adversary uses a quantum non-demolition
measurement to infer the photon number without disturbing the encoding degree of
freedom and conditions their actions on the measurement outcome. This behavior
is known as PNS attack.

Again, in the example of QKD, the best strategy for an eavesdropper is to
discard some (or all) single photon states but forward the multiphoton states to
Bob after keeping one photon per state for themselves and storing its information in
a perfect quantum memory. When Alice and Bob reveal their basis during the key
sifting, Eve simply measures all her photons accordingly and obtains full knowledge
about these bits of the key. If the state also shows phase coherence, more elaborate
methods can extract even more information.

In a bit commitment protocol, where a party commits by measuring the qubit
in a particular basis, a dishonest receiver may report all single-photon states as
lost and project all multiphoton states in both conjugate bases. In this way, the
dishonest receiver can decommit perfectly.

Without appropriate countermeasures, this attack is particularly dangerous
in scenarios where the channel loss is high, effectively granting the adversary a
large loss budget to selectively ”lose” the attack-resistant single-photon states.
A common technique to secure a protocol against the PNS attack—other than
reducing the multiphoton noise generated by the source—is to include decoy states
in the stream of signal states as introduced in Sec. 2.1.4.1. However, this approach
applies only to trusted protocols, and for most mistrustful primitives, one can only
bound the maximum channel loss for which a secure operation may be guaranteed
given a certain pm. This underlines the significance of a highly pure single-photon
state in mistrusted scenarios [45].

Side-channel attacks

In addition to methods that directly target the quantum channel, an adversary
may attempt to extract information using purely classical means. These types of
attacks, referred to as (classical) side-channel attacks, are generally more specific to
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a given implementation and are difficult to include directly in the security analysis
of a protocol. Hence, each protocol requires that countermeasures for the individual
exploits are in place, and failing to do so jeopardizes the security. Two prominent
examples are the so-called Trojan horse [157], which targets the sender, and the
detector blinding attack [158] aimed at the receiver.

The first applies only to prepare & measure schemes; the strategy is to copy the
information classically by exploiting experimental imperfections of Alice’s setup in
the form of surface reflections. A laser pulse is backpropagated along the quantum
channel toward Alice, where it is backreflected from any number of interfaces.
If the timing of the Trojan horse pulse is matched so that its reflection passes
the encoding stage at the same time as the single-photon state prepared by the
legitimate party, the information is imprinted on both photonic states, and the
adversary can simply read it out classically from the reflected pulse. For WCS,
this attack is easily forestalled by including an optical isolator or attenuator at
the end of Alice’s trusted setup. The additional losses are simply compensated for
by increasing the laser power. Implementations using solid-state SPS must avoid
any transmission loss in the preparation stage but can be protected using a timed
shutter based on electro-optic modulators (see Ch.6).

The detector-blinding attack, on the other hand, manipulates the outcomes a
receiver is recording using strong laser pulses that alter the detectors’ operation
regime [158]. Once in the linear response regime, the attacker can fully control
which of Bob’s detectors will click by setting the laser pulse power just above the
linear detection threshold and choosing its polarization state. If the pulse ends
up in the opposite measurement basis, its power is equally distributed between
the two detectors. Since the power per detector is significantly below the click
threshold, no detector fires, and the signal appears as lost (introducing 50% of
transmission loss). In combination with any discrimination attack where Eve first
learns the encoded bit, she can now ensure that Alice and Bob will not measure an
increased error rate during the sifting phase and the attack remains unnoticed. A
countermeasure was proposed, e.g., in [159], or can be realized using measurement
device independent schemes [35, 160–163].
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2.2 Quantum dots as quantum light sources
Throughout the introduction to practical quantum cryptography, we have seen

that the photonic state and, in particular, its photon number distribution are vital
for the security of quantum cryptographic protocols. While early developments
and implementations in the field were powered by WCS or photons generated
through SPDC, the intriguing potential of a source that emits light with sub-
Poisson statistics was noted from the beginning and motivated researchers to
realize such photonic sources. Basing the source on a two-level system would
eliminate the intrinsic trade-off between single-photon purity and efficiency present
in PDS. Instead, optimizing the photon-number distribution is transferred to a
fabrication challenge, but without fundamental limitations.

2.2.1 Quantum dots in a nutshell
Solid-state systems offer exceptional control over the environment and among

those QDs benefit especially from advanced epitaxy techniques developed in the
III-V semiconductor industry. In the past decade, they have become the most
efficient type of SPS by far, thanks to the continuous progress in material quality,
fabrication processes, and the co-integration with photonic cavities [55, 56].

Conceptually, a QD represents a structure characterized by a zero-dimensional
density of states, leading to a distinct quantization of energy levels [92]. Often
described as artificial atoms, these systems exhibit a discrete energy spectrum akin
to that of atoms, while benefiting from the advantages of a solid-state environment.
These include spatial fixation and the ability to integrate them into additional
structures, enabling precise control of their emission properties. Since the first
demonstrations [47, 164], the potential of semiconductor QDs as a light-matter
interface sparked considerable interest in fundamental studies of quantum optics
[62–66] and for a wide range of quantum information technologies [67–73].

Self-assembled QDs are most commonly grown in the Stranski-Krastanov mode
[165] (another widespread method is droplet-epitaxy [166]), where the semicon-
ductor material that later forms the QD is deposited on top of a host matrix by
metalorganic vapor-phase epitaxy (MOVPE) or molecular-beam epitaxy (MBE)11.
As a thin layer (wetting layer) builds up, the lattice mismatch between the two
different semiconductors induces increasing strain, which is eventually relieved by
the development of small islands forming the QDs. Afterwards, they are covered by
a capping layer that often consists of the same material as the host matrix, which
completes the fabrication process (see Fig. 2.5a). The resulting three-dimensional
islands are significantly smaller in the growth direction compared to their in-plane
size, overall resembling the shape of a plano-convex lens [167]. Additional processing
steps may be necessary to integrate an electronic diode or photonic extraction
structure.

11For details about epitaxial techniques and their impact on QDgrowth, see the literature, for
example [92].
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Figure 2.5: Illustration of a QD and its energy structure. (a) Exemplary
layering of semiconductor materials forming a QD with a top distributed Bragg
reflector (DBR). (b) Schematic energy level of such a QD including host material, the
energy band originating from the thin wetting layer and hosting a set of delocalized
states, and the QD itself. The set of local QD states features multiple energy levels;
here, only the s- and p-shells are shown. Grey straight arrows indicate exciton
formation through optical pumping, curved arrows denote relaxation processes into
the lowest energy state, and the black wiggly arrow illustrates the single-photon
emission from the s-shell recombination.

The QDs studied here are made from In(Ga)As sitting on a GaAs host matrix,
where a metamorphic buffer layer (MMB) was used to realize the strain relief
required to allow single-photon emission in the telecom C-band around 1550 nm
[168].

Energy landscape and optical transitions

The lens shape of the QDs induces a strong confinement along the growth direction
but a weaker in-plane confinement which justifies to model the resulting potential
as a product of the two components, where only the lowest energy state of quantum
well along the growth axis must be considered [169]. In the absence of a magnetic
field, the eigenenergies for the single-particle state in a two-dimensional harmonic
potential are

E(n, l) = (s+ 1) ℏω0 (2.2-1)

where ω0 is the transition frequency and s = 2n+|l| is in analogy to the atomic shells
referred to as the shell index, and n and l are the radial and angular momentum
quantum numbers, respectively.

The degeneracy of 2(s+ 1) of each shell follows from Pauli’s exclusion principle
and the possible spin configurations; that is, the s-shell has two degenerate levels,
the p-shell four, and so on. Naturally, a magnetic field will lift the degeneracy in
|l|. A schematic band structure is shown in Fig. 2.5b.

Symmetry arguments for the electron and hole envelope wave function show
that radiative recombinations are only allowed for transitions between levels of
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the same shell index ∆s = 0, so for s(p, d, ..)-like electrons and s(p, d, ..)-like
holes [92]. Light-induced excitons in a QD are primarily formed from pairs of
electrons and heavy holes (heavy refers to the effective mass and the respective
dispersion relation). Due to spin-orbit coupling and material strain, the heavy
hole represents the highest energy state of the valence band [165, 170] with a total
spin of jz = ±3/2. When pairing these with an electron of spin sz = ±1/2 four
exciton configurations with a total angular momentum of MJ = ±1 and MJ = ±2
are possible. Due to optical dipole selection rules (∆MJ = ±1), the latter do not
couple to light and are therefore dubbed dark excitons. The description in this
thesis will be limited to bright excitons with MJ = ±1, which emit a circularly
polarized photon upon recombination.

Figure 2.6: Excitonic complexes in a QD. A selection of common excitonic
complexes possible in a QDare schematically shown in a band structure. The
conduction band at the top hosts one or two electrons in the s-shell, where the arrow
indicates its spin state, and the valence band at the bottom shows the according spin
state of the heavy hole(s). Since the neutral biexciton features only fully populated
shells, there is no spin state degeneracy.

Besides this simple excitation complex (neutral exciton |X0⟩), many more
multi-particle configurations are possible within a QD and only a brief overview
of the most important types is given here (see also Fig. 2.6). If the QD hosts an
additional electron (hole) when the exciton is created through an incident laser
field, the resulting state will be a negatively (positively) charged exciton, which is
also called a trion and denoted by |X±⟩. Starting from the neutral ground state
|G⟩, two-photon absorption transfers the system to the biexciton state |XX⟩, from
which the QD decays in a radiative cascade through |X0⟩ back to |G⟩. Note that
the transitions |XX⟩ → |X0⟩ and |X0⟩ → |G⟩ are nondegenerate due to the binding
energy induced by Coulomb interaction [171]. If the energy splitting of the neutral
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exciton states (denoted as the fine structure splitting (FSS)) is zero12, the emitted
photons are in a polarization-entangled |ϕ+⟩ Bell state [54, 173]. However, due to
strain, magnetic fields, nondegenerate modes of the photonic extraction structure,
or even the excitation laser field [174–176], it is very challenging to remove the FSS
entirely, and the output state shows only an imperfect fidelity to a Bell state13.

More complex situations, including multiply charged or higher-order states,
couplings to dark states, and lifting of degeneracy under the influence of a magnetic
fields are not relevant for this work and will not be discussed here, but are readily
found in the literature.

2.2.2 Figures of merit
Before detailing a theoretical model describing the light-matter interaction

of a QD driven by a laser field, it is helpful to define some figures of merit to
quantitatively analyze the light emitted by the QD. Two key metrics, system
efficiency (Sec. 2.2.2.1) and single-photon purity (Sec. 2.2.2.2), follow directly from
the aspiration of developing a source that emits exactly one photon in response to
a trigger laser pulse. For some applications of SPSs, the photonic coherence of the
emission (Sec. 2.2.2.3), manifesting itself in the indistinguishability and PNC, is
also vital.

2.2.2.1 System efficiency

Any efficiency is best measured as the ratio of successful trials to the total number
of trials. Limiting ourselves to pulsed operation of an SPS, we consider each laser
excitation pulse as a trial. Then, the photon generation efficiency is simply

ηgen =
#successfull generation events

#trials
. (2.2-2)

However, since some photons are always lost before they can be detected, this
efficiency can only be measured indirectly. For example, inevitable loss is caused
by the imperfect transmission of the optics rejecting the excitation laser field and
background signals ηfil, the imperfect collection of the emission from the quantum
emitter into the target spatial mode ηcol, and the non-unity efficiency of the single-
photon detector ηdet. When preparing a stream of single photons for an application,
both filtering and collection (typically into a SMF) are strictly necessary, and

12Both spin configurations of the neutral exciton (MJ = ±1) are degenerate, but if the rotational
symmetry of the QD is broken (most commonly by strain) they are no longer eigenstates but
mix with each other forming new eigenstates. These are the symmetric and antisymmetric
superpositions of the angular momentum states and are no longer degenerate [172].

13A promising but hard-to-scale approach for removing strain demonstrated a fidelity > 99.5 %
[177] by adding a multi-leg piezo membrane to compensate the symmetry breaking through external
control. Non-resonant two-photon excitation schemes [178–180], on the other hand, can remove
(or strongly reduce) the spectral overlap with |X0⟩ such that the laser-induced level splitting can
be avoided.
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thus it has become customary to include these inefficiencies when quoting the
performance of a SPS using the system efficiency

ηsys = ηgenηfilηcol . (2.2-3)

In the experiment, ηsys is determined from the event rate R measured on a click
detector with known ηdet as

ηsys =
R

νrepηsetupηdet
, (2.2-4)

where νrep is the excitation repetition rate and ηsetup accounts for all loss of photons
between the collection and the detection stage. In many applications, the stream
of single photons does not only need to be in single spatial but also well-defined
polarization mode, thus defining a polarized system efficiency is useful

ηsys,pol = ηsysηpol . (2.2-5)

For a specialized field, even more definitions may be helpful, for which we refer
the reader to Refs. [92, 181]. At this point, we must mention an ongoing debate
about the metrics and wording used when benchmarking SPSs, where different
communities resort to various terminologies. In an effort to avoid ambiguous
language, the use of terms such as “brightness” is deprecated [181].

Importantly, ηsys as defined in Eq. 2.2-4 does not represent the single-photon
system efficiency since a click detector cannot distinguish whether one or more
photons were emitted; a correction based on the single-photon purity is presented
in Sec. 2.2.2.4. The system efficiency ηsys may also be expressed in terms of photon
number probabilities (at the collection stage)

ηsys =
∑
i>0

pi . (2.2-6)

Over the two decade, improved fabrication and the integration within photonic
structures (see. Sec. 2.2.5) increased the system efficiency of QDs significantly,
and values of 57% [56] and 71% [55] have recently been achieved in open-cavity
systems.

2.2.2.2 Single-photon purity

Every realistic SPS suffers from a non-zero chance to produce more than a single
photon in response to the excitation pulse. Throughout this work, we refer to a
multiphoton event whenever two or more photons are emitted after the quantum
emitter is probed by a single laser pulse. Notably, this includes not only “true”
two-photon Fock states but also all events in which two or more photons were found
in close succession—more precisely within a time interval Tint ⩽ Trep—instead of
in the same temporal mode.
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To measure this probability in the experiment, a balanced beam splitter (BS)
divides the quantum light equally between two output paths, each connected to a
single-photon detector (Hanbury Brown and Twiss experiment (HBT) configura-
tion). Correlating the detection events of both channels in a start-multistop fashion
with a time tagger, the second-order correlation function G(2)(τ) (see Appendix A)
is recorded. For a pulsed excitation at νrep, all coincidences within [−Trep/2, Trep/2]
are counted as multiphoton event

G(2)(0) =

∫ Trep/2

−Trep/2
dτ G(2)(τ) . (2.2-7)

For comparison independent of the detection rates R1 and R2 and integration time
∆tint, the total number of multiphoton events must be normalized

g(2)(0) =
G(2)(0)

CCuncor
(2.2-8)

where
CCuncor = R1R2∆tintTrep (2.2-9)

is the number of coincidence events an uncorrelated light source with the same
detection rates would produce. For a perfect SPS with γrad ≫ νrep, coincidences
observed at τ = ±Trep represent the so-called Poissonian level, that is, the event
statistics are fully uncorrelated as expected from Poisson-distributed light. However,
realistic solid-state quantum emitters might experience an effect called blinking
[49, 182, 183], where they oscillate between a dark and bright state on time scales
Tbl ≫ Trep

14. This introduces correlations between emission events on these longer
time scales Tbl and the Poissonian level is only reached for τ > Tbl. For example, if
the emitter is in a bright state at τ = 0, then it is more likely to detect a coincidence
at τ = Trep than at τ →∞.

Hence, for experimental data, the normalized correlation function is calculated
as

g(2)(0) =

∫ Trep/2
−Trep/2 dτ G

(2)(τ)∫ Trep(k+1/2)
Trep(k−1/2) dτ G

(2)(τ)
, (2.2-10)

where k must be chosen large enough to ensure normalization to Poissonian statistics.
Alternatively, one might model and fit the blinking behavior to extract the correctly
normalized g(2)(0) from G(2)(τ) [92].

Finally, we define the single-photon purity

P = 1− g(2)(0) . (2.2-11)

14Using advanced fabrication, this challenges is successfully addressed by embedding the QD in
a electrical diode with tunnel barrier [81, 184] which not only stabilizes the charge environment but
allows to prepare the QD in a specific charge state [185, 186]. In this way, blinking-free emission
is routinely demonstrated [84].
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Much research has been dedicated to eliminating sources of residual multiphoton
contributions (for an overview, see Chapter 8 in Ref. [92]) and several causes,
including detector background noise [187], emission from the wetting layer [188],
other transitions or neighboring QDs, re-filling from trapped charges [189, 190],
and re-excitation [96, 191] have been identified. Among those, re-excitation is the
only multiphoton process that is not rooted in fabrication challenges, but presents a
fundamental limit and, as such, cannot be resolved by technological advancements.
All reports of record low g(2)(0) values used appropriate means to mitigate the
impact of re-excitation, either by harnessing an effective three-level system (3LS)
[97, 187] or, very recently, using specifically tailored spectral filtering [192]. More
details on the light-matter interaction leading to re-excitation will be given in
Sec. 2.2.4.3.

2.2.2.3 Photon coherence

In optics, coherence describes the ability of two or more light fields to interfere
with each other. Extending the classical picture, the single-photon coherence of
a quantum emitter is set by the phase stability of the generated photon-number
state. In Sec.2.1.4.3, we have seen that even if each individual photon is prepared
in a coherent superposition of Fock states, the time-averaged system appears in a
mixed state if the phase between the Fock states is not fixed.

For a two-level system (2LS), there are two types of processes that reduce the
interference visibility: either population decay through spontaneous emission or
scattering processes that alter the phase but do not change the population. The
time for which a stable phase relation is maintained—characterized by the coherence
time T2—is therefore affected by the decay time T1 (1/T1 = 1/τnonrad + 1/τrad) of
the upper level and the pure dephasing time15 T ∗

2 of the excited state

1

T2
=

1

2T1
+

1

T ∗
2

. (2.2-12)

For a spontaneous emission that dominates the transition (T1 ≃ τrad) and for
negligible pure dephasing (T ∗

2 →∞), the coherence reaches an intrinsic limit and
the emission is said to be Fourier-transform (FT) limited

T2 = 2 τrad . (2.2-13)

Equivalently, the emission is called lifetime limited when the spectrum is only as
wide as dictated by time-energy uncertainty, such that ∆ν = γrad/2π where ∆ν
is the emission linewidth measured as full width at half maximum (FWHM) and
γrad = 1/τrad is the radiative decay rate.

15This effect is called “pure” dephasing because only the phase is randomized but the population
is preserved.
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In realistic QDs, the coherence may be affected by a variety of processes that
occur in the semiconductor environment and is often inferred as

T2 =

∫ ∞

−∞
dτ |g(1)(τ)|2 (2.2-14)

from the first-order correlation function g(1)(τ) (see Appendix A). Here, g(1)(τ) is
measured using Michelson interferometry [193, 194], or alternatively, the emission
line shape g(ω) is recorded, which relates to g(1)(τ) by the Wiener-Khintchine
theorem

g(ω) =

∫ ∞

−∞
dτ eiωτg(1)(τ) . (2.2-15)

Charge noise, spin noise and phonon interactions act on their individual time
scales [68, 81, 182, 195] and cause pure dephasing when these are faster than the
radiative decay [196]. Charge noise is introduced by nearby defects, charge traps
or surface states that may be or may not be occupied and influence the potential
of the QD through the confined Stark effect [182, 197–199]. The probabilistic
occupation induces Gaussian broadening to the transition line when averaged over
many excitation cycles, and is referred to as spectral wandering [198, 200–202]. The
Overhauser field created by the randomly oriented nuclear spins around the QD
fluctuates typically on faster time scales [182] and couples to the exciton through
exchange interactions, contributing to the decoherence [182, 201, 203]. Phonon-
induced decoherence can arise from a variety of phonon-exciton interactions as
discussed also in Sec. 2.2.3.3 but for QDs at cryogenic temperatures pure dephasing
caused by coupling to LA phonons dominates [195, 204–208].

Only dephasing-free single-photon states yield unity indistinguishability when
tested in a Hong–Ou–Mandel (HOM) experiment [209] that quantifies the two-
photon interference (TPI) visibility. Achieving visibilities close to unity is critical
for quantum information processing, as it enables Bell-state measurements and
linear optic fusion gates [210–213]. Although spectral filtering can boost the TPI
visibility, it is only a transitional solution, as it comes at the cost of reduced
efficiency, and achieving dephasing-free emission remains the main pathway toward
indistinguishable photons.

Finally, a realistic quantum emitter generates a photon-number state with zero-,
one-, and potentially two-photon contributions, which can be either in a statistically
mixed state, a coherent superposition, or anywhere in between [214]. For sufficiently
slow dephasing, coherent excitation schemes16 will imprint a fixed phase relation
between the number states [214, 215], which is inherited from the laser pulse and
thus stable over many excitation cycles. Using an HOM interferometer with a
stable and adjustable phase, the PNC can be extracted from the intensity visibility
observed during a phase scan. While a low TPI visibility necessarily impairs the

16The observation of Rabi rotations in the population probabilities is a clear signature of
coherent driving. Coherent excitation methods include mostly, but not exclusively, resonant
techniques. For more details, see Sec. 2.2.4.
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PNC, the reverse is not true. Highly indistinguishable photons can be obtained
using incoherent driving schemes [57, 216–218] that do not feature any measurable
PNC [219].

Importantly, for some applications, e.g., twin-field QKD [102, 142] PNC is
required, whereas for others, including most cryptographic protocols, it must be
avoided [45, 91].

2.2.2.4 Extracting photon number probabilities from the experiment

Deriving the security bounds for cryptographic protocols as introduced in Sec. 2.1.4
assumes knowledge of the photon number probabilities {pi} of the emitted state.
However, experimentally, these are not directly accessible but must be inferred
from a set of measurements and/or assumptions. While for sources with Poisso-
nian photon statistics a measurement of the mean photon number suffices, the
independence of {pi} for SPSs requires, in principle, infinitely many measurements
of high-order correlation functions. In practice, assuming pi≥4 = 0 is well justified
[220] for QD sources and the remaining multiphoton probabilities are summarized
in pm = p2 + p3. Then, making use of the normalization condition

∑
i pi = 1, {pi}

can be calculated from the system efficiency ηsys and g
(2)(0) value as is shown in

the following.
Starting from

g(2)(0) =
⟨n(n− 1)⟩

n̄2
=

∑
i=1 i (i− 1) pi

(
∑

i=1 i pi)
2 (2.2-16)

as given in Appendix A, the steps we derived in our work [1] are retraced for the
readers comfort. Using p1 > pm, we write

g(2)(0) =
2p2 + 6p3

(p1 + 2p2 + 3p3)2

=
2pm + 4p3
(p1 + 2pm)2

[
1 +

p3
p1 + 2pm

]−2

≃ 2pm
(p1 + 2pm)2

, (2.2-17)

and truncate it at the zeroth order in p3. Computing the error F (p1, p2, p3)
introduced by our approximations of g(2)(0), we note that F (p1, p2, p3) > 0 for
all pi ∈ (0, 1) where i = {1, 2, 3}—showing that the right-hand side of Eq. 2.2-17
provides an actual lower bound—and F (p1, p2, 0) = 0 showing that the bound is
tight in the limit of vanishing p3. After rewriting Eq. 2.2-17 as a lower bound and
expressing it in terms of ηsys,

g(2)(0) ≥ 2pm
(ηsys + pm)2

, (2.2-18)
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we expand and rearrange again

p2m +

(
2ηsys −

2

g(2)(0)

)
pm + η2sys ≥ 0. (2.2-19)

Since pm ≥ 0 and 1 ≥ ηsys ≥ 0, the inequality has only one solution for a SPS (that
is 1

2 ≥ g
(2)(0) ≥ 0 [221]) and the set of photon number probabilities follows

pm ≤
1− ηsys g(2)(0)−

√
1− 2ηsys g(2)(0)

g(2)(0)
(2.2-20a)

p1 = ηsys − pm (2.2-20b)

p0 = 1− p1 − pm . (2.2-20c)

Eqs. 2.2-20 hold for any source with sub-Poissonian emission, at any distance,
and provide an explicit bound that only depends on experimentally accessible
parameters. Furthermore, a first-order Taylor expansion of Eq. 2.2-20b provides
a simple correction based on a lower bound to estimate the single-photon sys-
tem efficiency (which is equivalent to p1, see Eq. 2.2-6) from the experimental
measurement

p1 ≥ ηsys −
η2sys g

(2)(0)

2

≃ ηsys

(
1− ηsys g

(2)(0)

2

)
. (2.2-21)

2.2.3 Light–matter interaction
After introducing the basis of what a quantum dot is and how to benchmark

its performance as SPS, we will now describe how the system interacts with a laser
field. We will start with the simplest model that only includes the Hamiltonian of
the 2LS and a monochromatic laser field. Subsequently, a reservoir allowing for
spontaneous emission and a free-dephasing Hamiltonian accounting for phonon
interactions are added. In parts, this section follows the derivation given in [222].
The complementing introduction of the phonon coupling is based on a series of
publications indicated accordingly.

2.2.3.1 Two-level system in a laser field

We denote the two states of the QD as ground and excited state, |G⟩ and |X⟩, with
eigenenergies of 0 and ℏω0 and which are connected via the lowering and raising
operators

σ− = |G⟩ ⟨X| σ+ = |X⟩ ⟨G| . (2.2-22)

Using the photonic creation and annihilation operators, a† and a, and the angular
frequency ωL of the monochromatic laser field, the Hamiltonian reads

H0 = ℏω0 |X⟩ ⟨X|+ ℏωL(a†a+ 1/2) . (2.2-23)
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Figure 2.7: Energy spectrum of QD-laser system without interaction po-
tential. Each manifold E(N) hosts N photons and is split into two states depending
on the occupation of the QD. If the QD is excited, there is a photon less in the laser
field and the state’s energy is lowered by ℏδL since ωL > ω0. Neighboring subspaces
are separated by the energy of one laser photon ℏωL.

Since we are interested in near-resonant interactions, we use δL ≪ ω0, where
δL = ωL − ω0 is the detuning between the 2LS resonance and the light field and
is always positive for our purposes. The spectrum of eigenstates of H is shown
in Fig. 2.7 and can be divided in N subspaces, where N denotes the number of
photons present in the laser field.

Each subspace, or manifold, consists of a ground state |G,N + 1⟩ and an excited
state with one laser photon less |X,N⟩ that are ℏδL apart from each other

E(N) = {|G,N + 1⟩ , |X,N⟩} . (2.2-24)

Neighboring subspaces E(N) and E(N − 1) have an energy difference of ℏωL.
Including an interaction potential

HQD−L = −d ·E(r) , (2.2-25)

where E(r) is the single-mode, quantized electric field of the laser at position r of
the QD

E(r) =

√
ℏωL
2ε0V

eL(a+ a†) (2.2-26)

with eL being the laser polarization axis. The electric dipole operator of the 2LS is

d = dXG(σ− + σ+) (2.2-27)

assuming only real transition elements, that is dXG = ⟨X|d |G⟩ = ⟨G|d |X⟩ = dGX .
For simplicity, we assume a laser polarization parallel to the dipole orientation and
introduce the light-dipole coupling constant

g = −dXG
√

ωL
2ℏεoV

(2.2-28)
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to rewrite the interaction potential as

HQD−L = ℏg(σ+a− σ−a†) . (2.2-29)

Here, the rotating wave approximation (RWA) was already applied such that the
terms with σ−a and σ+a

† can be safely neglected. Since these terms correspond to
creating (destroying) a photon while additionally raising (lowering) the 2LS, one
also intuitively understands that these processes should have a vanishing probability.
For a coherent laser field with many photons (average photon number ⟨N⟩ ≫ 1),
the coupling strength induced by the interaction potential between both states of a
manifold can be expressed by

νN = ⟨G,N + 1|HQD−L |X,N⟩ ≃ ℏg
√
⟨N⟩ (2.2-30)

and is approximately constant for small variations in ⟨N⟩. In other words, for a
given driving field, the coupling does not significantly change even if a few photons
in the laser field are lost, and we can consider a constant coupling across all
manifolds relevant for our description. Introducing the Rabi frequency by analogy
from a semi-classical description [223]

ℏΩ = −dXGE0 where E0 = 2

√
ℏωL
2ε0V

⟨N⟩ (2.2-31)

we find the coupling

νN =
ℏΩ
2
. (2.2-32)

The interaction potential alters the energy structure such that the product
states of the bare 2LS and photonic states used in Fig. 2.7 are no longer eigenstates.
In the rotating frame, the new eigenstates, the so-called laser-dressed states, are

|φG, N⟩ = cos(ϑ) |G,N + 1⟩ − sin(ϑ) |X,N⟩ (2.2-33a)

|φX , N⟩ = sin(ϑ) |G,N + 1⟩+ cos(ϑ) |X,N⟩ (2.2-33b)

using the admixing angle

ϑ =
1

2
arctan

(
Ω

δL

)
. (2.2-34)

The notation of the dressed states is chosen to indicate that |φg, N⟩ (|φX , N⟩)
coincides with the ground (excited) state for vanishing laser drive Ω→ 0. Further,
|φg, N⟩ is always higher in energy since δL > 0 and using the effective Rabi
frequency

Ωeff =
√
Ω2 + δ2L (2.2-35)

we find an energy level splitting of ∆E = ℏΩeff. The eigenstates and eigenenergies
for the three scenarios are pictured side-by-side in Fig. 2.8 using a rotating frame.
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Figure 2.8: QD eigenstates depending on laser field. If there is no laser field
present, the eigenstates are simply the undisturbed states of a 2LS Hamiltonian (left
panel). For a QD–laser system but without interaction (such as Eq. 2.2-23), the
basis states are expressed in the frame rotating at the laser frequency (center panel).
This description also captures the case of formally including the interaction potential
but allowing only a very small interaction strength (small dipole moment or driving
field, such that Ω→ 0, see Eqs. 2.2-29 and 2.2-31). For significant coupling (right
panel), the rotating basis states mix, and the resulting new eigenstates are referred
to as dressed states.

2.2.3.2 Spontaneous emission

Now, we turn toward the spontaneous emission of a photon, which is considered an
instantaneous process, sometimes referred to as a quantum jump. Consequently,
the dynamics of the driving field are much slower and can be neglected during
spontaneous emission. However, the time scale between two quantum jumps
given by the radiative lifetime τrad is much longer than the characteristic time of
absorption or stimulated emission, τrad > 1/Ωeff, and the 2LS can undergo many
cycles of radiation coupling between two events of spontaneous emission.

Recall that the dipole operator dXG couples the bare (that is, undressed) states
|X⟩ and |G⟩ of the 2LS. Thus, when considering the dressed states in the E(N)
manifold—which have a |X,N⟩ component (see Eq. 2.2-33)—and the dressed states
in E(N − 1) that contain |G,N⟩, we find that all four possible transitions between
neighboring energy subspaces are allowed by dipole coupling. The complete energy
scheme is sketched in Fig. 2.9. Since the photon is emitted into a reservoir of
modes that is not captured in the Hamiltonian, the system “loses” energy through
spontaneous emission, which is indicated by the radiative decay arrows. Two of the
decay paths are degenerate, resulting in three distinct frequency bands at ωL and
ωL ± Ωeff. The transition probabilities are determined by the mixing angle ϑ as
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⟨φG, N | e⟩ ⟨g|φG, N − 1⟩ ∝ −cos(ϑ)sin(ϑ) (2.2-36a)

⟨φG, N | e⟩ ⟨g|φX , N − 1⟩ ∝ −sin2(ϑ) (2.2-36b)

⟨φX , N | e⟩ ⟨g|φG, N − 1⟩ ∝ cos2(ϑ) (2.2-36c)

⟨φX , N | e⟩ ⟨g|φX , N − 1⟩ ∝ cos(ϑ)sin(ϑ) . (2.2-36d)

Recalling that 0 ≤ ϑ < π/4, we find that the transition |φX , N⟩ → |φG, N − 1⟩
dominates, especially for Ω < δL. Notably, there are no dipole-allowed transitions
between dressed states of the same subspace or between any manifolds with
∆N > 1. Deriving the master equations for the dressed atom and projecting it on

Figure 2.9: Spontaneous emission from a dressed 2LS. The energy scheme from
Fig. 2.8 is extended by another manifold to indicate the possible dipole transitions
of spontaneous emission. In the unpertubed basis, only transitions |X,N⟩ → |G,N⟩
are dipole-allowed but since both dressed states of the upper (lower) manifold have
a |X,N⟩ (|G,N⟩) admixture, all four inter-manifold transitions of the dressed states
are possible. There are two degenerate transitions (i) at ωe = ωL and one at either
the high (ii) and low (iii) frequency side ωe = ωL ± Ωeff. Under the right conditions,
all three frequency bands of spontaneous emission form, which are known as Mollow-
Triplett [224] (for more details, see Sec. 2.2.4.1).

the dressed-state basis in the secular limit (that is τrad ≫ 1/Ωeff), one can show
that the steady-state populations of the upper and lower dressed-state types are
[222]

πstφG =
cos4(ϑ)

sin4(ϑ) + cos4(ϑ)
(2.2-37a)

πstφX =
sin4(ϑ)

sin4(ϑ) + cos4(ϑ)
. (2.2-37b)
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Again, considering the range of ϑ, most of the population is found in |φG⟩, which
is easy to understand from Eqs. 2.2-36 showing that transitioning from |φX⟩ to
|φG⟩ is more likely than vice versa. Since |φG⟩ is dominated by the ground state
contribution |G⟩ (see Eq. 2.2-33a), the probability of finding the 2LS in the excited
state remains low.

2.2.3.3 Interaction with a phonon bath

So far, we have described a 2LS coupled to a laser field and spontaneously emitting
into a reservoir of photonic modes. While an atomic system would additionally
feature rotational or vibrational degrees of freedom extending the level structure,
QDs are embedded in a solid-state environment that eliminates rotational degrees
of freedom but interacts through the crystal’s vibrational modes with the 2LS.
These interactions are diverse, and their nature depends on several parameters,
including crystal symmetry and material, as well as the energy range.

We introduce the electron-phonon coupling in our model using a free-phonon
and pure-dephasing Hamiltonian [225], sometimes referred to as the independent
boson model [226],

HQD−P =
∑
q

ℏωqb
†
qbq +

∑
qν

ℏnν
(
γqbq + γ∗qb

†
q

)
|ν⟩ ⟨ν| , (2.2-38)

where b†q (bq) creates (destroys) a phonon with frequency ωq and wave vector q,
nν counts the excitons in state |ν⟩ and γq denotes the electron-phonon coupling
constants. In the most general description, the coupling γq captures a range
of different phonon types, including longitudinal optical (LO), LA, transversal
acoustic (TA), and surface phonons. For QDs, we can safely ignore surface effects
and confine ourselves to bulk phonons [195], except in cases where surface acoustic
waves are actively enhanced [227].

The interest in the phononic coupling of a 2LS is two-fold. Either for studying
their impact on the coherence properties of the 2LS, or to investigate how phonon-
assisted excitation schemes can provide benefits for the generation of quantum
light. With this motivation in mind, optical phonons play only a minor role. On
the one hand, it was shown that at low temperatures (T < 4K) optical phonon
interactions are negligible for dephasing effects and the acoustic phonon branch
(being lower in energy) dominates [228, 229]. On the other hand, while early studies
demonstrated LO phonon-assisted excitation approach for QDs [230–232] the sharp
resonance of LO phonons [230] and a small interaction strength (governed by the
Fröhlich-coupling) compared to the acoustic branch [195, 225, 233] shifted the
interest to excitation schemes using acoustic phonons [234, 235].

Interactions between a 2LS and acoustic phonons can be mediated by either a
deformation or a piezoelectric potential. The latter requires a non-centro symmetric
crystal structure, dissimilar wavefunctions for the electron and hole, and, for typical
QD sizes, is generally much weaker. The deformation potential describes how
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Figure 2.10: Spectral density of the electron-phonon coupling J(ω). Assuming
spherically symmetric wave functions for the electron and hole, the exciton-phonon
interaction is shown for three sets of radii as indicated by the legend. The spectral
density is area normalized and follows from Eq. 2.2-39 using the following parameters:
speed of sound cs = 4200m/s, density ρ = 5680 kg/m3, electron potential De = 3 eV,
hole potential Dh = −6 eV.

the exciton energy is shifted due to the lattice deformations associated with
acoustic phonons, and dominates phonon-induced dephasing in QDs [195, 206, 207].
Primarily LA phonon modes contribute to the deformation potential.

Combining all these considerations, in this work, we will discuss only coupling
constants γq that capture interactions with LA phonons. The interested reader is
referred to Ref. [195] for a complete analysis of the various phononic couplings.

Approximating the phonons using bulk modes (justified when the lattice and
dielectric properties of the QD and its host matrix are similar), the coupling can
be factorized as a coupling matrix element depending on the material parameters
and the electron and hole deformation potentials De/h, and a form factor given
by wave functions of the electron and hole. It was shown that the exact shape of
the wave function only slightly influences the phonon interaction spectrum [207],
and in later experiments good agreement was obtained using spherically symmetric
electron and hole wave functions [235]. Hence, for simplicity, we use ground-state
solution wave functions of a spherically harmonic potential with a single parameter
ae/h representing its radius.

Using the linear dispersion relation of LA phonons ωq = cs|q|, where cs is the
speed of sound, we finally express the exciton-phonon coupling as the spectral
density

J(ω) =
∑
q

γqδ(ω − ωq) =
ω3

4π2ρℏc5s

(
Dee

−ω2a2e/(4c
2
s) −Dhe

−ω2a2h/(4c
2
s)
)

(2.2-39)
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with the mass density ρ. Exemplary spectral densities using typical QD parameters
are shown in Fig. 2.10.

Returning to the steady-state populations of the laser-dressed states—but now
including the LA phonon interaction—the results change significantly. The coupling
between the dressed states of the same manifold is activated by J(ω), and it was
shown to approximate a thermalization process well [236]. In other words, the
exciton-phonon coupling J(ω) allows efficient population transfer from the high-
energy dressed state |φG⟩ to the low-energy dressed state |φX⟩. The final exciton
occupation reads as [234]

p∞X =
1

2

[
1 +

δL
Ωeff

tanh

(
ℏΩeff

2kBT

)]
(2.2-40)

and easily reaches p∞X > 0.8. This observation already anticipates a scheme to
transfer the QD from its ground to its excited state using the phonon coupling, as
will be detailed in the following section.

From Eqs. 2.2-23, 2.2-29 and 2.2-38, we summarize the full Hamiltonian of the
system that will be considered for the remainder of this work

H = H0 +HQD−L +HQD−P . (2.2-41)

2.2.4 Optical excitation
Since the advent of SPSs based on semiconductor QDs, a wide variety of optical

excitation techniques have been proposed and demonstrated; for a general overview,
see [71, 92–94, 237]. Although all have unique features, they can be broadly
classified as coherent or incoherent driving schemes, and the choice between them
may have significant implications for applications, as outlined in Sec. 2.1.4.3 and
Sec. 2.2.2.3. Notably, not all coherent schemes require a laser pulse that resonantly
addresses the target transition17, and even incoherent schemes may produce highly
indistinguishable photons [57, 216–218].

In the beginning of this section, two widely used schemes, resonance fluorescence
(RF) in Sec. 2.2.4.1 and LA phonon-assisted driving in Sec. 2.2.4.2, are introduced
in more detail, and later a brief comparison with other schemes and their benefits
is given (Sec. 2.2.4.4). Sec. 2.2.4.3 discusses the phenomenon of re-excitation that
is strongly related to the employed excitation method. It fundamentally limits the
single-photon purity of QD sources and plays a central role in Ch.5.

2.2.4.1 Resonance fluorescence

In the simplest approach to generate quantum light from a 2LS—at least conceptually—
the system is excited by a resonant laser field (ωL = ω0), and its resonance fluores-
cence signal is collected. This scheme is widely used in applications and provides a
high system efficiency and indistinguishability [55, 58, 241, 242].

17For example, see dichroic excitation [238] or the Swing-UP of the quantum EmitteR population
(SUPER) scheme [80, 239, 240]. For more details about excitations schemes, see Sec. 2.2.4.4.
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Under continuous wave (CW) excitation, two regimes emerge that have been
described in the seminal paper by Mollow for a 2LS [224]. For a weak-driving field
Ω≪ γrad (sometimes referred to as Heitler regime), the laser field is predominantly
scattered coherently and the resulting linewidth is inherited from the cw laser
such that it can be well below the FT limit [243]. While this scattered light
exhibits antibunching (g(2)(0) < 0.5), filtering it down to a subnatural linewidth
impairs its single-photon nature [79, 244, 245]. Under strong driving Ω ≫ γrad,
the incoherent part of the spectrum becomes significant, two side bands appear
symmetrically around the central peak at ωL ± Ωeff and complete the well-known
Mollow-triplett, which can be explained by the dressed-state picture introduced
above (Sec. 2.2.3.2). Notably, the emission into the side peaks is time-correlated,
indicating a two-photon scattering process from atoms [246] and QDs [247] that
may even yield entanglement [248].

Since most applications of quantum light sources require clocked operation,
pulsed excitation schemes achieving population inversion within a short laser pulse
are generally preferred. In the absence of decoherence mechanisms, the system
undergoes coherent oscillations (Rabi rotations) between |G⟩ and |X⟩ as a function
of the interaction laser pulse area θ. For a 2LS initially in the ground state, the
probability of finding it in the excited state after the laser pulse has fully interacted
is

pX(θ) = sin2(θ/2) where θ =

∫ ∞

−∞
dtΩ(t) . (2.2-42)

More generally, the state reads as

|Ψf ⟩ =
√
1− pX(θ) |G⟩+ e−iϕ

√
pX(θ) |X⟩ . (2.2-43)

Because the state is entirely described by θ (up to a phase ϕ set by the laser), this
model is called the pulse area theorem and approximates the state well if the pulse
length ∆tL is much shorter than the radiative decay time τrad of the 2LS. It is
common to refer to pulses with θ = π, 2π, .. as π-, 2π-pulse and so on. Within the
limits of the pulse area theorem, the first achieves perfect inversion, while the latter
rotates the system back to its ground state.

Early demonstrations of Rabi rotations using QDs [53, 249] were strongly af-
fected by decoherence that dampens the oscillations. Although various mechanisms
contribute, excitation-induced decoherence due to acoustic phonon interactions was
identified as the dominant source of noise at larger pulse areas [228, 229, 250, 251].
Later, a theoretical study predicted the reappearance of coherent oscillations if
the pulse area is further increased [252], and the effect was recently observed [253].
Since the coupling strength to the phononic environment depends on the instanta-
neous effective Rabi frequency, Γphonon ∝ J [Ωeff(t)], exceeding the dressed-state
splitting, which causes maximal phonon coupling for a significant duration of the
pulse interaction lowers the induced decoherence (see Fig. 2.10 and Fig. 2.11).

For many applications, resonant π-pulse driving of the exciton level is the
default scheme to generate high-quality single photons. Using cavity designs
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with a polarization mode splitting that is significantly larger than the emission
linewidth, π-pulse excitation enabled record system efficiencies >50% [56] and
recently up to 71% [55] thanks to a state preparation fidelity close to unity. In
addition, this driving scheme limits the introduced decoherence resulting in very
high indistinguishabilities [56, 254] and phase-coherent generation of photon-number
states [214].

On the other hand, most samples must be operated in a confocal microscopy
arrangement (laser and quantum light share the same spatial mode), such that
rejecting the reflected laser requires a cross-polarization setup that must achieve
suppression factors of 106 − 108. Generally, this suppression method also causes
a single-photon loss of up to 50%18 and prohibits the generation of polarization-
entangled cluster states using the solid-state spin [57, 90, 256]. Furthermore,
this approach is incompatible with rough sample surfaces that can depolarize the
scattered laser light [257]. Using an alternative sample geometry with a waveguide,
the confocal layout can be avoided, which largely mitigates the need for a cross-
polarization setup [60, 258, 259]. However, waveguide-based designs also achieve
lower Purcell factors (see Sec. 2.2.5.2).

Finally, resonant population transfer is highly sensitive to fluctuations in laser
wavelength and power [92], making the scheme less favorable for long or unsupervised
operating periods.

2.2.4.2 LA phonon-assisted excitation

In the end of Sec. 2.2.3.3, an alternative, incoherent excitation scheme was briefly
introduced. In contrast to RF, which aims to limit phonon interactions, this method
actively incorporates phonons to enable dipole-forbidden intra-transitions within
one manifold of the laser-dressed states.

Such an off-resonant scheme addresses two of the main drawbacks present in
RF. First, the separation of scattered laser light from single photons can be easily
accomplished in the frequency domain through the use of readily available, high-
efficiency narrow bandpass or notch filters. Second, the width of the spectral density
of the exciton-phonon coupling J(ω) (see Eq. 2.2-39 and Fig. 2.10) circumvents any
strict resonance conditions and makes the process robust against laser fluctuations
[260].

So far, we discussed only LA phonon-assisted excitation for CW driving19, but
again, most applications require clocked operation. Hence, we must understand if
and how this pumping scheme works in the pulsed regime. Eq. 2.2-40 formulates
that a high steady-state population of the excited state is expected, but this
might require > 100 ps of laser interaction. In this case, and considering decay

18An asymmetric QD–cavity interaction allows to excite the system through the weakly coupled
polarization mode while preferentially emitting into the orthogonal polarization mode of the cavity
such that the single-photon loss can be reduced drastically [86, 255]. All works cited above that
achieved record efficiencies use this special cavity configuration.

19Driving in the CW was regime was demonstrated for example in [261].
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times < 1 ns, the simplified steady-state picture without radiative decay breaks
down. Nonetheless, first studies focused on dynamical excitation found that exciton
preparation fidelities can exceed 95% for pulses as short as 20 ps [234]; Experimental
confirmation followed shortly after [178, 235]. Both theoretical and experimental
works have already noted the intricate interplay between pulse length ∆tL, laser–QD
detuning δL, and pulse area θ, and their effect on the exciton population.

Given the instrumental role of the pulsed LA driving scheme for this thesis,
a more detailed description of the excitation process is presented here. Fig. 2.8
depicts the energy levels involved in three different bases, which might facilitate
the understanding in different pictures and how they can be linked. These include
the bare QD states, the states in the rotating frame where the ground state is
higher in energy due to δL > 0, and the laser-dressed states with the level splitting
ℏΩeff. Naturally, the latter two are only defined for the presence of a laser field,
and the rotating frame approximates an eigenbasis only in the limit of a vanishing
interaction strength. To capture the dynamics of the process, we will use the dressed
states picture exclusively from this point forward. Importantly, the effective Rabi
frequency is now time-dependent, and consequently, the level splitting and phonon
scattering rate also change dynamically, as shown in Fig. 2.11 for a laser pulse
peaking at t0. The color coding of the dressed-state levels estimates their relative
population20, which can be inferred from the phonon scattering rate obtained using
Fermi’s Golden rule [262]

Γphonon(t) =
π

4

Ω(t)

Ωeff(t)
J [Ωeff(t)] . (2.2-44)

To elucidate how the phonon coupling and level populations are influenced by
the driving strength, the evolution is displayed for three pulse areas θ. For low
field amplitudes, the dressed state splitting is relatively low throughout the pulse,
failing to activate sufficiently strong phonon interactions, and thus the population
inversion remains incomplete. Increasing the pulse area while maintaining the same
pulse length requires a stronger driving field, which in turn increases the phonon
coupling and, consequently, also the lower dressed state population. However, once
the dressed-state level splitting exceeds the maximum of the spectral density J(ω)
(see Fig. 2.10), the QD is increasingly decoupled from the phonoic environment;
the phonon scattering rate is reduced and exhibits a local minimum at the peak
of the laser pulse (see Fig. 2.10f). In a first approximation, the occupation of the
excitonic dressed state |φX⟩ follows from the integrated phonon scattering rate.
So even if a pulse induces a level splitting that overshoots the optimal phonon
coupling, there are still considerable exciton-phonon interactions during its rise
and fall time, and only excessive “overdriving” reduces the preparation fidelity
significantly. To optimize the exciton population for increasing pulse lengths, the
pulse area must also be increased to maintain a similar Rabi frequency.

20For now, spontaneous decay is neglected, which is well-justified for ∆tL ≪ τrad.
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Figure 2.11: Dynamic LA phonon coupling. For a laser pulse with an intensity
FWHM ∆tL = 10ps and detuning ℏδωL = 0.7meV, the dressed state energies are
shown in the top panels (a-c) for increasing pulse area. The color coding indicates the
approximate level occupation based on integration over the instantaneous phonon
scattering rate Γphonon(t) shown in the lower panels (d-f). This approximation
neglects spontaneous emission and Γphonon is computed using Fermi’s Golden Rule
(see Eq. 2.2-44). The laser pulse is indicated in gray as a reference for the timing
and pulse area. J(ω) is calculated using Eq. 2.2-39 for the following parameters
(red curve in Fig. 2.10): speed of sound cs = 4200m/s, density ρ = 5680 kg/m3,
electron radius ae = 4.5 nm, hole radius ae = 4.1 nm, electron potential De = 3 eV,
hole potential Dh = −6 eV.

In this comparison, the detuning δωL is fixed; however, in general, it provides
an additional tuning knob alongside laser power and pulse length. The joint
optimization of all three pumping parameters varies between each QD21 and is
not always straightforward, especially if more than one figure of merit must be
maximized, most often system efficiency ηsys and single-photon purity P [1]. These
optimization challenges will be explored in depth in Chapter 4, and we show that
the spectral width of J(ω) renders this excitation scheme remarkably insensitive
to small deviations from the optimal parameter set. Hence, the photon number
distribution varies little even over a notable parameter range [1, 260], making
LA driving ideally suited for robust implementations of cryptographic protocols.
Finally, Gaussian pulses were shown to approximate the ideal laser pulse shape well
[263] since they naturally fulfill the adiabaticity condition22 required to transfer the
population of the excitonic dressed state efficiently to the bare exciton [95, 263].

21Most prominently, the phononic coupling J(ω), radiative decay time τrad, and constraints on
the spectral filtering will affect the ideal operation point.

22Adiabaticity is generally given if the envelope of the Ωeff changes slowly compared to Ω(t)
which might be expressed as dΩeff(t)/dt ≪ Ω(t). In experiments, laser pulses ∆tL ≳ 20 ps
performed best [264].
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A study found that the system efficiency of the LA scheme reaches 85% of the
RF counterpart while providing a higher single-photon purity. The mean wavepacket
overlap in this direct comparison was 91% for both schemes [264]. These results
indicate that the dephasing additionally induced by phonon-assisted excitation
is small compared to residual noise processes also present for RF; this inference
is further supported by Ref. [217], but an experimental comparison using QDs
with even lower dephasing noise is still outstanding. Recently, indistinguishabilities
exceeding 90% were also reported for QDs emitting in the telecom C-band using
LA phonon-assisted driving [218, 265].

However, although the TPI visibility can be almost as good as for RF, the
phase between ground and excited state is different for every pulse due to the
interaction with the phonon bath. Hence, the electronic coherence of the state is
diminished, resulting in the absence PNC of the photonic state [219]. In crypto-
graphic applications, this phonon-induced phase randomization provides an intrinsic
defense against discrimination attacks (see Sec. 2.1.4.3) that would otherwise re-
quire active phase scrambling. Finally, compared to other off- or quasi-resonant
schemes such as excitation via the wetting layer or higher excited states (p-shell),
LA phonon-assisted driving features higher preparation fidelities and significantly
shorter relaxation times into the radiative level [217], which reduces emission timing
jitter and photon distinguishability.

2.2.4.3 The re-excitation phenomenon

All pulsed schemes use short laser pulses to excite the QDs. Here, short is defined
in relation to the spontaneous decay time, ∆tL ≪ τrad. Then, one assumes the
probability of emitting a photon during the laser pulse to be negligible, just as in
the pulse area theorem for RF stated in Eq. 2.2-42. However, when striving for
a high-performance SPS, even minor deviations from the ideal behavior must be
considered.

If a photon is spontaneously emitted while the laser pulse still interacts with
the QD, there is a chance to excite the system a second time with the same laser
pulse, so that a second photon is generated when the QD decays again shortly after.
Hence, this process—referred to as re-excitation [266] and schematically depicted in
Fig. 2.12—gives rise to multiphoton noise, even for an ideal 2LS23. The effect was
first studied in detail for RF [96] using a photon-counting technique on quantum
trajectories, and an extended analysis was presented shortly after in [267]; the key
concept is briefly recapitulated here.

Spontaneous emission can be treated as a stochastic process that occurs at any
time with rate γrad pX , where pX is the occupation probability of the excited state.
To understand how pX evolves in time, it becomes necessary to evaluate the pulse
area that interacts with the QD up to a time t (assuming a laser pulse starting at

23As defined earlier, whenever two or more photons are generated from a laser pulse, it is
considered a multiphoton event, although the photons are not emitted in the same mode.
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Figure 2.12: Schematic time series of a re-excitation event. Modeling the QD
as a two-level system, the re-excitation process from a single laser pulse is described
using a representative quantum trajectory, broken down into four distinct events.
(a) Early during the interaction with the laser pulse, the QD is excited and (b)
decays shortly after, emitting a first single photon (red arrow). (c) Towards the end
of the interaction with the laser pulse, the QD is excited a second time. (d) The
laser pulse and the first photon have passed when the QD spontaneously decays
again, emitting another photon (blue arrow). Thus, the two photons are emitted
consecutively in a strict time-ordered manner. The figure has been adopted from
the publication presented in Chapter 5 under CC-BY-4.0 license [2].

t = 0 and ending at t = T )

A(t) =

∫ t

0
dt′ Ω(t′) (2.2-45)

instead of only considering the total pulse area A(T ) = θ. In cases where the first
photon is emitted at t1 during the pulse (0 < t1 < T ), the probability follows as

f1(t1) ≈ γrad pX (A(t1)) e
−γradt1/2 = γrad sin

2

(
A(t1)

2

)
e−γradt1/2 , (2.2-46)

where the factor e−γradt1/2 accounts for the probability that no photon was emitted
before t1. If the photon was emitted after the pulse (t1 > T )

f1(t1) ≈ γrad sin2
(
A(∞)

2

)
e−γrad(t1−T/2) , (2.2-47)

and there will be no re-excitation. However, for the first case, the emission projects
the system in the ground state and one can think of it as “restarting” the pulse
area theorem at t1, where the probability of finding the QD in the excited state at
time t2 depends on the pulse area that is “left” after t1, that is, pX (A(t2)−A(t1)).

Extending this formalism to fn(t1, ..., tn) (see [267]), any inclusive n photon
probability Fn can be computed by integrating over all time arguments

Fn =

∫ ∞

0
dt1 ...

∫ ∞

tn−1

dtn fn(t1, ..., tn) . (2.2-48)

The inclusive probabilities Fn consider all events with at least n photons, whereas
pn reflects only events with exactly n photons. Using

pn = Fn − Fn+1 (2.2-49)
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Figure 2.13: Multiphoton probability of an ideal 2LS under RF. For a perfect
2LS, the multiphoton contribution is solely caused by re-excitation, which can be
approximated well using the photon-counting technique described in the text for
laser pulses shorter than the decay time, T γrad < 1. Here, T is assumed to include
the full pulse area A(T ) ≈ A(∞), whereas A(∆tL) ≈ 3/4A(∞) for a Gaussian pulse.
(a) Tuning the ratio T γrad shows a linearly increasing g(2)(0) for T γrad < 0.1, while
for longer pulses the g(2)(0) slowly deviates from the trend. g(2)(0) is calculated
using Eq. 2.2-17 assuming pi>2 = 0. (b) The photon number populations calculated
for T γrad = 0.1 according to Eq. 2.2-49 oscillate as a function of the pulse area with
a period of 2π. Interestingly, p2 reaches its maximum not for A(∞) = 2π but slightly
before. (c) The drastic change in g(2)(0) from strongly antibunched at A(∞) ≈ π to
strongly bunched at A(∞) ≈ 2π illustrates how the photon statistics of the quantum
light can be controlled by the pulse area of the driving laser.

all photon number probabilities and hence, ηsys (Eq. 2.2-6) and g
(2)(0) (Eq. 2.2-17)

can be calculated for arbitrary pulse areas and ratios of pulse length to decay time.
For a π-pulse, Fig. 2.13a shows the g(2)(0) for the short to medium pulse length

regime T γrad < 1, for which the approach agrees well with the quantum regression
or similarly complete models [267]. However, it fails to capture the saturation
behavior g(2)(0) ≈ 1 for very long pulses that signify Poissonian statistics. In the
short pulse limit, the behavior can be further simplified [267]

g
(2)
2LS(0) ∝ T γrad . (2.2-50)

These results motivated investigations of 3LS, where two cascaded spontaneous
emission processes significantly delay the return to the ground state and, conse-
quently, reduce the multiphoton noise considerably. Indeed, for a cascaded 3LS
[97],

g
(2)
3LS(0) ∝ T γ

X
rad T γ

XX
rad (2.2-51)
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and the lowest g(2)(0) values to date are measured using this level structure [97,
187]24.

Although it seems clear from these approximations that the shortest possible
pulse produces the fewest multiphoton events from a 2LS, the situation is more
complicated for a real QD. For one, decreasing the pulse length necessarily increases
its spectral width, and the laser might induce other transitions [268, 269] (i.e., a
2LS model is no longer valid), which can contribute to the multiphoton background.
For another, these spectrally broad pulses are significantly more difficult to suppress
in a cross-polarization setup [257].

Returning to pulse lengths for which the 2LS approximation holds well, the
quantum trajectory framework also captures the photon bunching observed for
A(∞) = 2π, 4π, ... [96, 220] as shown in Fig. 2.13b. For most quantum trajectories,
the laser drive rotates the QD back to the ground state, but whenever a first photon
was emitted during the pulse, there is still some pulse area available to induce a
second photon.

So far, all theoretical and experimental investigations of re-excitation have
been concerned with resonant π-pulse driving. While the fundamental mechanism
of creating a second exciton from one pulse is expected to persist also for other
pumping schemes, there are essential differences that might change the nature
of the two-photon response. The first study of re-excitation for an off-resonant
scheme—specifically, for LA phonon-assisted driving—is presented in Chapter 5.

2.2.4.4 Spoiled for choice: finding the ideal excitation scheme

The impressive variety of demonstrated excitation schemes can make choosing the
ideal approach for any given situation a daunting task. Throughout this section,
methods other than RF and LA excitation have already been mentioned in passing;
however, a more structured overview is still missing and is provided here for the
reader’s convenience. All possible combinations of requirements, applications, and
experimental realities make it nearly impossible to compile a comprehensive guide;
instead, the more common schemes are briefly summarized, along with a selection
of key elements to be taken into account.

In addition to the previously defined figures of merit of ηsys, P, TPI visibility
and the presence of PNC (see Sec. 2.2.2.3), experimental complexity, potential
entanglement generation, and noise robustness of each scheme affect the evaluation.
Depending on the application, these metrics might be weighted differently. For
instance, a QKD experiment might benefit from higher single-photon rates even
if they come at the price of increased multiphoton noise, whereas a mistrustful
primitive such as quantum bit commitment prioritizes a high single-photon purity.
To further complicate the optimization, the security analysis depends on channel

24Recently, [192] reached similar low values using RF by applying narrow spectral filtering on
the order of the emission linewidth γrad.
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loss and might yield different outcomes even for the same primitive when evaluated
for increasing communication distances [1]. While these protocols are agnostic
to photon distinguishability (as long as their spectral signature is not correlated
with the encoding degree of freedom), interference-based applications, including
boson sampling [241], or cluster state generation based on fusion gates [58], must
factor the TPI visibility constraints in. Yet others, including twin-field QKD [102,
142] or photon-number state engineering [214] require all of the above but also PNC.

Above-band pumping is typically only used for characterization purposes
because of its simple implementation but poor quality of generated quantum light.
Both CW and pulsed implementations are possible. The delocalized exciton state
is created in the wetting layer and may eventually relax to the lowest energy state
of the quantum dot. The laser is far blue detuned and easily filtered, but the
probabilistic nature of the relaxation reduces the state preparation fidelity and
causes a large temporal uncertainty when the excited state is occupied, strongly
limiting photon indistinguishability.

Similarly, excitation through higher-order states (mostly p-shell) introduces
significant jitter and impairs the indistinguishability to various degrees [217, 270].
Otherwise, it generally outperforms above-band pumping in ηsys and P while still
enabling spectral laser suppression. On the other hand, the p-shell state is reso-
nantly driven, which makes the scheme more sensitive to laser fluctuations.

Adiabatic rapid passage (ARP) [94, 271, 272] is another scheme (in ad-
dition to the incoherent phonon-assisted approach) that offers robustness while
preserving high performance; it has been derived from stimulated Raman adiabatic
passage (STIRAP) techniques [273]. By chirping the laser pulse, the frequency is
effectively swept over the QD resonance to exploit the avoided crossing of dressed
states while maintaining an intensity high enough to ensure that the system follows
the instantaneous eigenstate of the Hamiltonian. Usually, negatively chirped pulses
are used so that the system follows |φX⟩ (sometimes referred to as lower dressed
state), which preserves a high population better than |φG⟩ since phonon absorption
is much less likely than emission at low temperatures. The low excitation-induced
decoherence expected for ARP [272] was confirmed by achieving a record high
indistinguishability of 99.5% [216]. Due to the broad frequency sweep, the scheme
is not overly sensitive to the exact resonance of a QD and a route to collectively
exciting multiple QDs was proposed [274]. However, the spectral broadness also
makes suppressing the laser more challenging.

The recently introduced SUPER scheme [239], employs two differently red-
detuned laser pulses to create a beating and promises to combine coherent state
preparation with high fidelity and the advantages of spectral filtering. To date,
however, experiments show varied results, where the single-photon count rate was
sometimes close to the rate obtained using resonant two-photon excitation (TPE)
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[240, 275] but in other implementations, the count rate, single-photon purity, and
TPI visibility (significantly) remained lower than for RF [276] or for LA excitation
[80]. A study suggests that the phonon coupling could significantly affect the perfor-
mance [277], offering a possible explanation. From an experimental perspective, the
scheme adds considerable complexity by requiring two phase-locked lasers where
their relative delay, their intensities, and detuning with respect to the QD must
be finely adjusted, which also makes it susceptible to variations in any of those
parameters.

Another set of methods revolves around preparation of the QD in the biexciton
state using TPE, first demonstrated using laser pulses resonant to half the biexciton
energy [278, 279]. An important prerequisite for this technique is the presence of
a neutral exciton; this often implies that the QD must be embedded in a diode
with tunneling barrier to allow charge tuning [81, 82, 184]. The biexciton decays
through a radiative cascade back to the ground state by emitting two nondegenerate
photons which may be entangled in polarization [54, 173] (also see Sec. 2.2.1 2.2.1).
The scheme exhibits the same pump parameter sensitivity as RF, but due to the
nonzero binding energy, the laser wavelength falls between the two single-photon
wavelengths and can be filtered spectrally. While using this scheme, ηsys may be
as high as for RF, and P even exceeds the values achievable using RF due to
the reduced re-excitation probability (see Sec. 2.2.4.3), the (unfiltered) photon
indistinguishability is fundamentally limited by the ratio of the radiative lifetimes of
X0 and XX [280]. Without a specially tailored cavity featuring frequency-selective
Purcell enhancement, the TPI visibility is typically < 70% [280, 281]. Nonetheless,
this scheme recently enabled the first teleportation experiment between two remote
quantum dots, where frequency matching was achieved with quantum frequency
conversion [76] or magnetic and strain tuning [176].

A variation of TPE called stimulated two-photon excitation (sTPE) [215,
282] addresses the drawback of limited TPI visibility by adding a second laser
pulse to stimulate the |XX⟩ → |X0⟩ transition. At first glance, this might seem
to only overcomplicate the generation of a single photon from the |X0⟩ → |G⟩
transition unnecessarily; however, the approach restores high indistinguishabilities
by eliminating any temporal correlations with the XX photon and, at the same
time, enhances the emission properties compared to RF in several ways. First, due
to optical selection rules, the single photon and stimulating pulse are co-polarized,
thus allowing one to channel the stream of single photons in a preselected, linearly
polarized mode and circumvent the 50% loss associated with randomly polarized
output. Second, laser suppression can be performed in the frequency domain,
simplifying the experimental setup, and third, sTPE inherits a reduced re-excitation
probability common to cascaded emission processes [97]. These benefits come at the
cost of increased complexity, as two laser pulses with carefully adjusted temporal
delays are necessary, and an uncharged ground state must be available. Finally,
quantum light produced via sTPE was shown to feature PNC if both pulses are
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phase-locked [215].
Lastly, most of the above schemes that prepare the QD in |X0⟩ can also be

modified to prepare |XX⟩ instead. The purpose is to benefit simultaneously from
the features of the respective excitation method and the (entangled) two-photon
output state provided by the XX–X cascade. Specifically, there are demonstrations
of ARP TPE [94, 283], SUPER TPE [180, 240] and LA phonon-assisted TPE [178,
179].

This overview of benefits and drawbacks of the various excitation schemes
did not expand on the specifics that arise when the QD is coupled to a photonic
cavity. In particular, narrow-band cavities can significantly impact the efficiency
with which the laser couples to the QD, while more elaborate cavity designs might
mitigate some of the challenges associated with a particular scheme. For example,
purposely induced polarization mode splitting as briefly discussed in Sec. 2.2.4.1
can funnel single-photon emission almost exclusively into one polarization mode,
thereby increasing efficiency.

The following section details the most common approaches to enhance the
performance of a SPS using photonic structures, and indicates aspects that might
influence the choice of pumping scheme were appropriate.

2.2.5 Photonic extraction structures
Close to unit system efficiencies require not only high single-photon generation

efficiency but also that the collection of those photons is optimized (see Eq. 2.2
-4). However, semiconductor QDs are made from high-index materials and for a
bare sample only ≈ 1% of the emission escapes through the top surface and can be
collected with a high NA objective. To improve the situation, photonic structures
that enhance outcoupling and ideally funnel all photons into a single Gaussian
mode in the far field are integrated around the QD. Single-photons propagating
in a well-defined Gaussian mode can then be easily collected by a lens or directly
coupled to SMF. This challenge has been addressed by a number of approaches
that may be divided into three general strategies:

I The emission characteristic of the QD is unchanged, but the semiconductor
to vacuum interface is modified to reduce total internal reflection and the
divergence angle. Common examples are solid-immersion lenses or microlenses
[284–286].

II Modifying the QD environment to inhibit spontaneous emission into any
unwanted modes. This can be achieved using strong mode confinement
provided by waveguides [258, 287–291].

III Instead of suppressing the decay into unwanted modes, the emission into the
target mode is accelerated by Purcell enhancement [87] created by photonic
resonators or cavities [51, 57, 58, 80, 173, 259, 292–299].
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The first strategy is the simplest to implement but also the least efficient. Since the
emission behavior of the QD is not altered, at best, all photons that are radiated
towards the upper half-space can be collected. The limitation may be addressed
by combining the lens with a simple planar cavity, which has almost no Purcell
enhancement but helps to direct all photons towards the sample’s surface [300].

The other two strategies directly change the emission rates into various modes.
For the purpose of this overview, it is sufficient to consider only two rates, namely
emission into the target mode and into all other modes. The β-factor measures the
fraction of photons that can be found in the target mode

β =
γtarget

γtarget + γother
, (2.2-52)

and illustrates the two pathways to increase β: either γother is suppressed (strategy
II) or γtarget is enhanced (strategy III).

2.2.5.1 Photonic waveguides

The second strategy is often implemented using waveguides that create strong
single-mode confinement, thereby reducing the density of states (DOS) of all modes
that are otherwise available in a bulk crystal. Following Fermi’s Golden Rule, a
lower DOS causes a lower transition rate for these modes.

When the QD sits within a waveguide that is directed out of the sample plane,
the structures are also called nanowires [287–290] and often feature a vertical taper
that transforms the waveguide mode to a single-mode Gaussian in the far field,
thus allowing high outcoupling efficiencies. Both top-down [288] and bottom-up
[289, 301] approaches have been demonstrated, and a bottom reflector helps to
redirect photons toward the top, further enhancing the collection [288, 301]. The
broadband operation of the waveguide easily accommodates the spread of emission
wavelengths common to QD growth, and no post-fabrication tuning is necessary. In
bottom-up growth, the spatial alignment of the QD in the center of the waveguide
is also intrinsically ensured [301].

Alternatively, the waveguide may be oriented in-plane, which is often realized as
photonic crystal waveguide (PhC WG) [291, 298, 299]. In this context, the array of
periodically alternating refractive indices consists of the high-index semiconductor
and a grid of etched air cylinders with a spacing and diameter that are carefully
tuned to the target wavelength. Bragg scattering between these interfaces controls
light propagation, which can be described with optical Bloch modes. For pronounced
Bragg interference, and by embedding the PhC WG in a membrane to reduce the
system’s dimensionality, a photonic band-gap develops that strongly suppresses
the local DOS. Waveguides can be created by omitting a row of nanoholes in
the air-cylinder etching pattern and using this design, β-factors close to unity are
viable [259]. Typically, grating couplers are used to efficiently extract photons
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from the structure[60, 259, 302], and the waveguides can be designed as single-
sided structures to ensure emission in the direction of the coupler. Notably, most
PhC WGs also locally engineer the DOS to achieve some Purcell enhancement as
detailed in the next section. For more details on PhC WGs, see Ref. [303] and for
an extensive review of these nanostructures for quantum light applications, see
Ref. [258].

2.2.5.2 Photonic cavities

The third strategy aims to maximize β by increasing the decay rate of the target
mode γtarget based on the Purcell effect [87]. The rate enhancement is quantified
by the Purcell factor

FP =
γtarget
γrad

, (2.2-53)

where γrad is the radiative decay rate in bulk. For most cavity designs, where no
special measures are taken to reduce γother, one can use γother ≈ γrad to approximate

β ≈ FP
1 + FP

, (2.2-54)

which indicates that β → 1 for FP ≫ 1.
Before turning toward the calculation of the Purcell enhancement, we briefly

recall the interaction between a 2LS and a single-mode optical resonator. It can be
characterized using three rates:

i The 2LS decay rate in bulk γrad.

ii The rate at which photons leave the cavity, often called the cavity loss rate κ.

iii The coupling between the single-mode field of the resonator and the 2LS gcav.

In analogy to the coupling between a 2LS and a monochromatic laser field (see
Sec. 2.2.3), the interaction strength gcav can be inferred using the dipole interaction
with the vacuum field of the cavity

gcav =
|dXG ·Evac|

ℏ
=

√
d2XG ω0

2ε0 ℏV
, (2.2-55)

where ω0 is again the frequency of the 2LS and V is the mode volume of the cavity.
For a cavity within a semiconductor, the calculation of V is beyond the scope of this
introduction, but details for a self-consistent evaluation of the Purcell enhancement
can be found in Ref. [304]. When the excitation is lost fast compared to the strength
of the light-matter coupling enhanced by the cavity gcav ≪ (κ, γrad), the system is
in the weak-coupling regime where dissipative processes dominate. The photon may
be lost by leaving the cavity or by emission from the 2LS into a mode that is not
resonant with the cavity. On the other hand, when the exchange interaction is strong
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compared to the loss channels (strong-coupling regime), the eigenstates hybridize
in a superposition of photonic and electronic excitation, forming a quasi-particle
called polariton. This regime has been achieved in various QD–cavity systems [294,
297, 305–307] and causes vacuum Rabi splitting, single-photon nonlinearities, or
cavity-mediated entanglement, but is less suited for the efficient outcoupling of
single photons. Hence, the following focuses on the weak-coupling regime, where
the influence of the cavity vacuum field on the 2LS can be treated as a perturbation.
Then, Fermi’s Golden Rule allows one to calculate the emission rate in the target
mode. What follows partially retraces the derivation found in Ref. [112].

Assume a cavity with only a single mode at ωc that is close to the 2LS transition
frequency ω0, and with a spectral DOS h(ω) with FWHM ∆ωc. Using a Lorentzian
cavity mode

h(ω) =
2

π∆ωc

∆ωc
2

4(ω − ωc)2 +∆ωc
2 (2.2-56)

that obeys single-mode normalization
∫∞
0 dω h(ω) = 1, we can evaluate the DOS

at the emitter frequency ω = ω0. For a resonant cavity ωc = ω0, this expression
reduces to

h(ω0) =
2

π∆ωc
=

2Q

πω0
, (2.2-57)

where the cavity quality factor

Q =
ωc
∆ωc

(2.2-58)

was introduced. In addition to the DOS, the transition matrix element must be
calculated to evaluate Fermi’s Golden Rule

Γ =
2π

ℏ2
|MXG|2h(ω) . (2.2-59)

For dipole interaction, and assuming parallel orientation of dipole and cavity field,
the matrix element is

|MXG|2 = ⟨dXG ·Evac⟩2 = d2XGE
2
vac = ℏ2g2cav (2.2-60)

such that the emission rate into the target mode follows from Eqs. 2.2-56, 2.2-59,
and 2.2-60 as

γtarget = 2πg2cav
2

π∆ωc

∆ωc
2

4(ω − ωc)2 +∆ωc
2 . (2.2-61)

On resonance, the rate simplifies to

γtarget = 4g2cav
Q

ω0
=

2d2XG
ε0ℏ

Q

V
. (2.2-62)

Similarly, the transition matrix element for a decay into a free-space mode is
calculated using a large volume V0 and accounting for a random orientation of
dipole and field,

|Mbulk
XG |2 =

1

3

d2XGω0

2ε0ℏV0
(2.2-63)
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and using the photonic DOS in free space h(ω) = ω2V0
π2 c3

, the bulk decay rate follows
again from Eq. 2.2-59

γrad =
d2XG
3ε0ℏπ

ω3
0

c3
. (2.2-64)

Finally, the Purcell factor is calculated from Eqs. 2.2-53, 2.2-62 and 2.2-64

FP =
3

4π2
Q

V

(
λ0
n

)3

, (2.2-65)

where λ0 is the emitter wavelength in vacuum and n is the refractive index of the
cavity medium. Assuming perfect reflectivity for the cavity mirrors, the cavity loss
rate approaches the FWHM of the cavity mode κ ≈ ∆ωc and the Purcell factor can
be re-expressed using the three parameters describing the cavity-QD interaction25

FP =
4g2cav
κγrad

. (2.2-66)

Eq. 2.2-65 illustrates that for a given wavelength, the enhancement is strongest
for large quality factors and small cavity volumes, while Eq. 2.2-66 indicates that
for a given bulk decay rate, the cavity loss rate must be reduced or the coupling
strength increased to boost Fp.

In the experiment, the Purcell factor is inferred from time-correlated photon
counting (TCPC) histograms, measuring the bulk and cavity-accelerated 1/e-decay
times separately. The bulk decay time is usually averaged from an ensemble of sim-
ilar emitters or, if possible, by detuning the emitter far from the cavity. Assuming
sufficient temporal resolution of the detection system and a predominantly radiative
decay, the corresponding rate is simply γrad = τ̃−1

rad (the tilde indicates the measured
value). Although in principle γtarget cannot be measured in the same fashion26, the
distortion caused by the cavity can often be neglected since κ≫ γtarget. Only when
the measured decay trace clearly deviates from a monoexponential curve does a
more careful analysis become necessary.

Over the past two decades, various cavity designs have been realized with QDs,
and the most common ones will be briefly introduced here. Spatial and spectral
overlap of the QD dipole and cavity mode is key to any design and fabrication
process [85]. Typically, structures with large Q-factors are more sensitive to spectral
mismatch, and those with low mode volume V are more susceptible to spatial
misalignment.

25In the strong-driving regime, this expression is often also called the cooperativity.
26The photons are first emitted into the cavity mode at rate γtarget but leave the cavity on

average only 1/κ later. Hence, the decay trace measured outside the cavity is the convolution of
two exponentials instead of a monoexponential (the product of two Lorentzians is no longer a
Lorentzian). However, for most systems κ≫ γtarget, such that the approximation γtarget ≈ τ̃−1

cav

holds reasonably well, where τ̃−1
cav is the measured decay time in the presence of a cavity.
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Micropillar

Along the growth direction, the mode is confined using a bottom DBR and a top
DBR with slightly lower reflectivity. For lateral confinement, the design leverages
the high refractive index contrast between the semiconductor and vacuum. The
sample is etched several µm deep and only a cylindrical pillar encompassing the
QD with a diameter of 2 µm to 4 µm is left standing. Even smaller diameters would
produce smaller mode volumes, but surface effects, such as sidewall roughness,
start to strongly affect cavity performance [308]. Micropillar cavities require pre-
characterization to select suitable emitters and deterministic fabrication based on
position markers.

Early demonstrations with an ensemble of QDs [292] were soon followed by
cavities hosting a single emitter [51, 293], and the strong-coupling regime was
approached shortly after [294]. Compared to other designs, the mode volume is
relatively large V ≈ 5− 10λ3, but quality factors can exceed 104 and FP ≈ 10 is
routinely achieved. Although highQ-factor cavities provide in-built spectral filtering
that suppresses wide-band background, such as wetting layer or phonon-sideband
emission, they also require precise control over the QD–cavity detuning (using
electric or magnetic fields or piezo-controlled strain) to ensure maximal enhancement.
Furthermore, they cannot simultaneously support the transition lines of the XX–X
cascade, which inhibits applications utilizing (entangled) two-photon states. Finally,
depending on the excitation scheme, the laser may be far detuned from the cavity
resonance, requiring high excitation powers and, accordingly, causing high scattered
laser intensities. While most micropillar designs aim for a circular cross-section,
there were early observations of polarization mode splitting in elliptical pillars
[309, 310]. Later, those inspired a resonant π-pulse excitation scheme that exploits
the induced polarization mode splitting to generate highly polarized single-photon
emission, thus minimizing the loss penalty of cross-polarization laser suppression
[86, 255].

Photonic crystal cavity

Photonic crystal cavities are formed by a defect in a photonic crystal, which can
be a single missing nanohole [298], a group of three missing holes with slightly
off-placed holes at either end (so-called L3 cavity) [305], or a whole missing row
that creates a waveguide (referred to as W1 type) [259, 299]. Due to the limited
outcoupling efficiencies of high-Q designs such as L3, the waveguide-based approach
has been established as the most promising solution, offering broadband operation,
albeit with a lower Purcell enhancement. Here, the guided mode is highly dispersive
and can be tailored to approach group velocities vg close to 0, which is why they
are also called slow-light waveguides. The associated group index ng(ω) = c/vg(ω)
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increases sharply which also causes the Purcell factor to increase27. Furthermore,
the typical mode volumes of V ≈ 0.2− 1λ3 are significantly smaller than those of
micropillars. Although theoretical investigations suggest that Fp > 50 is possible
[258], fabrication imperfections significantly limit performance due to the small
hole diameters required, and only Fp ≈ 3 − 5 is routinely achieved in W1-type
cavities [60, 302] with remarkable exceptions such as [296].

Circular Bragg grating

Another in-plane cavity design for QDs known as CBG employs similar principles
and creates second-order Bragg-type interference between alternating rings of low-
and high-index materials (alternating air-trenches and semiconductor ridges) [295].
The circular arrangement provides lateral mode confinement, and the distinct shape
inspired its nickname as Bull’s eye resonator. Early implementations realized the
vertical confinement with a suspended membrane [295], but recent designs use a
flip-chip process [311] to transfer the membrane on a metallic bottom mirror with
a spacer layer [80, 173, 257, 312], thus avoiding fragile free-standing membranes.

The directionality of the emission is significantly enhanced, and the far-field
mode consists, to very good approximation, of a single Gaussian [295, 313]. With
a central disk diameter of ≈ λ and thickness of ≈ λ/4, the mode volume ranges
between 0.3λ3 and 1.5λ3. Hence, a Purcell enhancement of FP > 25 could be
demonstrated [257]. At the same time, the relatively low Q-factors of ≈ 100− 400
enable broadband operation.

On the other hand, the design is very sensitive to spatial alignment and thus
requires precise (∼ 30 nm) emitter localization and fabrication techniques. If
the emitter is offset by 50 nm from the center of the CBG, Fp can already drop
to 1/3 of the maximum value [257]. Surprisingly, for an even larger offset, the
QD–cavity coupling increases again significantly if the emitter position coincides
with the first side maximum of the cavity field distribution [313]. Importantly,
such an off-centered emitter interacts almost exclusively with one of the cavity’s
polarization modes, and thus produces highly polarized single-photons [80, 313].
However, the Purcell factor remains lower than for a centered QD, and a more
efficient approach of harnessing selective mode coupling to achieve highly polarized
emission introduces some ellipticity to break the polarization mode degeneracy (as
described above for micropillar designs) [86, 255].

The very broadband geometric enhancement combined with modest Q-factors
makes this design ideally suited to support both photons of the XX–X cascade
equally, which may be used to generate polarization-entangled pairs [173] if the pho-

27For PhC WGs the calculation of the Purcell factor must be adapted to account for the lower
dimensionality. See section VI A. in Ref. [258] and in particular Eq. 49

FP =
3

4πn

λ2/n2

V/a
ng(ω) ,

where a is the optical lattice constant.
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tons are collected for emission angles ≲ 15◦ [314]. Finally, the in-plane architecture
can be co-integrated with piezo-strain tuning [312], adding an additional degree
of freedom to tune the emission properties [177]. In this way, a recent experiment
demonstrated for the first time the teleportation of a quantum state using photon
pairs generated from remote QDs [176].

Open cavity

All of the above structures are fully integrated within the semiconductor platform.
While this provides a mechanically stable cavity, the spatial alignment of QD and
cavity cannot be adjusted after fabrication, and the spectral alignment is limited to
the Stark tuning range. An open cavity addresses these shortfalls [315, 316]. This
design is of Fabry-Perot type with two highly reflective mirrors in hemispherical
configuration, yielding a Gaussian output mode. The bottom mirror is planar and
sits below the QD in the semiconductor sample, and the miniature top mirror
is curved, made of a specially carved fiber tip—as also known from fiber-based
cavities [315, 317]—and mounted externally. As a result, the top and bottom
mirrors can be freely tuned relative to each other. This flexibility forms the basis
for record-high system efficiencies [55, 56] by enabling spatial matching of QD and
cavity through in-plane positioning, and spectral adjustment of the cavity mode
using the out-of-plane axis.

The design features reasonably low mode volumes28 V ≈ 1λ3 and simultaneously
high Q-factors matching those of micropillars and exceeding 104. However, the high
Q-factors make the cavity extremely sensitive to vibrations, and a misalignment
of only 1 nm can shift the cavity mode by 50GHz, dramatically reducing Purcell
enhancement [55]. Although the cavity is geometrically symmetric, a residual (but
often wanted) birefringence in the host matrix induces a polarization mode splitting,
which can be exploited to generate highly polarized emission [56, 255].

2.2.5.3 Fiber-pigtailed QD sources

Lastly, efforts to fully integrate the optical alignment of the excitation and collection
path, and to provide a “plug & play” QD SPS are briefly mentioned [318]. These
techniques aim to directly couple single photons to an optical fiber, and most recent
experiments also aim to permanently fix the fiber to the semiconductor chip to
ensure highly efficient, long-lasting outcoupling.

There are three approaches, which can be divided into near-field [319–321] or
far-field vertical coupling [322, 323], or horizontal evanescent coupling using appro-
priate tapers [324–327]. The most recent and promising pigtailing demonstrations
combined near-field coupling with an on-chip cavity structure, where significant
advances have been shown for both CBGs [270, 328] and micropillars [329, 330].

28The mode is partially in free space and partially within the semiconductor, which complicates
the estimation of the mode volume V . For exemplary calculations, see [316].
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For an in-depth review on fiber-pigtailing of quantum emitters, see [318] and for a
recent overview of the best performing QD demonstrations, see Tab. 1 in [330].





3
Experimental methods

3.1 Quantum dot excitation and collection
All experimental results presented in the following chapters prepare the quantum

light from a QD using several components that are shared between all the experi-
ments. Before these key elements of the optical setup are described (Sec. 3.1.2),
the QD samples themselves are briefly introduced (Sec. 3.1.1).

3.1.1 Quantum dot samples
The QDs were fabricated by our collaborators from the group of Prof. Peter

Michler at the University of Stuttgart. The epitaxially grown QDs consist of
In(Ga)As sitting on a GaAs host matrix, where a MMB was used to realize the
strain relief required to allow single-photon emission in the telecom C-band[168].
These sources are therefore ideally suited for applications in quantum communica-
tion leveraging existing low-loss infrastructure.

The sample employed for the study detailed Chapter 4 features a bottom dis-
tributed Bragg reflector where the distance between the 23 pairs of AlAs/GaAs
constituting the reflector and the semiconductor/vacuum interface corresponds
to a nominal, weak λ cavity, and the QD layer is situated in its anti-node [168].
The attribution of the QD transition to a positive trion is based on power- and
polarization-resolved µ-PL measurements, as well as previous experimental and
theoretical investigations [168, 331–333] on similar samples.

The results shown in Chapter 5 and Chapter 6 were obtained using a modified
sample design, coupling the QD to a circular Bragg grating cavity with a FWHM
of ≈1250GHz (see Fig. 3.1a). Starting from a GaAs substrate, a non-linear
metamorphic buffer layer [168] is deposited. Reducing the lattice mismatch to
the subsequently grown InAs QD layer enables emission in the telecom C-band.
In the next step, circular Bragg grating cavities are etched into the sample in a
non-deterministic process. More details on the fabrication and the exact geometry
of the final structure can be found in [78] and the corresponding supplementary
material, following the same design principles.

The studied QD transition is attributed to a charged exciton that features
highly polarized emission (> 95%) [80] at λ = 1552.25(3) nm. Under optimized



70 CHAPTER 3 • EXPERIMENTAL METHODS

Figure 3.1: Characteristics of the CBG QD sample. (a) The cavity mode is
measured using a strong above-band laser and collecting the emission of the sample
on a spectrometer. The frequency is given as detuning from the spontaneous emission
line, that is δω = ω − ω0. The spectrometer resolution is 10GHz per pixel. (b) The
measurements are performed with pulsed LA excitation at 75.95MHz, a blue-shifted
detuning of 175GHz, a laser spectral bandwidth of 26(1)GHz and excitation power
of 250(15) nW. The mono-exponential fit function (solid black line) yields a decay
time of 465(1) ps. The figure is reprinted from the Supplementary Material of [2]
under a CC-BY-4.0 license.

LA phonon excitation conditions, a polarized and fiber-coupled single-photon
generation efficiency of ηsys,pol = 5.7(2)% at g(2)(0) = 1.3(1)% is achieved. The
spontaneous emission line is subject to spectral diffusion and not FT limited. The
inhomogeneous broadening results in a predominantly Gaussian line shape.

3.1.2 Optical setup
The core optical setup, as shown in Fig. 3.2 may be divided into three sections:

laser pulse preparation, laser suppression & collection of the QD emission, and
signal processing & detection. The first two are modified only marginally between
the experiments and are explained here, whereas the last section will be introduced
in the respective chapters.

All experiments use an Er-doped fiber mode-locked laser (PriTel UOC ) that
creates pulses at a repetition rate of νrep = 75.95MHz. A filter with 1 nm bandwidth
placed within the laser cavity stretches the pulses to a temporal pulse width of
9(3) ps (spectral width FWHM ≈450 pm, the pulses are not fully Fourier-limited).
The laser provides a wavelength tunability between 1530 nm and 1555 nm with
an average output power of 200mW. All remaining broadband amplifier noise is
removed by a free-space 4-f pulse shaper based on a reflective grating (Spectrogon,
1200 lines/mm, blaze at 1550 nm) with an efficiency of ≈ 90%, C-coated cylindrical
lens with a focal length of 500mm and a variable filtering slit. Depending on the
desired excitation parameters, the pulses are further stretched in this shaper setup.
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Figure 3.2: Optical setup for QD excitation and collection. A schematic
representation of the main building blocks of the experimental setup, such as the
pulsed excitation laser, pulse shaper, optional tuneable bandwidth filter, excitation
of the QD sample, filtering of the QD transition line and the analysis stage. Solid
(dashed) red lines indicate the path of the laser beam (QD emission). PBS: polarizing
beam splitter, BS: beam splitter, SNSPD: superconducting nanowire single-photon
detector.

The excitation beam is collimated into free space using an 8mm lens collimator
(Schäfter+Kirchhoff 60FC-SF-0-M08-08 ). A Glan-Taylor polarizer (Leysop GTB10-
M, polarization extinction ratio > 60 dB) sets the excitation beam polarization
to linear; the polarization axis can be adjusted by a subsequent half-wave plate
(Bernard Halle). Just before the cryostat chamber, a 90:10 BS cube (Thorlabs
BS078 ) is placed to separate the incoming excitation beam from the single photons
emitted by the QD. Approximately 90% of the excitation beam (depending on its
polarization state) is reflected by the BS to a power meter (used to control the
QD excitation power) and only ≈ 10% of the laser power is guided to the cryostat
chamber (attocube attoDry800 ) in which the QD sample is placed.

The QD emission and the reflected laser light are collected by a lens (f = 3.1mm)
with an NA of 0.68. Leaving through the reflection port of the 90:10 BS, QD
emission and laser light are separated using up to two volume Bragg grating (VBG)
notch filters (OptiGrate) that block the laser wavelength with a spectral bandwidth
(FWHM) of 120(1)GHz and an individual suppression of OD6. Finally, the QD
emission is filtered from the remaining spectrum by reflecting off another VBG
(various options) and coupled by a f = 8mm lens collimator into a SMF. The
laser-free, background-reduced emission is then further processed according to the
specific research interests of each experiment.
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3.2 Analyzing temporal information in quantum optics
The arrival time of a single photon already carries valuable information, but

even more can be learned when detecting multiple photons. Consequently, analyzing
the temporal information of detection events is essential in quantum optics and has
become even more powerful with the advent of fast, highly efficient single-photon
detectors and modern time taggers.

For example, for an exciton transition, the radiative decay rate is inferred from
the distribution of the photon emission times. In combination with additional
measurements, this rate then provides information about the emitter’s coupling
to a radiation field (Purcell effect, see. Sec. 2.2.5.2), the presence of decoherence
mechanisms (lifetime-limited emission, see Sec. 2.2.2.3), or cooperative phenomena
such as super- and subradiance [334]. When processes involve two or more photons,
events can be sorted by their detection patterns, enabling selective discarding of
certain events or the application of different analysis methods. This may be as
simple as announcing the presence of a single photon in the target mode through the
detection of an ancilla photon (heralded single-photon sources), or more complex
when postselecting the successful generation of a cluster state using linear optics
[58], or boosting the success probability of a Bell state measurement using many
ancillas [335].

Although these multiphoton examples rely on coincidence clicks, the coinci-
dence window is large–typically on the order of the experiment’s clock cycle–and
when exactly any of those ancillas arrives might not be crucial to the experiment.
However, there are also applications where a more precise time analysis is required;
for instance, to resolve the time ordering of different frequency components [336,
337], to confirm stimulation emission at a few-photon level [338], or to analyze the
temporal correlations found in a single-emitter response in detail [63, 96, 220].

In modern setups, the optical signal is converted to digital timing information by
two main components: the single-photon detector (often a superconducting nanowire
single-photon detector (SNSPD) for highest performance) that transforms the
optical pulse into an electrical analog pulse, and a time tagger that detects (typically
rising) edges in the input signal and compares them against a high-precision
local oscillator to assign an arrival time to the event. The digitized data can be
further processed on dedicated field-programmable gate array (FPGA) hardware, or
transferred to a computer for live feedback or later in-depth analysis. Both SNSPD
and time tagger contribute to the final timing resolution with which an optical
signal is recorded, and high-precision detection systems achieve temporal jitter with
FWHM< 25 ps per channel. The timing accuracy of a given configuration of the
measurement apparatus can be derived from the system response function (SRF).
For example, sending a strongly attenuated laser pulse, which is significantly shorter
than the expected timing resolution, to an SNSPD and correlating its output with
a reference seeded by the laser produces a temporal distribution whose width
reflects the overall timing precision. In other cases, one is interested in the SRF
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for correlating two SNSPD channels (see Chapter 5).

3.2.1 Basic measurements
Histogram

While a time tagger can be used as a simple event counter, its primary function
is to temporally correlate different input signals. At a fundamental level, most
measurements1 simply determine the time differences between two or more input
signals and count how often each time difference occurred2. For example, a two-
channel histogram is a multi-start, multi-stop measurement that records all time
differences τ1 = t1 − t0, where t0 denotes all detection times of the start channel
and t1 those of the stop channel. Due to the construction of the measurement,
τ1 > 0. For convenience, the offset is adjusted such that t0 = 0 and therefore
τ1 = t1. The time differences are discretized using a bin width (bw) to form the
histogram showing how many events were counted for each time difference. Often,
an electrical reference signal is used as the start channel–in pulsed experiments,
it is derived from the laser clock–and the optical signal(s) serve as stop channels.
This type of simple two-channel histogram (see Fig. 3.3a) is used to infer the
radiative lifetime of an emission process and is referred to as TCPC or sometimes
as first-order correlation G(1)(t1).

Multi-channel histogram

The measurement can be easily extended to higher dimensions by adding more stop
channels. Then, each event represents a multi-channel coincidence G(n)(τ1, ..., τn)
with τi delays, where i ∈ [1, ..., k] with k being the number of stop channels.
Here, the arrival time differences of all input axes are measured analogously as
τi = ti − t0, which is again simplified to ti instead of τi by defining t0 = 0.
While the measurement style is often changed to single-start, single-stop to reduce
computational complexity, a multi-start, multi-stop measurement can be used
when uncorrelated peaks are required for normalization or other purposes. The
complete graphical representation of such a data set becomes quickly impractical,
and often only certain cross-sections are used. However, for our purposes, we are
only interested in at most two stop channels (stemming from two optical input
signals), and a two-dimensional (2d) false color map, as shown in Fig. 3.3b, can
fully display the 2d histogram of the coincidence data G(2)(t1, t2). For all data
shown in this chapter, the optical input of both stop channels is identical, and
therefore, the same bin width is used along both axes. The significantly lower
coincidence counts along the diagonal of Fig. 3.3b where t1 = t2 indicate that the

1Modern time tagger allow to record and save the raw stream of time-tagged events. Hence,
in this context, a measurement refers rather to how the data is analyzed than how it is acquired.
Naturally, to apply a different measurement to the same raw data (i.e., reprocess the raw data in
a different way), all required input signals must have been recorded during the acquisition.

2An extensive overview of measurement options, including visual representations, can be found,
for example, in the documentation of Swabian Instruments.

https://www.swabianinstruments.com/static/documentation/TimeTagger/api/Measurements.html


74 CHAPTER 3 • EXPERIMENTAL METHODS

Figure 3.3: Examples of a one- and two-dimensional histogram. Exemplary
TCPC data obtained from the telecom QDused in Chapter 5 and Chapter 6 under
pulsed LA excitation with a repetition rate νrep = 75.95MHz and a pulse width
∆tL≈85 ps. The single photons were detected using SNSPDs from Single Quantum
featuring a FWHM timing jitter of ≈25 ps and correlated using the TimeTaggerX
from Swabian Instruments (FWHM timing jitter of ≈4 ps). The electronic reference
signal was provided directly by the pulsed laser, and the temporal offsets were
adjusted such that t0 = 0 and the peak of the TCPC of each stop channel sits at
ti = 200 ps. All bins are 5 ps wide and the data acquisition time is 6min. The
optical signal is split with a balanced fiber BS (HBT configuration), and both plots
are generated from the same time tags. (a) The one-channel TCPC is generally used
to infer the radiative lifetime of a selected transition. The rising edge of the signal
is affected by the laser pulse width, possibly a relaxation time to the exciton state,
and the timing jitter of the detection system. Here, the fit yields τrad = 426(2) ps
and half-width at full maximum for the rise time of 56(1) ps. (b) Each event on the
color map represents a two-photon coincidence between both optical channels at the
respective delays t1 and t2.

QD rarely emits two photons at the “same” time (more accurately, within the
resolution of the detection system).

Correlation

The temporal structure of these multiphoton events3 can also be analyzed indepen-
dently of a reference clock signal by directly correlating the two optical channels in

3As explained in Sec. 2.2.2.2, we refer to a multiphoton event whenever two photons are
emitted in response to one laser pulse.
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Figure 3.4: Reduction from G(2)(t1, t2) to G(2)(τ). The line plots are obtained
either by directly correlating the optical channel (red) or reconstructed from the
G(2)(t1, t2) as illustrated. If the “absolute” arrival time is irrelevant to the object of
interest, the integration over all bins where the relative delay between the optical
channels is the same provides significantly better statistics. The same experimental
data as shown in Fig. 3.3 is used.

multi-start, multi-stop fashion4. For a symmetrically split input signal, this yields
the autocorrelation G(2)(τ) as defined in Appendix A, where we use τ without any
index to denote the time difference between the two optical channels. Since G(2)(τ)
is independent of the arrival times with respect to the clock, it can be reconstructed
from G(2)(t1, t2) by summing over all events that occur the same delay τ = t2 − t1
irrespective of their “absolute” detection times, as illustrated in Fig. 3.4 (effectively,
integrating the 2d data along the bisectrix t = t1 = t2). Naturally, the reverse
operation is not possible since the time reference to the clock is missing. While
both line plots in Fig. 3.4 quite similar, they show deviations from bin to bin, which

4Before modern time taggers enabled multi-start, multi-stop measurements, the combination
of a time to amplitude converter and multi-channel analyzer could only implement single-start,
single-stop measurements. When the start signal is determistic (i.e. reference clock in a histogram),
the results are identical but for a correlation with two optical signals, such an arrangement can
cause distortions if the signal rates approach the repetition rate of the experiment. Effectively, the
probability of a coincidences drops exponentially to 0 for large τ and the decay rate is related to
the click probability. See [339] for more details.
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is caused by the discretization and subsequent integration along the diagonal.

3.2.2 Time-gated measurements
In pulsed experiments, the target signal typically arrives in a time window much

smaller than the repetition cycle. To improve the SNR, one sometimes chooses to
analyze a smaller time window, Tint < Trep. For which cases such a postselection
provides valid results and for which it can significantly misrepresent the quantity
of interest will not be discussed here5. Rather, various options for implementing
time-gating are introduced.

Figure 3.5: Illustration of a reduced integration window for G(2)(τ). Data
as in Fig. 3.3. The shaded areas in the 2d histogram and the line plot indicate
which coincidence events are neglected for Tint = 500 ps. Only the line plot for the
direction correlation is shown here for clarity.
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Time-gated correlation

A common approach simply uses Tint < Trep when evaluating the single-photon
purity via g(2)(0) or when estimating the TPI visibility using an HOM setup. The
reasoning is typically that the “true” emitter properties are degraded by external
noise introduced by the preparation and detection setup, and that postselection
reduces the impact of those background contributions. Such an evaluation is
presented in Sec. 4.3 as a function of Tint. The effect is visualized in Fig. 3.5 on
both a 2d histogram and a direct correlation. Here, Tint = 500 ps is unrealistically
narrow and purely chosen for illustration purposes. More appropriate windows
respect Tint/2 > 5τrad to cover at least 99% of the spontaneously emitted photons.
Obviously, the same integration window Tint must be applied to the reference signal
(i.e., the uncorrelated side peaks) to maintain proper normalization.

Time-gated input channels

Alternatively, one can apply the gating window to one (or multiple) channel as an
initial step in the postprocessing workflow. This approach mimics a physically gated
optical input channel while achieving higher temporal resolution, and crucially,
the gating can be adjusted and optimized after the raw data has been recorded.
The difference between time-gating before or after correlating two optical channels
can be drastic, as displayed in Fig. 3.6. Two gating windows with the same width
Tgate = 500 ps but differing starting points tGS,1 = 50ps or tGS,2 = 200 ps are
illustrated on the TCPC signal in Fig. 3.6a. Applying those windows symmetrically
on both channels, effectively ignores all coincidence events outside the boxes
indicated on the 2d histogram in Fig. 3.6b, and the G(2)(τ) is clearly expected to
differ significantly depending on the start gate time. The effect that the gating has
on the uncorrelated peak is shown in Fig. 3.6c, where the blue line represents the
ungated case. Since Tgate is so narrow that a significant part of the spontaneous
emission is disregarded, the number of uncorrelated coincidences is reduced. Notably,
the temporal shape changes depending on whether the rising edge is included (green
and red curves).

Finally, Fig. 3.6d highlights the stark difference observed in the correlated peak
for the same three gating configurations. While the G(2)(τ) is almost unchanged
when the gating window includes the rising edge, it is drastically reduced and no
longer features the pronounced dip at τ if the gate start time coincidences with the
TCPC peak; a clear sign that at least one of the photons must be emitted early on.
The underlying re-excitation mechanism was introduced in Sec.2.2.4.3 and will be
discussed in detail for LA phonon-assisted driving in Chapter 5. Here, we simply

5For example, for the honest parameter estimation required in most cryptographic protocols,
such an analysis is only permissible if the stream of encoded single photons is also physically
time-gated and the postselection solely suppresses background noise from detector dark counts.
On the other hand, if a fundamental property of a SPS is studied for low signal counts or in the
presence of excessive external noise that can be identified but not isolated (e.g., backreflections or
detector afterpulsing), time-gating can be a valuable tool.
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Figure 3.6: Comparison of gating strategies. For the same data set as used
in Fig. 3.3, four different evaluations of the multiphoton component are compared:
i) raw correlations, ii) raw correlations but Tint = 1000 ps, time-gating the input
channels with Tgate = 500 ps starting at tGS,1 = 50ps (iii, green, dash-dotted) or
tGS,2 = 200 ps (iv, red, dashed). The gating windows are indicated on the TCPC
histogram (a) and on the 2d histogram (b). The resulting G(2)(τ) is shown for the
uncorrelated peak at τ = Trep (c) and the correlated peak at τ = 0 (d). The g(2)(0)
values are calculated from the ratio of the areas, yielding {0.166, 0.153} for {ungated
(i), correlation-gated (ii)} and {0.228, 0.014} using the input channel gating with
{early window (iii), late window (iv)}.

register that appropriate time-gating of the input channel can change the measured
g(2)(0) considerably, whereas reducing the integration window Tint mostly reduces
the impact of background noise.

This type of analysis provides explicit experimental clues that for high-quality
SPSs, the early portion of the signal is essential for the multiphoton contribution.
Motivated by these findings, we slightly adapted the gating method in Refs. [338]
and [220]. Instead of using a fixed window size, the gate finish time was maintained
at tGF = 2000 ps while varying the start gate time tGS . The time-gated multiphoton
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Figure 3.7: Temporal distribution of the multiphoton component. The
optical input channels are gated such that only events with tGS < t < tGF are
accepted for the correlation (see Fig. 3.6). For a fixed tGF = 2000 ps, the start
gate time is varied (in steps of 20 ps), the gated channels are correlated, and the
multiphoton contribution is estimated using Eq. 3.2-1. The ungated TCPC signal is
shaded in the background as a temporal reference.

contribution then reads as

g(2)(tGS) =

∫ tGF
tGS

∫ tGF
tGS

G(2)(t1, t2) dt1 dt2∫ tGF+Trep

tGS+Trep

∫ tGF+Trep

tGS+Trep
G(2)(t1, t2) dt1 dt2

(3.2-1)

and is shown in Fig. 3.7 for the same data set as before. The g(2)(0) drops smoothly
from 0.159 when effectively no gating is applied to g(2)(0) = 0.010 when the gating
window starts at the peak of the TCPC signal (tGS = 200 ps) and even further to
g(2)(0) = 0.003 for tGS = 300 ps.

Additionally conditioned measurements

Although these methods provide a strong indication that, in a multiphoton emission
process, one photon must be emitted early, they do not directly capture its temporal
profile. Isolating the individual shapes of each photon can provide valuable insights
into identifying the cause of multiphoton emissions.

For realistic QD SPSs, there are several mechanisms that can lead to the
emission of two or more photons (see Sec. 2.2.2.2). Some are expected to exhibit a
specific temporal structure (including re-filling, re-excitation, cascaded emission)
while others should be mostly uncorrelated (for example, emission from neighboring
QDs or the wetting layer). Analyzing the time tags in a way that assumes a
temporal structure allows us to distinguish between them.

Conceptually, such a measurement searches for coincidences between the optical
channels that occur within some window Tcoinc < Trep and records the time stamps
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Figure 3.8: Correlation logic using virtual channels. The time tagger records
three physical channels: the reference clock (CLK) provided by the pulse laser, and
the electronic output of two SNSPDs (CH1 and CH2. Whenever two events on
the optical channels are registered within a coincidence window ∆τc = 2ns, they
are accepted as coincidence, and the individual events are “copied” onto the virtual
channels where the early click of each pair is assign to one channel (1st ) and the
late click to the other (2nd ). The histograms between the reference clock and the
virtual channels then represent the temporal shapes of the individual photons as
displayed in Fig. 3.10.

of both events as shown in Fig. 3.8. All of the early events from each coincidence are
accumulated in one histogram (against the reference clock), and all late events are
assorted in a second histogram. These histograms represent the temporal profiles
of the 1st and the 2nd photons. Here, the notation of 1st and 2nd implicitly captures
that this method postselects multiphoton events. Due to the timing jitter of the
measurement apparatus, some events are falsely assigned and can skew this type
of measurement in extreme cases. For more details on the estimation of such an
assignment error, see Supplementary Note 4 of our work [2].

Such a measurement can also be visualized using the 2d histograms introduced
before. In the area below the bisectrix, only coincidences with t1 > t2 are considered
(remember that t1 and t2 are the arrival times at detectors #1 and #2; they do
not denote the 1st and 2nd photon). Hence, the 1st photon is always registered
on detector #2 and the 2nd photon on detector #1. Consequently, to learn the
temporal shape of the 1st or 2nd photon, we simply integrate over all detection
times of the other detector, as indicated in Fig. 3.9. For the present data set,
there is a distinct difference between the shapes of the early and the late photon,
suggesting that the multiphoton emission is indeed temporally structured.

To identify if the unwanted photon stems from re-filling or re-excitation, we
can make use of a few additional cues. If caused by re-excitation, we expect that
the 1st photon must be emitted while the laser pulse is still present (otherwise the
QD could not have been excited a second time), whereas for re-filling the tunneling
from the trap states dictates the relevant timescales [190]. If this analysis remains
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Figure 3.9: Individual photon time profiles from a 2d histogram. For the
same data set as used in Fig. 3.3, the temporal shape of the 1st and 2nd photon
can be differentiated from one another by only considering events satisfying t1 > t2.
Integrating over t1 yields the distribution of arrival times on detector #2, which
can be attributed solely to 1st photons since t1 > t2. Analog, integration along t2
provides the temporal shape of the 2nd photon. To improve statistics, all events
with t1 < t2 can also be included (naturally, the channel-to-photon assignment must
be reversed).

inconclusive, one can vary the ratio between laser pulse width and radiative decay
time, since re-excitation is expected to scale approximately linearly (see Sec. 2.2.4.3)
while re-filling rather shows power dependence. In Fig. 3.10, the individual photon
shapes are shown next to one another and are overlaid with the laser excitation
pulse. The result strongly suggests re-excitation as the cause of the multiphoton
emission, but more data and contextualization will be presented in Chapter 5.

Finally, if the multiphoton contribution had been caused instead by emission
from a neighboring QD, the analysis would yield identical photon shapes along both
time axes (assuming no interaction between the QDs that would induce temporal
correlations). In such a case, fitting the temporal shape with a bi-exponential could
reveal differences in their individual radiative decay times τrad.

Yet another analysis strategy resorts to 2d histograms similar to the ones shown
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Figure 3.10: Photon profiles caused by re-excitation of a 2LS. Displaying the
excitation laser pulse alongside the individual photon shapes extracted as in Fig. 3.9
provides insight into the cause of the multiphoton emission. Here, the 1st photon is
emitted exclusively during the laser envelope, strongly pointing to re-excitation. To
rule out re-filling that might coincidentally act on the same time scale and provide a
conclusive result, the measurement could be repeated for various laser pulse widths
(as presented in Chapter 2.2.4.3). The figure is reproduced in a modified version
from [2] under a CC-BY-4.0 license.

here, but instead of using the “absolute” detection time of the 2nd photon, one can
transform to a relative basis using τ = t2 − t1 to highlight the delay between the
photon emissions [96, 340].

This section presented various methods to evaluate the same set of time tags
acquired using a common HBT arrangement (including a reference clock). By
modifying the physical setup, additional properties of the quantum light can be
analyzed. An example where frequency filtering is applied to only one of the optical
channels is presented in Chapter 5.



4
Robust excitation of a C-band quantum

dot for quantum cryptography

This chapter presents the publication “Robust excitation of C-band quantum
dots for quantum communication” [1] and contextualizes the work in light of this
thesis. The project was motivated by recent findings from our research group showing
under which circumstances QDs enhance the performance of various cryptographic
protocols [45]. Key messages include that there is no single pumping scheme that
fits all purposes, and that PNC, shown to exist in resonant schemes [214, 215],
poses a significant threat to most protocols (see Sec. 2.1.4.3). For these and other
reasons, we were interested in exploring LA phonon-assisted excitation for quantum
cryptography using the QD samples from our collaborators in Prof. Peter Michler’s
group at the University of Stuttgart, which directly emit single photons in the telecom
C-band, making them ideally suited for long-distance communication.

In contrast to resonant schemes that induce Rabi rotations using π-pulses, the
phonon-mediated driving offers a much larger parameter space that achieves efficient
excitation. On the one hand, this makes the scheme inherently more robust [260],
but on the other hand, theoretical results suggested that single-photon generation
efficiency and multiphoton noise cannot be optimized simultaneously [95]. The goal
of this project was then to experimentally determine how to optimize the perfor-
mance of the QD as a SPS for a given cryptographic protocol.

My contribution: With support from Michal Vyvlečka, I built and designed the
pulse shaper to consistently tune the excitation wavelength, and the analysis setup.
Together with Michal Vyvlečka, we characterized the sample in order to choose a
QD for the experiment. The project was developed by Michal Vyvlečka, Mathieu
Bozzio, and myself. Together with Michal Vyvlečka, I performed measurements
and, with his input, processed and visualized the experimental data. I implemented
the theoretical extrapolation of our results for QKD under the guidance of Mathieu
Bozzio.

Large parts of the work presented in this chapter have been published in [1] or its
Supplementary Material and are licensed under a Creative Commons Attribution
(CC BY 4.0) license.
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The paper entitled “Robust excitation of C-band quantum dots for quantum
communication” explores how the photon-number probabilities of a QD under LA
phonon-assisted driving are affected by the laser power and its detuning from the
emitter’s wavelength. The scheme is known to provide an exceptionally robust
excitation pathway due to the spectral width of the exciton-phonon coupling [95,
260]. However, previous experimental studies have been limited to investigating
the impact of parameter variations on the single-photon generation efficiency [235],
even though the multiphoton contribution is at least equally important for most
applications.

This project implements an extensive parameter scan on a charged exciton
emitting at 1549 nm, sweeping the laser power beyond saturation and increasing
the laser–QD detuning from 0.7 nm to 3.7 nm. The count rate and g(2)(0) value
are recorded for each of the more than 250 parameter pairs, and the respective
photon-number probabilities are inferred. Using this experimental data, the joint
optimization of laser settings for a specific application is demonstrated, using the
secure key rate (SKR) of QKD as a figure of merit. The extrapolation of the SKR is
performed for various combinations of external parameters (e.g., error rates, channel
losses, dark count rates), and both for standard BB84–QKD and for decoy-state
BB84–QKD. The analysis reveals that using a SPS standard BB84–QKD performs
better across almost all regimes and that variations of the external parameters call
for different ideal laser settings.

4.1 Methods
In addition to the introductions to QKD (Sec. 2.1.4.1), light–matter interaction

of QDs (Sec. 2.2.3) and specifically phonon-assisted excitation (Sec. 2.2.4.2), this
section briefly explains the methods and experimental tools required to follow the
manuscript’s reprint in Sec. 4.2 and its accompanying measurements (Sec. 4.3).

Sec. 4.1.1 provides a schematic layout of the setup, while Sec. 4.1.2 presents
how the experimental data is processed to extract the performance parameters of
the SPS. Sec. 4.1.3 details how these are then used to estimate the photon-number
probabilities and extrapolate the SKR for each laser setting. Finally, a simple
approximation for the maximally achievable QKD-distance is derived for SPSs
(Sec. 4.1.4).

Since this manuscript was published, the use of “brightness” in the context of
single-photon sources has been deprecated due to its ambiguous terminology; see
[181]. For consistency, the wording was not changed in the reprint. Therefore, the
following methods will also use the term brightness to describe the quantity that is
physically equivalent to the system efficiency ηsys introduced in Sec. 2.2.2.1.
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Figure 4.1: Scheme of the experimental setup. A schematic representation of
the main building blocks of the experimental setup, such as excitation pulse laser,
pulse shaper, excitation of the QD sample, filtering of the QD transition spectral
line, and detection. The figure is reprinted from the Supplementary Material of [1]
under a CC-BY-4.0 license.

4.1.1 Experimental setup
The experimental setup displayed in Fig. 4.1 adopts the structure and instru-

ments explained in Sec. 3.1.2 to a large extent. The full excitation and collection
setup exhibits an efficiency of 0.13. The analysis setup consists of a bandpass
filter (FWHM= 150 pm) to suppress any spectral background contributions and a
fiber-based HBT configuration to measure the photon correlations. The SNSPD
channels have an efficiency of 0.86 each, and show dark count rates of 130Hz and
180Hz. The temporal resolution of the detection apparatus is 34 ps (FWHM of the
SRF).

The QD sample features a bottom distributed Bragg reflector where the distance
between the 23 pairs of AlAs/GaAs constituting the reflector and the semiconduc-
tor/vacuum interface corresponds to a nominal, weak λ cavity, and the QD layer is
situated in its anti-node [168]. The attribution of the QD transition to a positive
trion is based on power- and polarization-resolved µ-PL measurements, as well
as previous experimental and theoretical investigations [168, 331–333] on similar
samples. The TCPC measurement reveals the decay trace as displayed in Fig. 4.2,
and a mono-exponential fit function yields a decay time of 1.07(2) ns.

4.1.2 Data processing
For each laser detuning and pump power, a single measurement run is performed

from which both the brightness B and purity P are inferred. To obtain enough
statistics for the autocorrelation g(2)(τ), each measurement acquires data until the
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Figure 4.2: Time-resolved fluorescence measurement. For this measurement,
the excitation laser was spectrally detuned by 1.5 nm and a pump power of 0.89 a.u.
was used. The mono-exponential fit function (dashed line) yields a decay time of
1.07(2) ns. The figure is reprinted from the Supplementary Material of [1] under a
CC-BY-4.0 license.

coincidence counts of the uncorrelated side peaks exceed a threshold value (here,
700 counts at 100 ps bin width).

Simply summing the count rates of both detection channels results in proba-
bilistic double-counting of multiphoton states

B̃ = B +
∑
i⩾2

pi

(
1− 1

2i−1

)
= B +

1

2
p2 +

3

4
p3 . (4.1-1)

Thus, to avoid over-counting, we subtract all coincidence events occurring
within one repetition period Trep = 1

νrep
such that the measured brightness reads as

B =
Trep

ηsetupηd
×
(
R1 +R2 − CC1,2(tcoinc = Trep)

)
(4.1-2)

where Ri is the raw count rate of the i−th detector and CC denotes the coincidence
count rate.

Before inferring the g(2)(0) value numerically from the correlation measurement,
only the background originating from coincidences arising from a dark count in at
least one of the channels is subtracted. It is computed as

CCd
1,2 = R1R

d
2 +R2R

d
1 +Rd

1R
d
2 (4.1-3)

where the superscript “d” denotes the dark count rates.
Integrating the area over the central repetition period and dividing by the

averaged and blinking-corrected area of the outer peaks then yields the g(2)(0)
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value. For applications in quantum communication, it is crucial to consider the
full repetition period when calculating the source’s purity since an adversary has
access to all the information leaving the sender’s lab.

4.1.3 Extrapolation of the SKR
Since the security analyses of cryptographic protocols are based on photon-

number probabilities, these probabilities must be inferred from experimentally
accessible data to ensure the protocol’s security. Such an estimation with minimal
assumptions is derived for SPSs in Sec. 2.2.2.4, requiring only the brightness B
and the g(2)(0) value (recall, B is equivalent to ηsys).

To extrapolate the performance of the QD for a standard BB84–QKD scenario,
the photon-number probabilities are used to derive worst-case bounds by attributing
all losses and errors that occur in the untrusted channel to single-photon states,
yielding Eqs. 2.1-46 and 2.1-47.

However, these bounds are not tight and degrade the protocol’s performance
rapidly when a significant multiphoton component is present, as in the case of
WCS. As a countermeasure, the sender can randomly modulate the intensities
of the states, chosen from the set {ρ, ν1, ν2, ...}. In this way, sender and receiver

can cooperate to evaluate the total gain and error rate for each state {Q(i)
tot, e

(i)
tot}

and solve the system of equations for {Yi, ei} (see Eqs. 2.1-41 and 2.1-43) without
resorting to bounding. These so-called decoy states have been shown to increase the
achievable SKR drastically for implementations based on WCS [41]. Even though
decoy states decrease the sifting efficiency, as they cannot contribute to the raw key,
a tighter estimation of the single-photon contribution is often preferable, especially
for large distances. When working with sub-Poissonian sources, the multiphoton
component pn≥4 can be safely neglected, and two decoy states are sufficient to
compute the yields and error rates {Yi, ei} exactly.

In both cases, the achievable SKR is simulated according to Eq. 2.1-48.

4.1.4 Maximum QKD-distance approximation from experimental
measures

Estimating the maximum attainable communication distance dmax for QKD
with a given source is highly relevant for practical implementations. However, due
to the complexity of Eq. 2.1-48, one cannot solve it analytically for the channel
transmission ηch but has to resort to numerical methods when a tight approximation
is required. On the other hand, even the numerical evaluation of the SKR for a given
photon-number statistics always involves estimating other protocol parameters such
as single-photon detection error, detection efficiency, dark-count probability, and
error-correction code inefficiency. Therefore, an analytic approximation for dmax

can be advantageous—especially if the required quantities are easily accessible.
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We start by upper bounding Eq. 2.1-48 by

SKR ≤ 1

2
Q1(1−H2(e1)) (4.1-4)

as the cost of error correction, f(etot)QtotH2(etot), is strictly positive. The maxi-
mum attainable distance dmax is formalized as the minimal channel efficiency ηmin

ch

for which SKR> δ where a threshold of δ = 10−8 is used here. From Eq. 4.1-4
follows SKR→ 0 if 1

2Q1(1−H2(e1))→ 0, or further simplified Q1 → 0. Note that
e1 → 1

2 results in a vanishing SKR but since Q1 → 0 also implies e1 → 1
2 (see

Eqs. 2.1-44 to 2.1-47) we focus only on Q1 → 0. Inserting Eq. 2.1-44 into Eq. 2.1
-46 and rearranging yields

Q1 = pm

(
p1
pm

Y1 + Y2 − 1

)
. (4.1-5)

Since pm ⩾ 0 for a realistic source, the expression inside the bracket has to tend to
zero to cause Q1 → 0. Assuming Y0 ≪ 1 we can simplify Eq. 2.1-41 to Y1 = ηch−Y0
and Y2 = 2ηch − η2ch − Y0 such that Q1 ⩾ 0 entails

1 ≤ ηch

(
p1
pm

+ 2− ηch
)
− Y0

(
p1
pm

+ 1

)
. (4.1-6)

As we are looking for long-distance communication, we use ηch ≪ 1 and rearrange

ηch ⩾
1

p1

pm
+ 2

+ Y0

p1

pm
+ 1

p1

pm
+ 2

⩾
1

p1

pm
+ 2

+ Y0 . (4.1-7)

The maximum distance at which a secure key can still be generated now corresponds
to the minimal channel transmission that satisfies Eq. 4.1-7. Therefore, we write

ηmin
ch ≈

1

p1

pm
+ 2

+ Y0 (4.1-8)

and finally, use Eq. 2.2-20a to re-express the result only in terms of B and g(2)(0)
as

ηmin
ch ≈

1

Bg(2)(0)

1−Bg(2)(0)−
√
1− 2Bg(2)(0)

+ 1

+ Y0 . (4.1-9)

Since Bg(2)(0)≪ 1, we can expand Bg(2)(0) in a Taylor series and truncate after
the first order such that

ηmin
ch ≈ Bg(2)(0)

2
+ Y0. (4.1-10)
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For state-of-the-art technology, we have Y0 ≪ Bg(2)(0) such that one can also
dismiss Y0 in the above equation.

Considering the complexity of Eq. 2.1-48, the approximation is strikingly simple
and follows directly from the fundamental source parameters. Yet, for a broad
parameter range, the results compare well to the numeric solution where Eq. 4.1-10
always overestimates the maximum distance. This systematic error stems from the
approximation’s derivation as an upper bound and is primarily due to the omission
of the error-correction term in Eq. 2.1-48. Typically, the overestimation amounts
to 25− 35km.
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4.2 Manuscript reprint
Building a quantum internet requires efficient and reliable quantum hardware,

from photonic sources to quantum repeaters and detectors, ideally operating at
telecommunication wavelengths. Thanks to their high brightness and single-photon
purity, quantum dot (QD) sources hold the promise to achieve high communication
rates for quantum-secured network applications. Furthermore, it was recently
shown that excitation schemes such as longitudinal acoustic phonon-assisted (LA)
pumping provide security benefits by scrambling the coherence between the emitted
photon-number states. In this work, we investigate further advantages of LA-
pumped quantum dots with emission in the telecom C-band as a core hardware
component of the quantum internet. We experimentally demonstrate how varying
the pump power and spectral detuning with respect to the excitonic transition
can improve quantum-secured communication rates and provide stable emission
statistics regardless of network-environment fluctuations. These findings have
significant implications for general implementations of QD single-photon sources in
practical quantum communication networks.

4.2.1 Introduction
The emergence of practical quantum technology paves the way to a quantum

internet—a network of connected quantum computers capable of reaching compu-
tational speed-ups in various tasks such as prime factoring [341], machine learning
[342], and the verification of NP-complete problems with limited information [343].
Although such schemes are appealing, most are technologically challenging, while
the security advantages provided by quantum cryptography are more tangible [35,
344, 345]. A broad range of quantum-cryptographic primitives including QKD [35,
344, 345], quantum coin flipping [346–348], unforgeable quantum tokens [349–351],
and quantum bit commitment [32, 352, 353] have been developed to demonstrate
some security advantage over their classical counterparts. The success of a future
quantum internet then relies on the development of fundamental quantum hardware
(sources, repeaters and detectors) which should adhere to these primitives’ security
standards, provide high communication rates, and operate reliably in a real-world
environment [354].

Non-classical light sources such as spontaneous parametric down-conversion
[355, 356], nitrogen-vacancy centers [357] and trapped atoms [358], have been used
as hardware for the first quantum networks. In recent years, semiconductor QDs
have materialized as highly versatile and quality single-photon sources [56, 86,
242, 359, 360], with outstanding end-to-end efficiencies overcoming 57% and the
potential to reach repetition rates of tens of GHz [56]. Such emission properties of
QDs have led to the implementation of complex network building blocks relying on
quantum teleportation [361, 362] and quantum entanglement swapping [69, 359,
360]. Regarding the emission wavelength, the spectral regime of the telecom C-band
(1530 nm to 1565 nm) is highly appealing, due to its global absorption minimum in
standard silica fibers, the possibility to implement daylight satellite communication
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[363] and the compatibility with mature silicon photonic platforms [364]. QDs with
emission wavelengths in and around the C-band are available on indium phosphide
(InP) [365–367] and gallium arsenide (GaAs) material system [78, 168, 368], and
circumvent the technical overhead and losses of quantum frequency conversion
[369]. Embedded in circular Bragg cavities, QDs based on the well-established
GaAs platform have simultaneously demonstrated high brightness and high purity
values recently [78].

Previous works have investigated the advantages and drawbacks of various
optical pumping schemes (resonant, phonon-assisted and two-photon excitation) in
terms of efficiency, single-photon purity and indistinguishability [217, 260, 264]. On
the other hand, it was recently shown that such schemes must be carefully tuned
to satisfy the security assumptions of each quantum-cryptographic application [45].
Crucially, quantum coherences between the emitted photon-number components
must be scrambled for optimal performance, which is inherently provided by some
optical pumping schemes such as LA phonon-assisted excitation and TPE [45]. On
top of their intrinsic security benefits, LA schemes are fairly insensitive to pump
instabilities like power or polarization fluctuations, making them suitable for real-
life communication networks [260, 264]. These excitation schemes are also beneficial
for QDs with a complex charge environment, while other pumping schemes such as
TPE can typically only address charge-neutral transitions. Moreover, unlike for
neutral transitions, charged excitons can enhance polarized emission in polarized
cavities, an important feature for most applications[56]. Finally, LA schemes do not
require challenging single-photon polarization filtering (contrary to the resonant
counterpart), and thus promise an experimentally straightforward way to obtain
simultaneously high brightness and purity with high reproducibility in quantum
dot fabrication and experimental setups [264].

In this work, we combine all aforementioned advantages of LA excitation in the
C-band, and exploit its tunable parameters to investigate the complex dependence
of brightness and purity on pump power and spectral detuning. We illustrate how
this non-trivial behavior affects the security of quantum-cryptographic primitives
with the example of single-photon QKD, and how the optimal operation conditions
depend on the communication distance. In agreement with theoretical findings
[95], our results show that the characteristics of LA excitation can be tuned to
achieve the ideal photon-number statistics. This optimization is reminiscent of the
mean-photon adjustment required in WCS implementations [370].

4.2.2 Results
To start investigating and optimizing our excitation parameters, it is important

to note that most quantum-secured applications rely on few trusted parameters
that are typically not all experimentally accessible. Here, we infer the photon-
number probabilities {pk} from two measurements, the brightness B =

∑∞
k=1 pk

and the single-photon purity P = 1− g(2)(0), where g(2)(0) is the second-order auto-
correlation measurement evaluated at zero time delay. We use an InAs QD based
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on an InGaAs metamorphic buffer layer enabling emission in the telecommunication
C-band [168]. The tunable excitation is provided by a mode-locked fiber laser with
a pulse length of 17(1) ps and a FWHM spectral width of 210(20) pm. The QD
transition line is filtered by a set of VBG filters (FWHM = 0.2 nm). The total
setup efficiency is 13%. For more experimental details, see Sec. 4.1.1. The highest
single-photon purity under pulsed LA excitation was measured as P = 0.982, the
corresponding second-order auto-correlation measurement is shown in Fig. 4.3.
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Figure 4.3: Characterization of the positively-charged exciton transition
under pulsed LA excitation. Second-order auto-correlation measurement g(2)(τ)
for an excitation field strength of 0.46 a.u. and a detuning of 1.5 nm. The well-
suppressed peak at zero time delay confirms the high single-photon purity (g(2)(0) =
0.018 (1)). Further details on the analysis of g(2)(0) can be found in Sec. 4.1.2. The
inset shows a micro photoluminescence (µ-PL) spectrum of the studied transition,
including spectral suppression of the laser with an excitation field strength of 0.89 a.u.
and a detuning of 1.5 nm from the QD resonance. The figure is reprinted from [1]
under a CC-BY-4.0 license.

While scanning both the power and wavelength of the pump laser, we simulta-
neously measure the brightness B (experimentally evaluated according to Eq. S2
and corresponding to first-lens brightness) and single-photon purity P . We then
compile the results in 2D maps as shown in Fig. 4.4 (a) and (b), respectively.
Due to the low phonon density at a sample temperature of ∼ 4K we excite the
QD only with positive detunings ∆ = ℏ(ωlaser − ωdot) > 0. The brightness map
features a single, broad maximum around ∆ ≈ 0.8meV(∆λ ≈ 1.5 nm) agreeing
with similar experimental findings [179, 235] and theoretical studies [234, 262]. LA
excitation with sufficiently smooth pulses [263] achieves a population inversion of
the QD ground and excited state if the effective Rabi splitting of the laser-dressed
states, ℏΩeff =

√
(ℏΩ)2 +∆2, ensures an efficient exciton-phonon coupling that

is characterized by the spectral phonon density J(ω) [234, 235]. The robustness
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of this scheme against power and wavelength fluctuations of the excitation laser
is demonstrated by the broad maximum of the brightness in Fig. 4.4 (a) and
stems from the spectral width of J(ω). Thus, the large bandwidth of the phonon
interaction directly benefits a stable operation of the QD source. Only for large
detunings and weak fields, the phonon-induced relaxation to the exciton level fails
and the brightness drops significantly. Similarly, for high powers, the effective Rabi
splitting is no longer in resonance with the phonon interaction resulting in reduced
brightness.
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Figure 4.4: Measured photon-number statistics and extrapolated QKD
secure key bits per pulse for LA excitation. Scanning the excitation parameters
while simultaneously measuring (a) brightness B =

∑∞
k=1 pk and (b) single-photon

purity P = 1 − g(2)(0) of the QD emission. The white circle (square) marks the
set of excitation parameters achieving the optimal brightness (purity). From the
photon-number populations {pk}, the secure key bits per pulse (SK) are calculated
for zero distance based on the BB84–QKD protocol without (c) and with two decoy
states (d). For more details on the parameter estimation, see Sec. 4.1.3. The
equipotential lines indicate where the SK has dropped to {99%, 95%, 90%} of
their individual SK maxima. The SK was estimated in the asymptotic limit [136],
SK = ηsif[Q1(1 − H2(e1)) − f(E)QtotH2(etot)], where H2 is the binary Shannon
entropy and ηsif = 1/2. Extrapolation for two-state decoy includes an intensity
modulator loss of 3 dB. Parameters for all plots are: single-photon detection error
ed = 0.02, detection efficiency ηd = 0.86, dark-count probability Y0 = 1.6 · 10−6,
error-correction code inefficiency f = 1.2. The figure is reprinted from [1] under a
CC-BY-4.0 license.

Besides emission efficiency, the single-photon purity of the quantum-light source
is crucial to the performance of cryptographic protocols [45]. Therefore, we analyze
the purity P , depicted in Fig. 4.4 (b), for the same parameter range as the brightness.
We identify a broad region of high purity at similar detunings but shifted towards
lower powers. At large detunings, the purity degrades because the exciton state
preparation via LA phonons becomes less efficient (evident by the low brightness in
the same area of Fig. 4.4 (a)) and spurious contributions to the emission, including
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neighboring QDs or a quasi-continuum of transitions, are no longer negligible.
Considering a perfect two-level system, Ref. [95] predicts an enhanced purity for
increasing excitation field strength because the phonon-induced level inversion is
delayed until the end of the pulse. As a consequence, the chance of a reexcitation
event during the same pulse, as it is known for resonant pumping [97, 264], would be
reduced. In our experiment, however, this process competes with, and is eventually
out-weighed by, the aforementioned unintended emission decreasing the purity at
high powers significantly.

Interestingly, our experimental findings imply the absence of a trivial set
of optimal parameters (simultaneously maximizing brightness and single-photon
purity), which confirms some of the complex behaviours predicted in previous
theory works [45, 95]. Instead, a careful tuning of the excitation parameters is
required for each quantum-cryptographic application. Depending on the desired
security of merit, the correct weighting of the photon-number populations {pk} used
for the optimization [45] must be defined. At the same time, fluctuations in the
excitation parameters produce only small changes in photon-number populations.
Furthermore, optimal brightness and near-optimal purity are achieved for a pump
pulse detuned by ≈1.5 nm from the QD transition that can be readily separated
from the single-photon emission using efficient, off-the-shelf spectral filters. This
simplifies source operation and optimizes brightness by removing the need for a
cross-polarization setup, further underlining the practicality of LA excitation for
network applications [32, 35, 344–348, 350–353, 371].

We now experimentally show how to perform the excitation parameter opti-
mization for the example of QKD, arguably the best-known primitive in quantum
communication. QKD allows two parties to establish a secret key over an eaves-
dropped channel [30, 35]. In that sense, the most natural figure of merit is the
number of secure bits communicated per round of the protocol. This quantity can
be computed from two experimental parameters: the total gain Qtot, corresponding
to the probability of detecting at least one photon from a given pulse sent by
Alice, and the total error rate etot, indicating the fraction of states for which the
wrong (polarization) detector clicks. Naturally, only the error-free single photon
states contribute positively to the secure key, while the multiphoton contribution
pm leaks significant amounts of information. Starting from experimental data,
one therefore needs to estimate the values of the single-photon gain Q1 and the
single-photon error rate e1, which are not directly accessible. In Sec. 4.1.3, we infer
these quantities in two ways: first by deriving an upper bound on the multiphoton
emission probability

pm ≤
1−Bg(2)(0)−

√
1− 2Bg(2)(0)

g(2)(0)
(4.2-1)

and second by employing the two-state decoy approach [41, 372]. Compared to
previous work [42], Eq. 4.2-1 gives an explicit expression for pm relying only on the
experimentally accessible B and g(2)(0) and provides additional intuition to Ref.
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[221].

0.5 1.1 1.7
detuning ∆ (meV)

0.6

0.8

1.0

1.2

fi
el

d
st

re
n

g
th

(a
.u

.)

99
% 9

5
%

90%

(a) 50 km

max(SK) = 7.6e-04 bits
pulse

0.5 1.1 1.7

99
% 9

5
%

90%

(b) 90 km

max(SK) = 1.5e-04 bits
pulse

0.5 1.1 1.7

95%

90%

(c) 130 km

max(SK) = 2.6e-05 bits
pulse

0.5 1.1 1.7

(d) 170 km

max(SK) = 8.3e-07 bits
pulse

0 5 10 15 20 25 30 35loss (dB)

0 25 50 75 100 125 150 175 200

distance (km)

1e-06

1e-04

1e-02

se
cu

re
ke

y
(b

it
s

p
er

p
u

ls
e) rate advantage

without decoy
distance advantage

with decoy

0 1 2 3
distance (km)

4e-03

5e-03

6e-03

se
cu

re
ke

y
(b

it
s

p
er

p
u

ls
e)

optimised for 50 km optimised for 90 km optimised for 130 km optimised for 170 km two-state decoy

(a)

(b)

(c)

(d)

(e)

Figure 4.5: Secure key rates of BB84–QKD for varying communication
distances. Secure key bits per pulse for the LA excitation parameter space in a
standard BB84–QKD scenario for increasing channel length {50 km, 90 km, 130 km,
170 km} (a)-(d), where we assumed a fiber attenuation of α = 0.17 dB/km, typical
for the telecom C-band. The white circle (square) marks the set of excitation
parameters achieving the optimal brightness (purity) as shown in Fig. 4.4, whereas
the colored hexagon marks the trade-off between the two, optimizing the SK at
the given distance. The color scale of each map is normalized to its maximum
SK that is noted in the bottom-right corner of each map. (e) Calculating the
SK for each highlighted parameter set from (a)-(d) as a function of transmission
loss demonstrates how the tunability of LA excitation helps to adapt the emission
statistics to the channel. The two-state decoy protocol reduces the SK by a factor
of ∼ 3 at short and medium distances but performs better in the high-loss regime.
The parameters used to calculate the SK are the same as for Fig. 4.4. The figure is
reprinted from [1] under a CC-BY-4.0 license.

Following the parameter estimation, we calculate the attainable secure key bits
per pulse (SK) in the asymptotic regime for standard and decoy-state BB84–QKD
for each set of excitation parameters as shown for zero communication distance
in Fig. 4.4 (c) and (d), respectively. For the decoy protocol, we include a typical
3 dB loss for a high-bandwidth intensity modulator required to produce the decoys.
While the qualitative dependence of the SK is very similar for both protocols,
the performance gap is evident in the absolute values. Decoy states have been
introduced to handle the risk of multiphoton contributions pm, but since these are
inherently small for QDs, introducing the constant loss of the intensity modulator
outweighs the effect of an exact bounding of pm. Furthermore, recalling that
quantum cryptography with off-resonantly or two-photon excited QDs does not
require any modulator for phase scrambling, adding an intensity modulator for
decoy would increase the setup complexity. Comparing Fig. 4.4 finally shows
that for zero distance the brightness (more accurately, p1) dominates the SK map
making a tight bounding of pm even less relevant.
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However, the impact of the multiphoton events on the SK comes into play for
non-zero communication distances making the ideal set of {pk} no longer trivial but
dependent on the channel loss. Computing SK maps at four distances, as depicted
in Fig. 4.5 (a)-(d), visualizes the shift in source requirements. Short-distance
transmissions benefit most from a bright source, whereas high-loss scenarios such
as long-distance communication call for sources with high purity. Fig. 4.5 (e) then
shows how these four ideal parameter sets behave over distances. The difference
in performance underlines the potential of individually adjusting the excitation
conditions with respect to the channel loss. Note that the joint optimization of
{pk} by tuning the pump conditions is possible with resonant or TPE but less
performant.

The maximum distance for which the generation of a secure key is still possible
is of great interest for applications. Since there is no analytical expression, we state
the maximal communication distance as minimal channel transmission ηmin

ch and
find that the approximation

ηmin
ch ≈

Bg(2)(0)

2
+ Y0 , (4.2-2)

where Y0 is the dark-count probability, captures the breakdown of secure key
generation due to multiphoton contributions well under realistic assumptions. Due
to its construction (effectively lower bounding ηmin

ch ), Eq. 4.2-2 always overestimates
the distance by ∼ 30 km (see Sec. 4.3.1). Eq. 4.2-2 also implies that, within the
limits of the approximation, a brighter source reduces the maximum communication
distance. Counter-intuitive at first sight, this is readily explained as the multiphoton
probability pm increases with the source brightness if g(2)(0) is unchanged (see
Eq. 4.2-1). While brighter QDs further improve the SK at short to medium
distances, one must reduce the multiphoton component when communicating over
large distances. For this purpose, simply attenuating the signal before launching it
into the untrusted channel is sufficient [42]. Note how this approach resembles the
mean-photon number optimization used for QKD with WCS [370]. Considering a
detector dark-count probability Y0 = 10−7, single-photon detection error ed = 0.02
and a highly pure source (g(2)(0) = 0.02), our numerical analysis (see Sec. 4.3.1)
identifies the ideal brightness for maximum distance as B ≈ 0.9%. This is well
within range of today’s telecom C-band QD -technology.

Finally, we remark that implementing decoy states could be advantageous in
the long-distance regime even for highly pure single-photon sources such as QDs,
as reflected in Fig. 4.5 (e). However, for low to moderate loss, standard BB84
outperforms the decoy-state protocol.

4.2.3 Discussion
In conclusion, we have investigated the benefits that phonon-assisted excitation

of a telecom C-band QD provides for quantum-secured applications. Besides the
convenient wavelength for communication applications, the InAs QDs provide a
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deep confinement potential, typically spanning over several hundred millielectron
volts. As a consequence, their photon-number statistics are relatively insensitive
to temperature fluctuations [332]. Moreover, the source can be operated at 25K,
which is feasible for a low-cost Stirling cryostat [78].

In addition to the previously simulated low photon-number coherence [45],
the robustness to environmental fluctuations [260] and the efficient single-photon
filtering, we have shown that LA excitation allows to effectively optimize the photon-
number statistics with respect to the desired application. This feature originates
from interaction with the phonon environment and is therefore not common to
resonant excitation schemes but can be exploited by tailoring the LA pumping
conditions. The complex implications of phonon interactions for brightness and
single-photon purity have also been theoretically predicted for idealized systems
[95]. Therefore, our observations can be generalized to other QD-based sources.

As a means of improving the emission statistics independently of the excitation
mechanism, temporal filtering of the signal was proposed [373, 374] but requires
special hardware and comes at the price of additional loss. Moreover, we show in
Sec. 4.3.2.2 that optimizing {pk} using only the LA pump power is as efficient as
temporal filtering with a fast and lossless modulator. Only at very large distances,
temporal filtering performs better since it also reduces the source brightness and
detector dark counts.

However, we note that TPE can simultaneously yield a higher brightness and
purity than achievable for any parameter set using the LA scheme [97]. Nevertheless,
TPE—being a resonant process—is sensitive to environmental fluctuations and
thus less suitable for real-world implementations.

Furthermore, we found that even for quantum light sources with inherently low
multiphoton contribution, decoy states can push the maximum attainable distance
in QKD. Although, in consideration of the low SK at these distances and the
experimental overhead involved, we believe that decoy states are not beneficial for
QD implementations.

Finally, we would like to stress that we optimized the photon-number statistics
in LA excitation with respect to QKD as an example but the process is transferable
to other quantum-secured applications [32, 346–353] and prone to improve their
performance.
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4.3 Complementary material
4.3.1 Photon-number optimization via variable attenuation

In 4.1.3 we inferred all experimental quantities required to calculate the SKR
directly from the estimated photon-number populations {pk}. To include the
variable attenuation, we now model the photon loss first. To this end, we apply

p0(ηatt) = p0 + p1(1− ηatt) + pm(1− ηatt)2
p1(ηatt) = p1ηatt + pm(1− η2att − (1− ηatt)2)
pm(ηatt) = 1− p0(ηatt)− p1(ηatt)

(4.3-1)

where we used p2 ≫ p3 and ηatt is the probability to transmit a photon. Note that
this model is equivalent to a beam splitter with tunable reflectivity. The approach
is similar to the one used in Ref. [42].

With the modified set of {pk}(ηatt), we proceed as before estimating Q1, e1,
Qtot, etot and calculating the SKR. For each communication distance, we optimize
the SKR over ηatt to assess the full potential of a given source. This process
resembles the optimization used to identify the ideal mean-photon number in QKD
with WCS [370]. The results are depicted in Fig. 4.6, where we compare our source
to idealized sources and detection.

For the experimental source parameters, we find that the maximum brightness
is—by coincidence—very close to the point-wise optimized curve. Hence, reducing
the effective brightness (Beff(ηatt) = p0(ηatt) + p1(ηatt) + pm(ηatt)) will reduce the
maximum communication distance and the SKR at short distances. However,
assuming a brighter source, as in Fig. 4.6 (b), the results change drastically and the
benefit of adjusting the attenuation according to the channel loss becomes clear.
The enveloping curve (i.e. point-wise optimized) now features three regions with
successively faster exponential decrease in the SKR. Up to ≈75 km, the best SKR
is achieved without any attenuation, since the SKR is predominantly set by p1.
The next region is shaped by the continuous balancing of p1(ηatt) and pm(ηatt) to
optimize the SKR. Finally, at around 170 km, further attenuation cannot extend
the maximum distance, as the impact of dark counts dominates.

We indicate in Fig. 4.6 (a)-(b) the maximum distance approximation obtained
from Eq. 4.1-10, where the brightness corresponds to the ideal long-distance
brightness. We see that Eq. 4.1-10 overestimates the distance by ≈30 km as
discussed above.

To analyze the impact of distinct experimental parameters on the SKR, we
simulate results for different purities and dark-count probabilities, Y0, while the
brightness is always set to B = 1. Only displaying the attenuation-optimized SKR
for each parameter pair, we see how the position of the first inflection point is
influenced by pm (see Eq. 2.2-20a for fixed B and changing g(2)(0)) whereas the
distance at which the SKR curve drops for the second time is determined by both,
pm(ηatt) and Y0. The two inflection points can readily be associated with different
causes for the SKR to break down. In the first case, the information leakage due
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Figure 4.6: Secure key bits per pulse over distance for variable signal
attenuation. Including a variable attenuator into the sender’s setup can improve
the secure key bits per pulse (SKR) at large distances. (a)-(b) The SKR as a function
of distance is displayed for six effective brightness values, Beff. The thick, black line
represents the attainable SKR for a point-wise optimization of Beff. The dotted
vertical line indicates the approximated maximum distance according to Eq. 4.1-10.
The dark-count probability Y0 = 1.6 · 10−6 and purity of 95.7% correspond to the
experimental data at ideal brightness excitation conditions. For (a) the maximum
brightness B = 2.5% corresponds to the experimental value whereas for (b) an ideal
brightness, B = 100%, is assumed. (c) Point-wise optimized curves for a set of
{g(2)(0), Y0} highlighting the different influences on the SKR. The parameters for
all plots are: single-photon detection error ed = 0.02, detection efficiency ηd = 0.86,
error-correction code inefficiency f = 1.2, fiber attenuation α = 0.17 dB/km. The
figure is reprinted from the Supplementary Material of [1] under a CC-BY-4.0 license.

to multiphoton events is too large as to permit the sifting of a secure key from the
raw key, while in the second case, signal clicks are similarly probable as dark-count
clicks, resulting in a high error probability e1.

From the above findings, we conclude that a brighter but similarly pure source,
as already available in the C-band [78], increases the SKR at short and medium
distances but will not allow for reaching greater distances. The purity, on the other
hand, has little effect on the SKR for a short channel but improves the SKR for
medium distances and—in combination with a low dark-count probability—boosts
the maximum attainable communication distance dmax.

4.3.2 Time filtering
In the Sec. 4.2, we showed how tuning the excitation conditions of the LA

scheme changes the photon-number populations {pk} of the QD source. In a similar
way, temporal filtering can be used to manipulate the photon-number statistics and
improve SKRs in QKD [373, 374]. This technique can be implemented irrespective
of the excitation scheme but requires a fast amplitude modulator with sufficient
suppression at the sender’s site. In the following, we compare the two methods
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based on our experimental data.
The idea of a temporal filter is to enhance the single-photon purity of the

source, and at the same time, reduce the dark-count probability at the receiver. In
an experimental realization, the fast amplitude modulator is phase-locked to the
driving laser and transmits only during a gating window defined by its widths τA
and its delay t0 to the reference input. By adjusting t0 such that the gating window
starts just before the probability of a passing photons peaks (i.e. the peak in the
TCSPC measurement), one can vary τA to decide how much of the exponential
decay trace should be transmitted. While reducing the effective brightness, this
technique usually improves the purity by excluding two-photon events caused by
refilling, or by reducing the single-photon contribution from neighbouring QDs.

4.3.2.1 Time filtering via post-selection

In this section, we resort to time filtering by post-processing. We, however,
emphasize that a secure implementation of time filtering necessarily requires a
physical gating of the signal before it is sent through the untrusted channel.
Nonetheless, only investigating the potential advantage of time filtering, post-
processing yields the same results as a physically gated signal stream.

To mimic this gating using post-selection, we consider only events in the auto-
correlation measurement that occur within a post-selection window, g(2)(0)[τA, t0 =
0], where τA is the tuning parameter. When calculating the resulting g(2)(0)
value, we also apply the post-selection window to the n uncorrelated peaks where
t0 = ±nTrep (see Sec. 4.1.2). Furthermore, we compute the corrected brightness as

Bcorrected(τA) = B
Auncorr(τA)

Auncorr(Trep)
(4.3-2)

where Auncorr denotes the average, blinking-corrected area of the uncorrelated
peak. Finally, the receiver could choose to disregard signals occurring outside an
acceptance window τB either by gating the single-photon detectors or by post-
processing. To satisfy the security requirements of the parameter estimation,
τB ⩾ τA must hold. For the following analysis, we set τB = τA and assume the dark
counts to be constant in time (Y0(t) = Y0) such that the time-filtered dark-count
probability reads as

Y0(τA) = Y0
τA
Trep

. (4.3-3)

4.3.2.2 Time filtering for QKD

4.7 (a)-(b) shows the resulting brightness and purity as a function of the window
widths τA and—for comparison—as a function of excitation power. To assess the
impact on a QKD implementation, we compute the SKR over distance and optimize
for the SKR by tuning either τA or the pump power at each step (see Fig. 4.7 (c)).
For simplicity, we restrict the analysis to a fixed detuning ∆λ = 1.5 nm.
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Figure 4.7: Comparing time filtering and pump power tuning for QKD.
Both changing the excitation power or the width of a post-selection window τA
alter the effective photon-number statistics of the QD source. For a laser detuning
of ∆λ = 1.5 nm, we analyze their effects in terms of brightness (a), single-photon
purity (b) and secure key bits per pulse in a BB84–QKD protocol (c). When the
power is chosen as tuning parameter, no time filtering is applied (i.e. τA = 13.16 ns),
whereas the field strength is set to 1 a.u. when varying τA. The parameters for
(c) are: single-photon detection error ed = 0.02, detection efficiency ηd = 0.86,
dark-count probability Y0 = 1.6 · 10−6, error-correction code inefficiency f = 1.2,
fiber attenuation α = 0.17 dB/km. The figure is reprinted from the Supplementary
Material of [1] under a CC-BY-4.0 license.

While both methods perform similarly over short to medium distances, we
find that time filtering improves the rate at large distances. Interestingly, the
enhanced S K at high loss is attributed not to the improvement of purity but to
a reduction of brightness and, even more important, a reduction of dark-count
probability. For the optimal filter window at 200 km, τA = 0.2 ns, the purity is
in fact lower than for power-tuning but the simultaneous decrease of dark counts
to Y0(τA) = 2.4 · 10−8—almost two order of magnitudes lower than unfiltered—
preponderates. As discussed in 4.3.1, the SKR at long distances is ultimately given
by the multiphoton population pm and dark-count probability Y0 where pm is not
just affected by the purity but also the brightness (see Eq. 2.2-20a).

However, we remark that such a short filter window requires a modulator
with > 10GHz bandwidth and would introduce significant loss at all distances.
Alternative routes to decrease Y0 include the technological advancement of SNSPDs
in the long run and—already feasible today—the optimization of their biasing.
Reducing the bias current (or voltage, depending on the model) of the SNSPDs
affects the detection efficiency but will also lower the dark-count probability. This
approach is especially appealing for long-distance communication and can be
employed in combination with the power and detuning optimization of photon-
number statistics in LA excitation.





5
Asymmetric two-photon response of an

incoherently driven quantum emitter

This chapter presents the paper “Asymmetric two-photon response of an in-
coherently excited quantum emitter” [2] and contextualizes the work in light of
this thesis. After diving deeply into phonon-assisted excitation and discovering the
subtleties the scheme encompasses, some questions remained unanswered, which
eventually sparked this project. At that time, I was working simultaneously with
Lena Hansen on unveiling the temporal distribution of the multiphoton component
of a resonantly excited QD—mostly as a tool to distinguish consecutive from genuine
two-photon emission [338]. These efforts motivated me to consider more complex
temporal analysis methods and how they might yield additional insights into the
underlying physical processes. Influenced by the seminal works on re-excitation
using RF [96, 97, 267] and my previous study of the dressed-state picture for [1], I
expected qualitative differences when using phonon-assisted driving. Out of curiosity
and anticipating benefits in single-photon applications, I decided to explore these
effects experimentally.

My contribution: The research plan and project goals were conceived and
developed by myself. While the original QD excitation and collection setup used
in Chapter 4 required only recalibration for the new QD sample and some minor
modifications for the laser pulse preparation, I had to design and build the analysis
setup for the temporal and spectral correlation measurements. I collected the experi-
mental data, with participation of Thomas W. Sandø, and processed it with input
from Lena M. Hansen and Patrik I. Sund.

Large parts of the work presented in this chapter are accessible online [2] under a
Creative Commons Attribution (CC BY 4.0) license. The manuscript is currently
under peer review.

In the paper entitled “Asymmetric two-photon response of an incoherently
excited quantum emitter”, the re-excitation phenomenon (see Sec. 2.2.4.3) is
explored for the first time using an off-resonant driving scheme. Almost a decade
after the early works on re-excitation [96, 97, 267], the idea behind this project
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is twofold: first, to experimentally demonstrate the strict temporal ordering of
the two-photon emission and the spectro-temporal correlations manifesting in the
spectral profiles and widths for each of the photons. These signatures are expected
to be common to all excitation methods. On the other hand, some properties
of re-excitation, including its probability or additional spectral shifts, should be
affected by the optical driving scheme. Hence, the second goal of the project is to
reveal qualitative differences in the two-photon response when using off-resonant
pumping rather than RF.

Choosing LA phonon-assisted excitation is both practical, given our experience
with the scheme, and scientifically motivated. From an application point of view,
the method offers compelling advantages, especially for quantum cryptography as
extensively discussed in the previous chapter. From a more fundamental perspective,
a dynamic treatment of the dressed-state picture suggests that if an incoherent
photon is emitted during the interaction with the laser pulse, its wavelength is
redshifted. Since in a re-excitation event the early photon must be generated
during the emitter’s interaction with the laser pulse, it will be spectrally offset
from the unperturbed QD emission line. This shift greatly facilitates suppression
of the multiphoton component associated with the re-excitation signal via spectral
filtering. Importantly, such a shift is not expected for RF, so LA excitation might
offer another significant advantage for applications.

Since cavity designs have advanced considerably in recent years—achieving
high Purcell factors and decay times as low as 25 ps [257, 296, 312]—the challenge
posed by multiphoton emission through re-excitation is increasingly pressing for
applications of QDs as SPSs since the spectral bandwidth of ever shorter laser
pulses causes practical limitations for the laser suppression.

The following section (Sec. 5.1) provides information on the experimental setup
and techniques to facilitate the reading of the original manuscript’s reprint in
Sec. 5.2. Additional measurements presented in Sec. 5.3 support these results and
grant further insights into the process’s dynamics.

5.1 Methods
The basic concepts necessary to follow the findings presented here are introduced

in the Preliminaries: the dressed-state model in Sec. 2.2.3 and on its basis, pulsed LA
phonon-assisted excitation in Sec. 2.2.4.2 in the limit of short pulses1. Sec. 2.2.4.3
elucidates the re-excitation phenomenon.

In addition, Sec. 3.2 provides a comprehensive introduction to analyzing tem-
poral correlations. In the following, the experimental setup is detailed (Sec. 5.1.1)
and the specific temporal and spectral measurements are explained (Sec. 5.1.2).

1Please note the slightly different notation for the dressed states. The upper (lower) dressed
denoted as |φG, N⟩ (|φX , N⟩) in Sec. 2.2.3 is here referred to as |α,N⟩ (|β,N⟩).
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5.1.1 Experimental setup
For this study, the core setup shown in Fig. 3.2 is extended by a tunable

bandpass filter after the pulse shaper to further reduce the laser bandwidth and
consequently elongate the pulses. No other modification to the free-space excitation
and collection setup is necessary. The VBG separating the QD emission from
broadband background contributions has a FWHM of 120(1)GHz, and its central
frequency is redshifted by≈ 40GHz with respect to the undisturbed QD line at ω0 to
accommodate the full spectral response expected from phonon-assisted re-excitation.
The QD used for this study is embedded in a CBG cavity (FWHM≈1250GHz),
which increases the emission rate of the trion line with a Purcell factor of 4.3(0.8)
[80] resulting in a decay time of 465(1) ps. Further sample details in Sec. 3.1.1.
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Figure 5.1: Experimental setup including QD excitation and analysis
stage. A schematic representation of the main building blocks of the experimental
setup, such as the pulsed excitation laser, pulse shaper, tuneable bandwidth filter,
excitation of the QD sample, filtering of the QD transition line, and the analysis
stage. Solid (dashed) red lines indicate the path of the laser beam (QD emission).
polarizing beam-splitter (PBS): polarizing beam splitter, BS: beam splitter,SNSPD:
superconducting nanowire single-photon detector. The figure is reprinted from [2]
with permission under CC BY 4.0 license.

The analysis setup supports two types of correlation measurements: either the
optical signals in both channels are identical (HBT) configuration (optionally using
a narrow-band etalon with FWHM= 6.0(3)GHz before the BS), or one channel
undergoes an adjustable frequency filtering, while the second channel serves as
a herald (see Sec. 5.1.2). The frequency filtering is realized using two etalons
(free spectral range (FSR): 125(1)GHz and 292(1)GHz; FWHM: 5.5(3)GHz and
16.4(3)GHz), each mounted on a closed-loop piezomotor-controlled rotation stage
(attocube ECR5050hs/Al/RT) to scan their central frequency jointly. The cascaded
arrangement of two etalons with non-integer-divisible FSRs greatly suppresses
spectral components outside the overlapped frequency peak. The transmission peak
of the joint transfer function has a FWHM of 5.3(3)GHz. The overall frequency
repeatability of the analysis setup is in the few MHz range, as estimated from the
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piezo stage’s angle repeatability and the etalons’ angle tunability. The complete
setup is depicted in Fig. 5.1.

5.1.2 Temporal & spectral two-photon measurements
To uncover the temporal and spectral structure of the two-photon response,

several measurements are employed. Some provide information about the joint
signature, while others can distinguish which detection event was caused by a 1st

photon and which by a 2nd photon2, while ideally preserving spectral information.
The first measurement aims for the highest temporal resolution, and therefore

foregoes any spectral filtering. As outlined in Sec. 3.2.2, an HBT setup augmented
by a reference clock channel may be used to measure the individual arrival-
time distribution of the 1st and the 2nd photon. Due to the inevitable timing
uncertainties of the measurement apparatus, this analysis introduces a systematic
assignment error that depends on the time scales in the experiment; specifically,
the laser pulse duration ∆tL, the decay time τ , and the SRF measured as the
correlation between the two optical channels. However, for the parameter set used
in the experiment, this error is estimated to be smaller than 1% (see Supplementary
Note 4 of [2]).
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Figure 5.2: Schematic spectro-temporal analysis setup. A schematic repre-
sentation of the logic configurations used to extract the various spectra from the
same data set. The physical setup for implementing the frequency sweep on channel
1 is shown in more detail in Fig. 5.1. (a) Channel 2 is unused; simply, all clicks
registered on channel 1 are accepted. This configuration mimics the operation of a
normal spectrometer. (b) Postselecting events that showed a photon in channel 2
arriving within the coincidence window Tcoinc = 3ns. This configuration yields the
two-photon spectrum as all single-photon events are discarded. Because it is equally
likely that the 1st photon is frequency filtered while the 2nd photon acts as the herald
or vice versa, the measurement is balanced. (c) Accepting the photon on detector 2
only as a heralding event if it registered “late” ensures with high probability that
the event is caused by a 2nd photon. Hence, a click on the frequency-filtered channel
1 within the coincidence window indicates a 1st photon.

Adding a narrow spectral filter in front of the HBT BS blurs the timing infor-

2A reminder to the notation introduced in Sec. 3.2.2: referring to a 1st or 2nd photon not only
describes the temporal order but also implicitly states that both were generated in response to a
single laser pulse as indicated through a coincidence with sufficiently small coincidence window.
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mation but allows to measure the probability that two photons close to ω0 (within
the filter width) were emitted within one repetition period. This arrangement
is used to demonstrate that filtering removes the re-excitation contribution for
phonon-assisted driving almost entirely (see below Fig. 5.6).

Turning to the frequency-resolved measurements, Fig. 5.2 illustrates the three
analysis techniques used in the paper to infer the different spectral profiles from
one measurement. The adjustable frequency filter is scanned stepwise over the
relevant wavelength range, and at each point, the raw time tags are recorded for
a fixed integration time. In all cases, the spectrum is recovered by plotting the
number of accepted events against the filter’s central frequency. Which type of
postselection (using channel 2) achieves which spectral subset is explained in the
following.

Unheralded spectrum Ignoring all events registered in channel 2 and simply
recording the count rates of channel 1 for each filter angle recovers the spectrum as
it would be measured on a standard spectrometer (Fig. 5.2a).

Two-photon spectrum By defining a coincidence window Tcoinc and accepting
only clicks on channel 1 whenever a photon was also detected on channel 2, the
measurement postselects two-photon events (Fig. 5.2b). Assuming the re-excitation
contribution dominates the multiphoton probability, this measurement reveals the
spectral two-photon signature of re-excitation. A coincidence is equally likely to
be caused by a 1st or 2nd photon being registered in the frequency-filter channel,
while the other one serves as a herald in channel 2. Therefore, the spectral weight
of the 1st and 2nd photon is balanced for this measurement.

1st photon spectrum Capturing the spectrum of only one of the two pho-
tons requires additional postselection. However, the narrowband scanning filter
significantly broadens the arrival-time distribution recorded in channel 1. For
our parameters, the exponential broadening is much smaller than the coincidence
window Tcoinc, but it is on the order of the laser pulse width, which makes the
timing too unreliable for determining which photon was emitted first. Therefore,
information from channel 1 is used only to determine coincidences, not to evaluate
temporal ordering. Instead, the unaffected, high-precision time tags of channel 2
are gated based on the reference clock, discarding all clicks occurring before time
tG

3. The gating ensures with high probability that only events originating from
a 2nd photon are accepted in channel 2. These prefiltered clicks representing 2nd

photons are then used to indicate coincidences with channel 1. Consequently, these
detections in channel 1 must originate from spectrally filtered 1st photons (assuming

3In the experiment, tG is chosen such that the probability of detecting a 1st instead of a
2nd photon in channel 2 is ≈ 2.5%. These estimates are based on the arrival-time distributions
measured separately for the same laser parameter.
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negligible other multiphoton contributions), and the frequency scan recovers its
spectrum.

Since the method discards all early 2nd photons, the accepted coincidences
represent only a subset of all two-photon events. Hence, the method implicitly
assumes that the spectral profile of the 1st photon is unaffected by the emission
time of the 2nd photon.
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5.2 Manuscript reprint
Quantum emitters promise to emit exactly one photon with high probability

when pumped by a laser pulse. However, even in ideal systems, re-excitation during
a laser pulse causes the consecutive emission of two photons, thereby limiting single-
photon purity. Although the probability and properties of re-excitation are largely
determined by the optical excitation method, until now only resonant driving has
been studied. Here, we demonstrate qualitative differences in the process arising
from phonon-assisted excitation—a scheme standing out for its robustness and
straightforward spectral suppression of scattered laser light while preserving highly
indistinguishable emission. In contrast to previous studies under resonant driving,
we measure not only the g(2)(0) as a function of pulse length but also resolve the
distinct temporal and spectral shape of each of the photons, report an asymmetric
two-photon spectrum and uncover correlations between the emission time and
wavelength, which are unique to phonon-assisted pumping. On the fundamental
level, we show that the spectrum arising from re-excitation provides direct access
to the Rabi frequency of an incoherently driven quantum dot. On the application
side, we use the asymmetric spectral response to selectively suppress multiphoton
noise from re-excitation, ensuring a high single-photon purity regardless of the laser
pulse length and thus enhancing implementations across quantum cryptography
and quantum computing.

5.2.1 Introduction
Studying the rich physics of light–matter interaction not only provides valuable

insights into fundamental quantum processes but also inspires the design of appli-
cations that benefit from these processes. Among the variety of quantum emitters
that allow such studies, quantum dots (QDs) have proven to be a powerful platform
for foundational experiments in quantum optics [63–65, 338] and applications in
both quantum communication [44, 46, 73, 76, 176] and computing [58, 60, 72,
375], thanks to simultaneously high single-photon efficiencies [55], low multiphoton
contribution [97, 187] and highly indistinguishable emission [56, 218]. A large part
of the success stems from the high level of control gained by embedding these
artificial atoms into a semiconductor host structure, which allows the integration of
photonic cavities to improve collection efficiencies and provide Purcell enhancement,
as well as electrical diodes [376, 377] to stabilize the charge environment and tune
the emission wavelength. However, the benefits of stable semiconductor integration
also come with a coupling to the surrounding environment—most notably to charge
noise, spin reservoirs, and the phonon bath. When unmanaged, such interactions
can impair the properties of the emitter, as evidenced by damped Rabi oscillations
[253], diminished photon indistinguishability [378, 379], or reduced spin coherence
times [380, 381]. Yet, when understood and used to our advantage, these very
interactions also offer opportunities, including spin refocussing [88], control over
the charge state [377], or phonon-mediated schemes to incoherently excite the QD
[217].
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dC

Figure 5.3: Schematic time series of a re-excitation event. Modelling the QD
as a two-level system, the re-excitation process from a single laser pulse is described
using a representative quantum trajectory, broken down into four distinct events.
(a) Early during the pulse interaction with the laser pulse, the QD is excited and
(b) decays shortly after, emitting a 1st single photon (red arrow). (c) Towards the
end of the interaction with the laser pulse, the QD is excited a second time. (d)
The laser pulse and the 1st photon have passed, when the QD spontaneously decays
again and emits the 2nd photon (blue arrow). Thus, the 1st and 2nd photon are
emitted consecutively in a strict time-ordered manner. The figure is reprinted from
[2] under a CC-BY-4.0 license.

In recent years, longitudinal acoustic (LA) phonon-assisted pumping [234] has
attracted significant interest [1, 45, 256, 330] due to its intrinsic robustness against
laser instabilities [1] and the straightforward suppression of laser background via
spectral filtering. The latter renders LA excitation ideal for generating polarization-
entangled linear cluster states from QDs [57, 256], while applications in quantum
communication additionally benefit from the phase randomization required in many
cryptographic protocols and provided by the coupling to the phonon bath [45].

As a result of continuous improvements in QD fabrication, fundamental challenges—
rather than technical imperfections—are now beginning to limit the achievable
performance [174, 280]. Among these, the impact of re-excitation, where a single
laser pulse may induce the emission of multiple photons, is particularly severe as it
compromises the single-photon purity of the source. In resonantly driven two-level
systems, the re-excitation probability scales proportionally to the laser pulse length
and the radiative decay rate [97]. However, except for initial theoretical work that
focussed on adiabatic undressing [95], the phenomenon is largely unexplored for
phonon-assisted pumping. At the same time, a comprehensive understanding of
the re-excitation dynamics is becoming increasingly important as recent cavity
designs yield Purcell factors exceeding 25 [257], leading to emitter decay times
< 30 ps. While the accelerated decay improves the photon indistinguishability and
supports faster clock rates, it also increases the multiphoton emission caused by
re-excitation.

Here, we present experimental results exploring both the temporal and spectral
signatures of the re-excitation process under LA phonon-assisted pumping. We
individually resolve the time and frequency modes of the first and second emitted
photon and reveal significant differences compared to the resonant counterpart.
Importantly, we observe a spectral shift for the first photon that is unique to phonon-
assisted driving and can be interpreted as dynamic Stark tuning caused by the
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Figure 5.4: Re-excitation under phonon-assisted driving. (a) For one exem-
plary quantum trajectory, the re-excitation process under LA driving is schematically
depicted in the energy diagram of the dynamical dressed states reduced to three
manifolds of the laser field. The laser pulse is shown in gray. The emission of a
first phonon sets the system into the lower dressed state |β,N⟩ and, shortly after,
but when the system is still dressed, a 1st photon is emitted at ω1 by decaying
into |α,N − 1⟩. Thereafter, another phonon emission brings the system into the
lower dressed state of this manifold (|β,N − 1⟩) which is adiabatically transformed
into the exciton state once the laser pulse exits. The emission of a 2nd photon
at ω2 completes the process. The phonon coupling efficiency is governed by the
phonon spectral density evaluated at the instantaneous Rabi frequency [263]. (b)
Time-histogram of the 1st and 2nd photon showing the different temporal shapes.
The laser pulse in gray is displayed for time reference. Inset: schematic detection
setup in HBT configuration, additionally equipped with the electronic laser clock
for advanced correlations. The scanning etalons indicated with dashed lines are only
used for the spectrally resolved measurements. The figure is reprinted from [2] under
a CC-BY-4.0 license.

excitation laser. The shift allows us to assess the Rabi frequency of an incoherently
driven QD. Moreover, we demonstrate how these Stark-induced time-frequency
correlations can be exploited to limit the multiphoton contribution irrespective of
the laser pulse length only using spectral filtering.

5.2.2 Results
Re-excitation under phonon-assisted driving
The re-excitation process is conceptually explained in Fig. 5.3 for one exemplary
quantum trajectory. Independent of the pumping scheme, when driving the QD
with a short laser pulse, there is a chance that it is excited early during the
interaction (a) and quickly decays by emitting a 1st photon (b) such that the QD
can be excited again by the same pulse (c) and emit a 2nd photon at a later time
(d). The causality of the process requires that whenever two photons were created
from one laser pulse, the 1st photon must have been emitted while the pulse was
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still interacting with the QD (by referring to the 1st or 2nd photon, we imply that
indeed two photons were detected). Following this reasoning, temporal filtering has
been proposed to restore a high single-photon purity [220, 374] but is limited to
post-selection, because the fast time scales are infeasible for current electro-optic
modulators.

To understand re-excitation in the phonon-assisted scheme, we briefly recall the
dressed-state picture, where the QD is treated as a two-level system with transition
frequency ω0, and the laser frequency ωL is detuned by δωL = ωL − ω0 (here, we
limit ourselves to δωL > 0). The interaction of the QD with the external laser
field is captured by a light–matter Hamiltonian in the rotating frame, which gives
rise to a new set of eigenstates, the so-called dressed states |α,N⟩ and |β,N⟩,
where N denotes the number of laser photons [382]. At the beginning of the
pulse, the ground state coincides with |α,N⟩ but as the laser field increases, it
admixes an excitonic (ground state) component to |α,N⟩ (|β,N⟩), and thereby
activates phonon interactions between the dressed states [235]. When the level
splitting of the dressed states—determined by the effective Rabi frequency Ωeff(t) =√

Ω2(t) + δω2
L—matches the spectral phonon density, |β,N⟩ can be efficiently

populated through phonon emission [234]. As the laser pulse exits the system,
|β,N⟩ is adiabatically transformed back to the exciton state, which completes
population inversion. Recombination at a later time then produces a single photon
at ω0 [235]. However, if a photon is emitted while the laser pulse is still present,
we must consider the transition |β,N⟩ → |α,N − 1⟩ in the dressed-state picture.

The complete LA re-excitation process is schematically outlined in Fig. 5.4a and
we note two major differences compared to previously studied resonant systems.
First, the excitation requires not only the absorption of a laser photon but also
the emission of a phonon, which (depending on the phonon decay rate) might
delay the excitation and thereby lower the re-excitation probability. Second, the
eigenenergies of |α⟩ and |β⟩ change antisymmetrically with the instantaneous laser
field strength, such that the transition frequency inherits the time dependence of
the driving pulse

ωQD(t) = ωL − Ωeff(t) . (5.2-1)

This time-varying frequency shift is reminiscent of the dynamic Stark effect [383],
where a laser pulse alters the energy structure of a few-level system. However,
whereas in previous works the Stark shift was deliberately induced using a secondary
pump laser [383–385], in the LA scheme the excitation laser itself causes a redshift
of the QD emission.

Temporal and spectral signatures of re-excitation

In the experiment, we use an epitaxially grown In(Ga)As QD emitting in the
telecom C-band, which is embedded in a circular Bragg grating cavity with wide-
band enhancement and excited using a blue-detuned laser with adjustable pulse
length. The QD transition is attributed to a charged exciton with a lifetime of
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Figure 5.5: Re-excitation spectrum for varying pump power. A scanning
frequency filter (∆ωf/2π = 5.3(3)GHz is used to measure the QD spectrum based on
different gating logics. Unheralded: no gating, all events detected on the spectrally
filtered channel. Two-photon: all events on the spectrally filtered channel coinciding
with a heralding photon within ∆τc = 3ns. 1st photon: the heralding event is
used only if it is registered > 350 ps after the laser clock. The laser pulse length is
∆tL = 80(1) ps. The displayed data is broadened by the transfer function of the
frequency filter. (a) The laser power is set to 185 nW and individual data points
have been omitted for visual clarity. (b) The laser power is varied (see color bar),
and the two-photon spectrum (as above) is measured. The spectral position of
the side peak is marked for every power and used to calculate the Rabi frequency
according to Eq. 5.2-2, which is shown in the inset as a function of the laser field.
The figure is reprinted from [2] under a CC-BY-4.0 license.
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τQD = 465(1) ps, indicating a Purcell factor of 4.3(8) [80]. More details on the
sample and laser preparation can be found in the Methods.

Starting with the temporal analysis of the re-excitation signal, we excite the
QD with 80(1) ps long Gaussian laser pulses, suppress the scattered laser, and
isolate the QD line from broadband background noise. The emission is detected
in a HBT configuration and correlated with the laser clock (see inset Fig. 5.4b).
Instead of performing a standard second-order autocorrelation g(2)(τ), we check for
coincidences between the two optical channels and record the timestamp of the early
and late clicks for each coincidence. Sorting this way, we separate events caused by
1st photons from those caused by 2nd photons, allowing us to resolve the dynamics
of the two-photon emission individually. The resulting histograms, displayed in
Fig. 5.4b, represent the temporal shape of the 1st and 2nd photon and thus provide
the first direct experimental confirmation of the temporal ordering associated
with the re-excitation process. Since the 1st photon must be emitted when the
laser is still present, its temporal profile strongly resembles that of the laser. The
2nd photon, on the other hand, can be emitted during the full lifetime, which
leads to the Gaussian-broadened exponential decay expected from spontaneous
emission. Even though the probability distributions overlap in time, two photons
originating from a single laser pulse are always emitted into orthogonal time modes
(see Supplementary Information), and only averaging over many repetitions induces
the statistical overlap.

Turning to the spectral analysis, we employ a tunable filter that enables us
to frequency-resolve either the overall emission or, in a heralded manner, the
two-photon signal (see inset Fig. 5.4b and Sec. 5.1). Recording the count rate of the
filtered path while scanning the filter frequency reconstructs the spectrum averaged
over all photons, whereas using the second detector as a herald post-selects on
two-photon events, effectively measuring the two-photon spectrum (see Fig. 5.5a).
The unheralded data features a prominent peak at ω0 representing undisturbed
single-photon emission. However, because of the length of the laser pulses, the
re-excitation effect is already noticeable without any heralding and shows itself
in the broad shoulder on the low-frequency side, which we attribute to the 1st

photon. In the heralded configuration, where the spectra of the 1st and 2nd photon
contribute equally, the shoulder then becomes a second but broader peak. To
further support the assertion of the low-frequency peak to the 1st photon, we refine
the gating logic and ignore all heralding events occurring before t = 350 ps (compare
Fig. 5.4b), that is, all photons emitted within the laser pulse duration. Counting
coincidences in this way ensures that the photon in the filtered path must have
been the 1st photon. The resulting spectrum overlaps perfectly with the broad
side peak observed in the two-photon spectrum (see Fig. 5.5a). The increased
bandwidth of the 1st photon is a consequence of its narrower temporal shape (recall
Fig. 5.4b) and is also predicted for resonant driving [96]. The shift from the natural
frequency ω0, on the other hand, is a signature of the transition between the dressed
states |β,N⟩ and |α,N − 1⟩ and is unique to re-excitation under phonon-assisted
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pumping. Note that the cavity’s influence on these measurements is minimal, since
its mode is much wider than the observed frequency shift.

Measuring the Rabi frequency for incoherent excitation
Following Eq. 5.2-1, we can express the maximum frequency shift as δωmax =

δωL −
√

Ω2
0 + δω2

L. As expected from the dynamic Stark effect, the shift increases

for stronger laser–QD interactions, that is, larger external fields or less detuning.
Rearranging the equation as

Ω0 =
√
δωmax(δωmax − 2δωL) (5.2-2)

yields a remarkable result: we can infer the Rabi frequency—fundamental to
coherent light–matter interaction in two-level systems—from an incoherent process.
Instead of relying on Rabi rotations or coherent two-photon scattering (the origin
of the Mollow-triplet [224]), here we exploit the signatures of the phonon-assisted
re-excitation spectrum.

To experimentally verify these findings, we measure the two-photon spectrum
for increasing laser power. Our results, presented in Fig. 5.5b, clearly demonstrate
that the redshift of the 1st photon intensifies with power, while the spectral position
of the 2nd photon is unchanged. In the parameter regime studied here, and in
agreement with the dressed-state model, the shift increases approximately linearly
with the external laser field. Extracting Ω0 from the induced redshift according to
Eq. 5.2-2 and plotting it against the applied laser field shows an excellent linear
trend (see inset Fig. 5.5b), confirming our understanding of the process. Note that
coherent two-photon scattering, as recently shown also for pulsed excitation [336,
337], would produce a similar, but importantly, symmetric spectral response. And
although both processes could coexist, we show in the Supplementary Information
that for the used laser parameters, efficient phonon coupling is ensured and the
incoherent process dominates.

Lastly, we stress that the spectral overlap of the two photons reduces with
increasing laser power. This is particularly helpful when frequency filtering the QD
emission to reduce the multiphoton contribution, a method we introduce in the
next section.

Restoring high single-photon purities
Recalling that for applications of QDs as SPSs the presence of an additional 1st

photon diminishes the single-photon purity, we now leverage the strong spectro-
temporal correlations found in Fig. 5.5 to our advantage. Using a frequency filter
slightly wider than the spontaneous emission line at ω0, we expect to greatly
suppress the 1st photon. To ensure that we do not simply reduce the multiphoton
noise caused by other spectrally distinct processes (such as neighboring QDs),
we vary the laser pulse length across an order of magnitude while maintaining a
constant laser power of 185 nW. In this way, we tune the re-excitation probability
but leave other processes unaffected.
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Figure 5.6: Reducing the multiphoton contribution by frequency filtering.
For a constant laser power of 185 nW, the pulse length is varied and the second-order
autocorrelation g(2)(τ) is measured for each step. (a) The zoomed-in central peak
of the coincidence counts normalized to Poissonian level is shown as a function of
the delay τ for a 120(1)GHz VBG filter (left panel) and a 6.0(3)GHz etalon (right
panel). (b) The g(2)(0) is evaluated by dividing the area of the correlated peak by
that of the averaged uncorrelated peaks. The error bars are derived from Poissonian
statistics and are too small to be visible. The uncertainty in laser pulse length
arises from the deconvolution with the system response function of 26(1) ps (see
Sec. 5.1). The linear fit g(2)(0,∆tL) = A ·∆tL/τQD yields A120GHz = 0.72 ± 0.01
and A6GHz = 0.03±0.01. The figure is reprinted from [2] under a CC-BY-4.0 license.

Fig. 5.6a compares the zoomed-in, correlated peaks around τ = 0 of a standard
g(2)(τ) for various pulse lengths. The QD signal shown in the left panel is only
isolated from broadband background, but for the measurements displayed in
the right panel a 6.0(3)GHz etalon centered on ω0 is added. Unfiltered, the
multiphoton probability clearly increases for longer pulses and the g(2)(τ) also
features the characteristic re-excitation dip at τ = 0. The depth is limited by
the system response function of the detection stage (see Sec. 5.1). On the other
hand, the filtered emission exhibits a drastically reduced multiphoton response and,
importantly, is independent of the laser pulse length. Only for the longest pulse, a
slight increase is notable. Since we maintain a constant laser power throughout the
scan, the effective Rabi frequency decreases for longer pulses as Ωeff ∝ 1/

√
∆tL,

which results in a smaller redshift of the 1st photon and therefore in a larger
spectral overlap with the spontaneous emission line. Interestingly, we also observe a
(significantly wider) dip in the g(2)(τ) for the filtered signal, which could be caused
by charge-carrier refilling [190] or some residual transmission of the 1st photon.
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This attribution is supported by time-resolved measurements (see Supplementary
Information), which show that 1st photons transmitted through the etalon are
emitted at the very beginning of the laser pulse (when the dynamic frequency shift
is still small), resulting in a larger delay between the 1st and 2nd photon.

The quantitative comparison of the unfiltered and filtered multiphoton proba-
bility, displayed in Fig. 5.6b, demonstrates the stark difference in g(2)(0) when the
laser pulse length is tuned. The multiphoton component for the filtered emission
is virtually unaffected for all pulse durations studied here, reaching more than
1/6 of the QD decay time. On the other hand, the g(2)(0) of the unfiltered signal
increases linearly with ∆tL, indicating that re-excitation dominates the multiphoton
probability, which is in good agreement with work on resonantly driven two-level
systems [97].

Finally, we note that the multiphoton response related to re-excitation scales
with ∆tL/τQD, whereas the efficiency of the proposed filtering method depends on
the frequency shift of the 1st photon, which increases for shorter pulses (see above).
Consequently, the filtering of multiphoton noise becomes more effective, benefiting
sources with fast decay times in particular.

5.2.3 Discussion
We have presented an experimental study that provides nuanced understanding

of the re-excitation dynamics and, at the same time, constitutes the first work
on the phenomenon under phonon-assisted driving. In addition to verifying the
strict temporal ordering of the emission predicted by theory [96], we find strong
spectro-temporal correlations for the 1st emitted photon, which are induced by the
dynamic Stark effect and lead to an asymmetric two-photon spectrum unique to
phonon-assisted pumping. The implications of our results are both fundamental
and practical. We have shown that the Rabi frequency of an incoherently driven
QD can be extracted from the re-excitation spectrum, and on the application side,
we have demonstrated how the spectral distinguishability of the two photons can
be leveraged to efficiently remove multiphoton noise.

As advances in high-Purcell cavities continue to reduce QD lifetimes, managing
the re-excitation signal with conventional methods becomes increasingly challeng-
ing, and the frequency filtering introduced here offers a compelling new approach.
In applications, the laser pulses are significantly shorter than those used in this
fundamental study, inducing a larger spectral shift, which allows for higher trans-
mission without compromising the single-photon purity. Moreover, our findings
reveal an additional intrinsic advantage of phonon-assisted driving when used with
narrow-band cavities. During the laser–QD interaction, the dynamic frequency
shift detunes the QD transition from the cavity mode, effectively canceling the
Purcell enhancement. This mechanism delays photon emission until the laser pulse
subsides and greatly suppresses re-excitation.

We have shown that a deeper understanding of phonon-assisted excitation offers
unique advantages for applications; however, other key aspects of the QD–phonon
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interactions are yet to be explored. In particular, the impact of the phonon spectral
density, which could be tailored [386] using phononic cavities, presents a promising
research direction that can create new opportunities in quantum communication
and photonic quantum computing.
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5.3 Complementary material
To further support the findings and interpretations presented in Sec. 5.2, ad-

ditional measurements for other, both positive and negative, laser–QD detunings
are presented and explained in Sec. 5.3.1. The time-varying emission wavelength
throughout the QD’s interaction with the laser pulse is investigated more deeply in
Sec. 5.3.2 by analyzing the frequency-filtered TCPC signals.

The results and their explanations are reprinted with minor modifications from
Supplementary Notes 3 and 4 of the original publication [2].

5.3.1 Laser–QD detuning variations
As discussed in Sec. 5.2, other signatures of dynamically dressed states were

recently observed [336, 337]. These experimental findings represent the extension
of the well-known Mollow-triplet [224] into the regime of pulsed driving and bear
some similarity to the spectra presented here. However, the underlying processes
are fundamentally different.

As explained in 2.2.3, there are four optical transitions between any two
manifolds of laser-dressed states, all of which are allowed by optical selection rules
[222]. Two of them are degenerate and match the frequency of the driving laser, the
other two appear at ωL ± Ωeff(t) and are energetically only allowed for a phonon-
photon or photon-photon transition. In a coherent process, the photons must
appear in pairs of a low- and high-frequency photon (thus obeying the conservation
of energy) and are the result of two-photon scattering from the laser field. In the
absence of an asymmetric cavity or for a sufficiently large cavity mode, this leads
to a symmetric spectral response.

On the other hand, incoherent interactions involving the phononic environment
also facilitate single-photon transitions at those frequencies (more accurately, single-
phonon single-photon transitions). However, depending on the sign of the laser–QD
detuning δωL > 0 (δωL < 0), the emission (absorption) of a phonon is required,
and therefore only one of the transitions is efficiently supported.

In Fig. 5.7, we present the spectra obtained from our QD, where the laser is
either blue- or red-detuned and its power is scanned. The scattered laser is filtered
with a VBG. For δωL/2π = 131GHz (Fig. 5.7a), a low-frequency side peak is
clearly visible, and its separation increases with the laser field. The absence of
any emission at ωL +Ωeff(t), is also a strong indication toward the single-photon
transition. On the other hand, if δωL/2π = −131GHz (Fig. 5.7b), we identify two
side peaks at ωL ± Ωeff(t), which are much weaker in intensity than in Fig. 5.7a.
Since at T = 4K the phonon occupation is low, the incoherent, phonon-assisted
single-photon transition becomes significantly less efficient for a red-detuned laser
pulse and symmetric two-photon scattering dominates.

Combining these findings, we conclude that the low-frequency side peak inves-
tigated in Sec. 5.2 for δωL > 0 is (almost exclusively) a result of phonon-assisted
emission.

In addition to the laser power scan presented in Fig. 5.5b, Fig. 5.8 shows
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Figure 5.7: QD spectrum for blue- and red-detuned laser at varying powers.
For 80(1) ps long laser pulses, the QD emission is measured with a spectrometer after
the scattered laser is filtered using a 120(1)GHz VBG. The spectrometer resolution
is ≈10GHz per pixel. (a) For a 131GHz blue-detuned laser, only the low-frequency
side peak is visible, whereas the emission for a red-detuned excitation laser (b)
features two side peaks, which are symmetric with respect to the laser frequency.
The figure is reprinted from the Supplementary Material of [2] under a CC-BY-4.0
license.

how the two-photon spectrum changes when δωL is varied at a constant power
of 250 nW. As expected from dressed-state emission (see Eq. 5.2-2), a smaller
laser–QD detuning induces a stronger level splitting, and thus a larger frequency
shift of the 1st photon, that is, the side peak.

5.3.2 Frequency-filtered time traces
The dressed-state model suggests that the level splitting, and thus the emission

frequency, changes throughout the laser pulse interaction, as captured in Eq. 5.2

-1 where Ωeff(t) =
√
Ω2(t) + δω2

L is the effective Rabi frequency. Using the setup

depicted in Fig. 5.1 without the fixed etalon but including the scanning etalons,
we can measure the temporal response for different filter frequencies ωf . Simply
correlating the optical signal of the filtered HBT path with the laser clock yields a
time trace for each specific filter frequency δωf = ωf − ω0 as depicted in Fig. 5.9.
Throughout the panels, the central frequency of the filter is shifted stepwise to
larger detunings, as indicated by the color bar.

Initially, when the filter overlaps well with ω0, we find an early rise in signal
counts at the very beginning of the laser pulse (indicated in gray) that plateaus
first (or even drops slightly) and is then followed by a second much stronger
signal increase and a slow exponential decay. This behavior starts to change both
qualitatively and quantitatively, when red-detuning the filter from ω0. The early
rise lasts longer, reaching a higher signal level, and the following drop in counts
in more pronounced. The second rising-edge peaks earlier, so that the maximum
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Figure 5.8: Two-photon spectrum for varying laser–QD detunings. For
80(1) ps long laser pulses with 250 nW, the two-photon spectrum is measured in
the heralded configuration explained in the Main Text. The three measurements
correspond to different laser- QD detunings, δωL. For clarity, all error bars were
omitted. The figure is reprinted from the Supplementary Material of [2] under a
CC-BY-4.0 license.

signal strength reduces and, more importantly, the falling edge becomes more
Gaussian (see e.g. darkest curve in the second panel). This trend continues as the
redshift enlarges and the signal drop after the first rise slowly washes out until
there is only a single smooth rise and fall in detected counts (see curve with highest
peak in the fourth panel). Also note that the global peak height increases again
throughout the fourth panel. In the last panel, the shape of the signal does not
change anymore as it steadily declines in signal strength.

Recalling that a Gaussian laser pulse causes the QD transition frequency to
first decrease until the pulse peaks and then increase again (see Eq. 5.2-1), the
main features of our findings are readily explained. For most filter positions, there
are two points in time when they overlap with the time-varying emission frequency;
once during the rising edge of the laser field and a second time when the field
strength subsides. Only the maximum frequency shift occurs for just a single point
in time, namely when the laser pulse peaks.

This behavior is captured in Fig. 5.9 where for all filter settings δωf < δωmax (for
these laser settings, δωmax/2π ≈ −45GHz, see Fig. 5.8), two peaks appear in the
time trace. The temporal separation of these peaks shrinks with increasing δωf until
they merge into one at δωf = δωmax. Additionally, we clearly see that photons near
ω0 exhibit an exponential decay as expected from spontaneous emission, whereas
photons at significantly redshifted frequencies must be emitted while the laser pulse
is present and therefore inherit the temporal shape of the laser pulse.

To analyze and understand the process quantitatively, one must also incorporate
the time-dependent probability of the emitter being in the excited state. For phonon-
assisted excitation, involving non-Markovian processes, this is commonly done using
numerical methods, including time–path integrals [387]. However, some intuition
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Figure 5.9: Histogram of frequency filtered QD emission. For 80(1) ps long
laser pulses with 250 nW and δωL/2π = 125GHz, the QD emission is filtered using
the set of scanning etalons shown in Fig. 5.1. The filtered channel is correlated
with the laser clock to construct the histograms for every filter position δωf =
ωf − ω0. The curves are colored according to δωf as indicated by the color bar.
Due to the Fourier-transform limit, the original temporal signal is exponentially
broadened by the 5.3(3)GHz wide Lorentzian filter. The errors were calculated using
Poissonian statistics and are too small to be visible. The figure is reprinted from
the Supplementary Material of [2] under a CC-BY-4.0 license.

about the excitation probability can be gained from considering the phonon spectral
density J(ω). As indicated in 2.2.4.2, there is a Rabi frequency Ωeff that maximizes
the phonon coupling and overshooting causes less efficient phonon coupling, thus
less efficient population inversion of the QD. This non-monotonic evolution of the
phonon coupling throughout the laser pulse can lead to strong phonon interactions
at the beginning and end of a laser pulse but weak interaction at its peak field
amplitude. The reduced phonon coupling at large effective Rabi frequencies was
recently also shown to revive the Rabi oscillations of a coherently driven QD [253].
While it is necessary to incorporate these effects to model the (frequency-filtered)
emission probability across large parameter ranges, we note that the detuning and
driving field used in Fig. 5.9 are small enough such that Ωeff(t) never exceeds the
optimal phonon coupling. Therefore, the time-dependent phonon scattering rate
does not feature an inflection point, and the dip (or kink) seen in Fig. 5.9 can be
attributed solely to frequency-selective detection.
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Experimental single-photon

limited-knowledge proofs

This chapter presents the work “Experimental single-photon limited-knowledge
proofs” and contextualizes it in light of this thesis. After the extensive investigation
of LA phonon-assisted excitation presented in Chapter 4 and previous work of the
group on enhancing the performance of cryptography protocols using QDs [45], we
were keen to experimentally implement a single-photon primitive for which QDs
outperform PDSs. At this time, Rebecca Hofer was developing a new beyond-QKD
protocol with Mathieu Bozzio that allows one party to convince another that they
have the solution to a hard problem without revealing the full solution. Since the
security of the quantum protocol arises from QBC in the bounded-storage model—
which in a practical implementation is strongly impacted by the single-photon purity
of the source—this protocol promised to be an ideal match. Using the next generation
of telecom C-band QDs embedded in a CBG cavity from our collaborators at the
University of Stuttgart guaranteed a tenfold increase in single-photon rates while
maintaining the low multiphoton noise required for this project.

My contribution: The single-photon polarization encoding setup was designed
by Michal Vyvlecka and myself, and I built, optimized, and characterized its per-
formance. With assistance from Francesco Giorgino, I conceived and implemented
electrical synchronization within the QD lab. I built the receiver’s station, imple-
mented automated polarization compensation, and wrote code to synchronize the
experiment across both labs. The experimental data was collected and processed
by myself. Finally, I supported Rebecca Hofer and Mathieu Bozzio in including
experimental imperfection in the security analysis of the protocol. With input from
Tobias Guggemos, Rebecca Hofer and I implemented the computational experiments
and analyzed the results.

This chapter presents unpublished results that are not yet accessible elsewhere. The
manuscript is currently under peer review.

The manuscript entitled “Experimental single-photon limited-knowledge proofs”
introduces and experimentally implements a new cryptographic protocol across
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two university buildings in downtown Vienna using a QD emitting in the telecom
C-band as SPS.

The primitive enables two mistrustful parties to verify that one holds the
solution to a mathematically hard problem without disclosing the full solution to
the other party. In this way, the verifying party (from hereon, the Verifier) does not
gain sufficient knowledge of the solution, which would enable them to impersonate
the first party (from hereon, the Prover) in a later interaction. Though this might
sound a bit abstract at first, such selective disclosure schemes find application across
a broad range of use cases, e.g., anonymous online voting. In contrast to previous
works that relied solely on classical resources and required additional assumptions,
including the existence of one-way functions or no-signaling constraints [388–394],
our approach harnesses quantum states to evade these restrictions. The protocol
is built on a QBC providing i.t. security against a bounded adversarial quantum
memory, and it is designed so that the underlying problem can be reused multiple
times without compromising security.

The protocol can be implemented using the standard set of single-photon BB84
states, ensuring compatibility with existing QKD quantum hardware. However, in a
mistrustful setting, multiphoton noise significantly degrades protocol performance,
and we demonstrate an advantage of highly pure SPSs across almost all realistic
scenarios by extrapolating our source characteristics to larger distances.

In the experiment, we actively prepare the polarization state of the photons,
transmit them over more than 600m of deployed fiber, and design and realize an
automated polarization compensation routine. We achieve a quantum bit error
rate (QBER) of less than 0.5% over more than 80 hours.

6.1 Methods
The preliminaries of this thesis introduce the basic principles of a QD (Sec. 2.2),

its optical excitation (Sec. 2.2.4), and how to encode quantum information in the
polarization of the generated single-photons (Sec. 2.1.3.2). The concept of a QBC
in the noisy-storage model is explained in Sec. 2.1.4.2.

In the following, the experimental setup used to implement the protocol is
outlined in more detail (see Sec. 6.1.1); in particular, we elaborate on characteristics
of the SPS (Sec. 6.1.1.1), polarization encoding (Sec. 6.1.1.2), state projection
(Sec. 6.1.1.3), and synchronization (Sec. 6.1.1.4). In addition, the choice and
structure of the mathematically hard problem is explained in Sec. 6.1.2.

The complementary material of Sec. 6.3 contains more details about the sifted
stream of experimental data (Sec. 6.3.1), an overview of the protocol’s security
analysis (Sec. 6.3.2), the protocol’s performance for an extended parameter space
(Sec. 6.3.3), as well as the problem’s generation algorithm and our benchmarking
method (Sec. 6.3.4). The complete security analysis is printed in Appendix B.
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6.1.1 Experimental setup
The scheme of the experimental setup is shown in Fig. 6.1 and the excitation and

collection section closely resembles the setup introduced in Sec. 3.1.2. Importantly,
an integrated electro-optic modulator (EOM) in pulse-picking configuration (ixBlue
MXER-LN20-30dB) is included after the pulse shaper, and it is phase-locked to
the laser clock (using a FPGA, for more details see Sec. 6.1.1.4) such that only
one out of 152 pulses is transmitted, effectively reducing the repetition rate to
νrep = 499.67 kHz (for brevity, the repetition rates are approximated throughout
the section as 76MHz and 500 kHz, respectively). The suppression contrast is
≈ 1 : 500.

op�cal �me 

ga�ng

PBS
laser

Glan-Taylor

polariser
powermeter

cryostat (4K)

f = 3.1 mm

slit

gra�ng

 
f=500 mm

BS 90:10

volume Bragg 

gra�ngs

QD

2

2

polariza�on

encoding

electronic control

& synchroniza�on

4

pulse shaper

SNSPD

pulse picker

RFoF
classical channel

quantum channel

PROVER

Time Tagger

polariza�on
compensa�on

H/V L/R

RFoF

VERIFIER

Figure 6.1: Scheme of the experimental setup. A schematic representation of
the main building blocks of the experimental setup, such as the pulsed excitation
laser, pulse shaper, pulse picker, excitation of the QD sample, filtering of the
QD transition line, polarization encoding, transmission via communication channel,
polarization compensation, and state projection and detection. The electronic control
& synchronization block is presented in more detail Fig. 6.6. PBS: polarizing beam
splitter, BS: beam splitter, radio frequency over fiber (RFoF): electronic-to-optical
synchronization signal converter, SNSPD: superconducting nanowire single-photon
detector.

After the single photons are generated and separated from the stray laser light as
explained before (see Sec. 3.1.2), they are launched via a f = 10mm lens collimator
into the free-space time-gating and polarization-encoding stage consisting of two
EOMs that are phase-locked to the laser clock (for more details, see Sec. 6.1.1.4) and
operate at νrep. During a gating window ∆tgate = 30ns, the first EOM (EKSMA
MP2 ) flips the polarization from horizontal to vertical, causing the single-photon
pulse to reflect at the successive PBS. Outside the gating window, the photons
are dumped through the PBS’s transmission port. This additional gating limits
unwanted information leakage into the quantum channel with a suppression ratio
> 1 : 500 (see Fig. 6.4). Within the encoding window ∆tenc = 100 ns, a variable
high-voltage (HV) pulse is applied at the second Pockels Cell (EKSMA MP1 ),
changing the retardance and thus continuously rotating the polarization state of
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the transmitted light from horizontal to left-circular to vertical to right-circular
(see Sec. 2.1.3.2). Importantly, the amplitude of the HV pulse is modulated by
an analog control signal (Siglent SDG2000X ), allowing for the encoding of an
arbitrary sequence of polarization states. Finally, the polarization-encoded single
photons are coupled to an SMF using a f = 10mm lens collimator, exhibiting an
overall transmission efficiency (including fiber coupling) in the encoding stage of
ηenc = 64(4)%. For more details on the encoding stage, see Sec. 6.1.1.2.

Leaving V ’s trusted lab via the quantum channel—a deployed SMF in the
metropolitan area of Vienna—the encoded states reach the other faculty building
with an efficiency of ηch = 86(3)%. The link consists of two parts, a ≈ 40m long
section connecting two laboratories within V ’s building and the second section
of ≈ 640m bridging the distance to P ’s station. The polarization projection and
single-photon detection performed by P are detailed in Sec. 6.1.1.3. Finally, P tags
all photon clicks alongside the classically shared reference clock and selects the
timing events corresponding to the solution bits they want to commit to.

6.1.1.1 QD characteristics

The SPS is based on an epitaxially grown In(Ga)As quantum dot coupled to a
circular Bragg grating cavity as detailed in Sec. 3.1.1. This study uses the same
QD as in Chapter 5, but between cooling cycles the emission wavelength has
shifted to λ = 1550.9 nm. Thanks to the broad cavity mode, the decay time is
almost unchanged (see Fig. 6.2). Using the same excitation conditions as in the
protocol implementation, the laser is detuned by 1.4 nm and the laser power set to
250(15) nW, which is just below the saturation power for this QD as can be seen in
Fig. 6.2c showing a count rate curve as expected for LA excitation when scanning
the excitation power [1]. Without correcting for any loss or imperfect detection
efficiency, the polarized end-to-end efficiency is ηend76MHz = 4.8(1)%.

The autocorrelation measurement g(2)(τ) under the same excitation conditions

is presented in Fig. 6.3a, yielding g
(2)
76MHz(0) = 1.76(5)% for the full integration

window of ∆t76MHz = 13.17 ns. For this sample, blinking is almost negligible with
an optically active time of ≈ 95%. Fig. 6.3b shows the autocorrelation measurement
at 500 kHz where the fiber-based pulse picker could not fully suppress the unpicked
laser pulses, causing a residual, small emission probability in these time bins.
Comparing the area of the uncorrelated peaks at τ = ±2 µs (integrated over 30 ns)

with the area of the correlated peak at τ = 0 µs, we find g
(2)
500kHz(0) = 1.86(11)%.

In cryptography applications, the potential information leakage caused by
emitting multiple photons within a single signal bin, ∆tsig = 1/νrep, must be
estimated and included in the security analysis. Hence, when evaluating the
g(2)(0) of the SPS, the integration window is usually set equal to the signal bin,
∆tint = ∆tsig. In this way, the probability of sending two or more photons within
one signal bin, quantified by pm, can be upper bounded directly using g(2)(0) (see
Sec. 2.2.2.4).
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Figure 6.2: Characteristics of the QD emission. All measurements are performed
with pulsed LA excitation at 76MHz, a blue-shifted detuning of 1.4 nm and a laser
bandwidth of 210(10) pm. For a) and b), an excitation power of 250(15) nW is used.
a) The spectrum of the QD transition after the reflected laser light is suppressed.
The spectrometer resolution is ≈ 70 pm per pixel. b) The mono-exponential fit
function (solid orange line) yields a decay time of 470(2) ps. c) Scanning the pump
power, the typical count rate behavior for LA excitation is observed. The uncorrected
end-to-end efficiency of the QD in the characterization setup is 4.8(1)%.

In our implementation, however, the information leakage is drastically reduced
by the additional optical gating introduced by the free-space pulse-picking Pockels
cell, which transmits only within the gating window ∆tgate = 30ns. Therefore,
we evaluate g(2)(0) for ∆tint = ∆tgate and account for any additional multiphoton
component outside ∆tint separately by analyzing the suppression of the free-space
pulse picker. In Fig. 6.4, the optically gated QD signal is shown as a histogram
where the red-shaded area illustrates the gating window ∆tgate. While the first and
last peak within ∆tgate originate from excitations caused by imperfectly suppressed
laser pulses (occurring ±13.17 ns before/after the main peak), the remaining two
peaks are associated with reflections within the setup. Note that all four spurious
peaks are three orders of magnitude smaller than the central emission peak. Outside
the gating window, the signal is almost exclusively background-limited. The only
significant contribution arises from a peak ≈ 200 ps after the main event and can
be attributed to the ringing of the HV signal during switching between polarization
states. When comparing all clicks detected within ∆tgate and the integrated events
outside the window, we find a signal suppression ratio SR > 1 : 500.

To account for all information leakage outside the gating window, we introduce

g
(2)
eff (0) = g

(2)
500kHz(0) + SR ≤ 2.06(11)% , (6.1-1)

which we then use in the security analysis to estimate the multiphoton contribution
pm.
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Figure 6.3: Autocorrelation measurements of the QD. Autocorrelation for
pulsed LA excitation detuned by 1.4 nm for the standard repetition rate of 76MHz
and the protocol repetition rate of 500 kHz. The pump power is chosen just below

the saturation power. a) For an integration window of 13.17 ns, we find g
(2)
76MHz(0) =

1.76(5)%. b) For an integration window of 30 ns, we find g
(2)
500kHz(0) = 1.86(10)%.

6.1.1.2 Polarization encoding

The encoding of the classical pseudo-random strings into the photons’ polarization
is performed by the second free-space EOM. The incoming light is linearly polarized
along an axis tilted by 45◦ with respect to the Pockels Cell axes system, such that
it excites the ordinary and extraordinary modes of the crystal equally. Tuning
the crystal’s retardance by applying a high voltage induces continuous rotation
of the output polarization vector around the S3 axis of the Poincaré sphere (see
Sec. 2.1.3.2). Hence, given enough HV range, all polarization states on the great
circle spanned by {|H⟩ , |L⟩ , |V ⟩ , |R⟩} can be realized.

In the experiment, however, the Pockels Cell implements a residual rotation
even when no nominal HV is applied. Furthermore, the available HV range (up
to 2.7 kV) suffices only to perform a 270◦ rotation. Given these imperfections,
not all four eigenstates of the rectilinear and circular bases, {|H⟩ , |L⟩ , |V ⟩ , |R⟩},
can be generated (in our case |H⟩ is not accessible, see Fig. 6.5). Although the
residual rotation could be corrected with a set of wave plates at fixed angles, it
would complicate the alignment process of the Pockels Cell. Instead, we select a
different pair of conjugate bases that satisfy the same requirements as the standard
BB84 states. In particular, the set of states must limit the success probability of
discrimination attacks to the theoretical minimum. Mathematically, this means
that any two states picked from conjugate bases are orthogonal, while states from
the same basis are antiparallel. We set up a cost function based on this condition
and, from the set of all encodable polarization states, pick the four states that
minimize the cost function.



6.1 Methods 129

Figure 6.4: Optical channel gating. The signal leakage outside the gating window
∆tgate = 30ns is measured under the same conditions as used for the verification
protocol run. Correlating the clicks from an SNSPD with the reduced laser clock
(500 kHz) temporally resolves the signal shape. Summing all clicks outside ∆tgate and
dividing by the sum of clicks within ∆tgate yields a suppression ratio SR > 1 : 500.
The suppression ratio is included when upper-bounding the probability of sending a
multiphoton state.

In Fig. 6.5a, all encodable states are displayed on the Poincaré sphere, and
the chosen optimal states are indicated. The data is acquired with classical light
by stepwise increasing the control voltage and recording the output states on a
polarimeter. The mean orthogonality is 0.0015(13) and the mean anti-parallelity is
−0.986(6). The degree of polarization (DOP) is shown in Fig. 6.5b for the same
scan, demonstrating an average DOP > 99%. Even though the specified DOP
accuracy of the polarimeter is only ±1%, the results already indicate the high
quality of the polarization states.

6.1.1.3 Compensation and detection

P uses a standard free-space, passive BB84 state projection stage that is comple-
mented by a set of five wave plates to reverse any polarization rotation introduced
by the channel (see Fig. 6.1). Using this arrangement, a fast, straightforward,
and automated compensation routine is implemented according to the procedure
described in [395]. Conceptually, the first motorized quarter-wave plate (QWP)
and half-wave plate (HWP) ensure that photons sent in the rectilinear basis are
projected correctly and the subsequent set of QWP, motorized HWP and QWP,
where both QWPs are fixed at 45◦, only correct the phase between |H⟩ and |V ⟩
ensuring the ideal projection of the circular states but leaving the rectilinear states
unchanged. Note that the correction not only compensates the drift but also re-
moves the offset rotation caused by the residual retardance of the encoding Pockels
cell, such that the ensuing projection acts on the standard BB84 states. To prevent
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Figure 6.5: Characterization of the polarization encoding. The analog control
voltage applied to the Pockels Cell driver is scanned, and the rotation of the output
polarization is measured with a polarimeter. a) Since the polarization state at 0V
does not correspond to |H⟩, the optimal set of states for the verification protocol is
identified by minimizing the inner product between state vectors of conjugate bases
while maximizing it for state vectors of the same basis. b) The average degree of
polarization of the set is > 99%.

any polarization drift on long time scales, the routing is repeated periodically (see
Sec. 6.1.1.4).

The polarization corrected light is split equally into two paths, the first is
projected onto the rectilinear basis using a PBS and the second onto the circular
basis by passing a QWP at 45◦ before being separated at another PBS. All four
beams are coupled to SMF using 8mm focal length collimators. The full projection
setup including the SMF coupling exhibits an average transmission of η̄proj =
72(3)%. Analyzing the transmissions individually, a slight imbalance between
the rectilinear and circular basis is noted, explicitly ηHproj = 76(3)%, ηVproj =

76(3)%, ηLproj = 68(2)%, ηRproj = 68(2)%. Separately measuring the BS’s splitting
ratio and fiber-coupling efficiency shows that both imperfections contribute to the
imbalance. First, the fiber coupling for the rectilinear basis is ≈ 90% but only
≈ 86% for the circular basis. The decrease in coupling efficiency is attributed to
the longer optical path of the circular projection, approaching the Rayleigh length
of the collimators. Second, the BS shows a small imbalance in the splitting ratio,
reflecting ≈ 2% more than transmitting at the signal wavelength.

Since a considerable mismatch in basis detection efficiency can be exploited
[154], the more efficient SNSPDs were paired with the fibers connecting the circular
basis, thus decreasing the overall imbalance in click probability to < 2%. The
average SNSPD detection efficiency is η̄det = 86(2)% and the mean probability of
registering a click is η̄proj · η̄det = 62(4)%.

The average dark count rate per detector is 40(10)Hz and the probability of
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any detector producing a dark count within the gating window is

p̃dc = ∆tgate
∑
i

DCRi = (4.8± 1.2) · 10−6 , (6.1-2)

where i = {H,L, V,R} denotes the detector.

6.1.1.4 Synchronization

Synchronization of all electronic components in the setup is performed by an FPGA
(Digilent Genesys 2 ) that is sourced with the master clock from the pulsed laser.
A 80MHz low-pass filter and an amplifier pre-process the laser clock signal to only
transmit the base frequency and improve the phase-locking stability of the FPGA.
In this setting, a timing jitter of ≈ 30 ps is measured between the unprocessed
laser clock and the re-generated clock from the FPGA. By integer division, three
reduced clock rates are synthesized to match the individual requirements of the
instruments.

First, a 500 kHz signal triggers the electronic pulse generator (EPG, Polytec
EPG-210B) to produce a pulse with FWHM = 100(10) ps width and ≈ 5.5V
amplitude that drives the fiber-based pulse picker. Feeding a bias voltage to the
fiber EOM ensures that the light is suppressed up to its maximum extinction ratio
whenever no RF pulse is applied. To overlap the electrical and laser pulse at the
fiber EOM, the clock’s phase can be adjusted in increments of ≈ 10 ps at the
FPGA.

Second, a 20MHz sync signal is generated by the FPGA, split into two and
fed to both Pockels Cell controller (PCC) (EKSMA pMaster 4.2 ) which in turn
feature an electronic circuit to phase-lock to the external clock. The PCCs generate
HV pulses at 500 kHz that are overlapped with the QD light using an internal
adjustable delay. The picking Pockels Cell receives only 2.6 kV pulses to flip the
linear polarization by 90◦ but the state encoding Pockels Cell requires an additional
low-voltage (0V to 5V) analog control signal tuning the HV amplitude (thus, the
retardance).

This control signal is provided by an arbitrary waveform generator (AWG,
Siglent SDG2000X ) that is phase-locked to the third reference clock output by
the FPGA with 10MHz. The AWG samples at a rate of 1MHz (each sample
lasts for 1 µs) from a 500 kSa long sequence stored on the internal drive. The
encoding sequence was generated pseudo-randomly (using the random module from
the Python package numpy), picking from a set of four different voltage levels
corresponding to the four polarization states. For more details on how the set
voltages were selected, see Sec. 6.1.1.2. Note that each voltage plateau consists of
two samples, thus matching the protocol rate of 500 kHz.

The second (internally phase-locked) channel of the AWG samples from another
sequence, referred to as the trigger sequence, consisting of alternating low and high
levels (0V and 2V) effectively generating rising edges at 500 kHz. This channel
output is used to synchronize the two parties and is converted to an optical signal
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Figure 6.6: Schematic layout of the synchronization setup. The pulsed laser
provides the master clock at 75.95MHz to a field programmable gate array (FPGA)
which performs all phase-locked integer clock division. All frequencies in the figure
are rounded for simplicity. For more details, see Sec. 6.1.1.4. EPG: electronic pulse
generator, PCC: Pockels Cell controller, AWG: arbitrary waveform generator, RFoF:
electronic-to-optical synchronization signal converter.

using a commercial RFoF (RFoptic) transmitter before being sent over the classical
fiber link. Using the RFoF receiver, P converts the trigger back to an electrical
pulse, feeds it to the fifth channel of the time tagging device (Swabian Instruments
TimeTagger Ultra), and can then associate each detected polarization state with its
signal bin. The additional jitter introduced by the RFoF setup is small (< 10 ps).
Both the encoding and trigger sequence feature a small marker section consisting
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of ten samples at the beginning to facilitate the signal bin assignment during
postprocessing.

The above synchronization scheme covers all communication between the par-
ties during the quantum verification protocol. To compensate for the arbitrary
polarization rotation introduced by the fiber link, the parties perform a separate
routine that corrects the rotation in both conjugate bases. Even though these steps
require cooperation, they do not impact the security of the verification. If a party
acts dishonestly at that stage, it cannot reach the predefined error threshold and
cannot start the protocol, resulting in denial-of-service behavior. Note that the
error threshold is directly derived from the security analysis and is not set by the
experimental calibration.

In our implementation, one computer in V ’s lab and another computer in the P ’s
lab communicate over the university’s Local Access Network (LAN) using a custom
protocol based on the Transmission Control Protocol/Internet Protocol (TCP/IP).
V prepares only one polarization state by changing the encoding sequence to a
constant signal at the corresponding voltage and asks P to optimize the visibility
of the state’s basis. Once the target value has been reached, V sends another
polarization state. They iterate this process until the visibility requirements for all
four states have been met. For the physical implementation of the correction, see
Sec. 6.1.1.3.

Once the calibration is complete, V announces to start sending random states
and the quantum verification protocol begins. In pre-agreed intervals (every ≈ 3
hours in our implementation), the parties interrupt the protocol to compensate
potential polarization drifts in the quantum channel.

6.1.2 Problem instance
As mentioned in the project introduction, the protocol allows a Prover to selec-

tively disclose part of the solution to a mathematically hard problem to an untrusted
Verifier who wishes to confirm their knowledge of the solution. Here, hard typically
refers to a computational complexity, meaning that the solving time increases super-
polynomially with the problem’s size. Since all problems from the NP-complete
complexity class may be efficiently converted to a 3-satisfiabilty (3-SAT) problem
[396, 397], we adopt the natural formalism of 3-SAT, which is the conjunctive
normal form (CNF)1. However, to conduct a security analysis and set security
parameters, we must quantify the maximum number of clauses a non-satisfying
solution assignment may answer correctly, and for a random 3-SAT problem without
any known structure, one cannot easily find such a threshold. Therefore, we apply
the PCP theorem [398, 399] stating that there exists a polynomial-time reduction
mapping from any 3-SAT instance ϕ to a constraint system ψ. More specifically,
using the gap amplification and reduction to MAX-E3SAT(5) described in [400–402],
we obtain a MAX-E3SAT(5) instance ψ that is probabilistically checkable. This

1An example of a CNF is given in the reprint in Sec. 6.2
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is a 3-SAT instance in which each variable appears in exactly 5 clauses. For ψ it
follows

Correctness (C): ϕ ∈ SAT⇒ OPT(ψ) = 1,

Soundness (S): ϕ /∈ SAT⇒ OPT(ψ) ≤ 1−
1
8 − δ
8600

,
(6.1-3)

where 0 < δ < 1
8 and OPT(ψ) is the maximum fraction of clauses of ψ that any

assignment can satisfy, i.e. OPT(ψ) = maxs̃ fs̃(ψ) where fs̃(ψ) denotes the fraction
of clauses satisfied by assignment s̃. In essence, correctness is the probability that
V accepts a correct proof, while soundness upper-bounds the probability that V
accepts an incorrect proof. Including the impact of the bounded quantum memory,
we derive a bound for the soundness related to the 3-SAT problem (Eq. 6.2-2). The
full chain of reductions from which one arrives at the gap-problem from Eq. (6.1-3)
and how the soundness follows is described in Appendix B.
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6.2 Manuscript reprint
Convincing a party that one possesses the solution to a hard mathematical

problem without disclosing the full solution is a challenge of broad cryptographic
relevance. Typically, existing schemes assume either the existence of one-way
functions or a stringent monitoring of the parties’ spacetime coordinates, which is
difficult to enforce in practice. Here, we propose the notion of limited-knowledge
proofs, an information-theoretically secure quantum alternative that lets a Prover
reveal only a small portion of a secret while still convincing a Verifier of its validity.
Secure against quantum adversaries holding a perfect memory of a hundred qubits,
we allow for multiple verification rounds without compromising the initial problem’s
hardness. From a practical standpoint, our scheme can be implemented with
highly attenuated laser states or down-conversion sources. However, we show that
employing a SPS emitting directly in the telecom C-band can boost its performance
by several orders of magnitude, even at moderate channel loss. By coupling quantum
resources with an investigation of solution leakage in hard computational problems,
our results offer a quantum primitive with applications to authentication in the
context of QKD.

6.2.1 Introduction
Suppose you hold the solution to a notoriously hard mathematical problem

and wish to convince another party of this fact without leaking the solution or
any information that would compromise the problem’s hardness. Beyond personal
motivations for maintaining such secrecy, this challenge presents widespread cryp-
tographic applications, from proving one’s identity to a potentially untrusted party
without revealing one’s sensitive information (eg: when authenticating oneself to a
potentially spoofed webpage) to proving one’s eligibility for an online vote without
revealing one’s identity, or convincing an auctioneer that a bid is high enough
without revealing its actual amount.

To achieve these, selective disclosure schemes can be used, allowing a user
to reveal only parts of a verifiable credential to an authority, without exposing
their entire set of credentials [403–405]. Typically, security in this setting may be
achieved through the primitive of bit commitment, in which a Prover locks their
secret inside a safe such that it is hidden from any other party and cannot be
modified once the safe has been locked (even by the Prover themselves). At a later
time, the Prover may publicly disclose the key to a Verifier wishing to check the
commitment. For our scenario of interest, imagine a longer secret split across several
safes, each with its own key. During verification, the Prover reveals only the keys
to some randomly chosen safes, so that a Verifier can check their contents without
learning the remnant of the secret contained in the other, locked safes. Using
classical resources, commitment schemes rely either on computational assumptions
such as the existence of one-way functions [388–390] or on no-signaling constraints
that require precise monitoring of multiple Provers’ spacetime coordinates [391–
394]. While the latter assumption offers security independent of an attacker’s
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computational power (labeled information-theoretic (i.t.) security), enforcing it
in practice implies a trusted Global Positioning System (GPS), which presents
vulnerabilities to spoofing attacks and time-stamp manipulation [406].

In this work, we introduce the notion of limited-knowledge proofs, a partial
disclosure protocol that relies on an i.t.-secure quantum alternative to the afore-
mentioned solutions. Based on a commitment scheme secure against attackers
holding a quantum memory of bounded size [106, 147, 148, 407, 408], a Prover can
convince a Verifier that they hold the solution to a hard problem by revealing only
a constant fraction of the problem size at each verification round. Our i.t.-secure
scheme essentially hides the solution of an NP-complete problem (to which all
other problems in the NP class can be efficiently reduced [396, 397]) and allows for
multiple verification rounds while maintaining the inherent hardness of the original
problem. This can be applied to scenarios in which a very small part of a secret
may be disclosed for verification while still allowing for a finite number of reuses of
the secret, such as for the initial authentication step of QKD.

Figure 6.7: Limited-knowledge proof using quantum commitments. During
the problem broadcast, an honest Prover announces that they have a satisfying
assignment S to an NP-complete problem ϕ. In the quantum commitment phase,
a Verifier (V ) sends a string of quantum states |Ψi⟩ to each party Pi claiming to
be the honest Prover. In response, the honest Prover measures the quantum states
in a basis dictated by their solution Si. After a pre-agreed time, V initiates the
verification by sending a series of challenges to each party used to identify the
legitimate Prover. Based on their classical answer Mi (Si, |Ψi⟩), V may check the
commitment and verify that Si satisfies ϕ.

By operating a QD SPS emitting directly in the telecom C-band [80], we
implement the scheme over a deployed optical fiber linking two buildings in central
Vienna. While PDSs such as attenuated laser states may be used, photonic states
emitted by QDs provide a number of benefits in mistrustful quantum cryptography
[45, 121], combining low multiphoton contribution with the possibility of erasing
coherence in the photon-number basis [45, 46, 215]. The first feature provides
an advantage in terms of distance performance, while the second circumvents
the need for active phase randomization. In our scheme, we show that SPSs
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provide a scaling advantage for all practical values of channel loss (not just those
corresponding to large distances) and extend the protocol’s distance limit beyond
what is achievable with PDSs. By an appropriate choice of classical post-processing,
our experiment closes practical loopholes exploiting the back-reporting of detection
time-tags present in previous demonstrations of mistrustful quantum cryptography
[121, 154], including in the noisy-storage model [352, 409].

6.2.2 Limited-knowledge proofs
6.2.2.1 Problem choice

Our protocol uses logical formulas in CNF to encode the problem whose solution
should be hidden from the Verifier. We denote a 3-CNF formula as ϕ, consisting of
a conjunction of clauses which each contain three variables from the set {yl}l=1...L.
For example, ϕ may take the form

ϕ = (y3 ∨ y17 ∨ ¬y9) ∧ . . . ∧ (¬y1 ∨ y9 ∨ ¬y14) . (6.2-1)

This is the natural language for a 3-SAT problem that asks whether there exists a
variable assignment s ∈ {true, false}L to a given 3-CNF formula, such that the
formula is satisfied. Each clause is satisfied if at least one of its variables (or its
negation) evaluates to true, while ϕ is satisfied if all clauses evaluate to true.

3-SAT is proven to be NP-complete, which implies that any other problem in
NP can be efficiently converted to a 3-SAT instance and a 3-CNF formula [396, 397].
We call an instance regular if every variable appears in the same number of clauses,
and balanced if each variable appears equally often positively and negatively.

6.2.2.2 Protocol

As depicted in Fig. 6.7, our limited-knowledge proof scheme consists of three main
phases: problem broadcast, quantum commitment, and verification.

In problem broadcast, a Prover P publicly announces a 3-SAT instance ϕ encoded
as a 3-CNF formula. P is challenged to convince a Verifier V that ϕ ∈ SAT , i.e.
ϕ is satisfiable. As outlined in the Sec. 6.1.2, V applies a reduction to arrive at a
regular and balanced MAX-E3SAT(5) instance ψ that is probabilistically checkable
[398, 399]. This is a 3-SAT instance in which each variable appears in exactly
5 clauses, with a total of L variables and M clauses, and satisfies the following
property: if ϕ ∈ SAT , then all clauses of ψ are satisfiable, if ϕ /∈ SAT , then at
most 1− δ̃ clauses are satisfiable, for δ̃ > 0.

In quantum commitment, P receives a random BB84-type quantum state
⊗Nn=1 |Xn⟩Θn of length N from V for each variable l ∈ {1, ..., L}. They measure each

state in a basis Θ̃ ∈R {↔↕,⟳⟲}N and record the timings t̃true = {t̃j |Θ̃j = ↔↕}
and t̃false = {t̃j |Θ̃j = ⟳⟲} (the tilde always marks variables resulting from P ’s
actions). The outcome string of this measurement is labeled X̃. To complete the
commitment, P sends the concatenation of all labels t̃true if the solution assignment
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sl = true or t̃false if sl = false back to V . In this way, t̃true and t̃false are used to
commit, while X̃ is used to verify the commitment.

In verification, V asks P to reveal the variables for k arbitrarily selected clauses,
corresponding to a subset of variables L ⊆ {1, ..., L} of size |L| ≈ 3k. P must
announce the solution bit sl′ = true/false for each l′ ∈ L. V then checks whether
all challenged clauses are satisfied by the reported solution bits. Additionally, to
ensure that P has honestly committed, V identifies the set of timings within t̃sl′ for
which P ’s measurement basis matches their own encoding basis, yielding the set
tsl′ . For those states, P ’s measurement outcomes must correspond to V ’s encoded

bits—yielding the set {X̃sl′}—except for errors that can be corrected with the

syndromes computed and sent by V . P and V concatenate the bitstrings {X̃sl′}
and {Xsl′} into the global strings X̃v and Xv, respectively. P sends X̃v to V who

accepts the proof if X̃v = Xv, and rejects otherwise.

6.2.2.3 Correctness, soundness and limited knowledge

The protocol’s correctness, i.e. the probability that a correct proof is accepted by
V , should be lower-bounded by 1 − εc, where εc is a small deviation parameter
that accounts for potential failures after the PCP reduction or during the error
correction if that step is required.

Against a dishonest Prover P ∗, the overall soundness εs denotes the probability
that an incorrect proof is accepted by V , and can be expressed in terms of two
security bounds εs,sat + εs,q = εs. If the instance ϕ is not satisfiable, we know from
the PCP theorem that no more than a fraction 1− δ̃ of clauses can be satisfied in
the corresponding MAX-E3SAT(5) instance ψ (see Sec. 6.1.2). Using this result,
our first term εs,sat relates to the security of the SAT instance, essentially upper-
bounding the probability that V challenges only satisfied or stored clauses in k
rounds: (

1− δ̃ + 3 · ystore
L

)k
< εs,sat. (6.2-2)

Here, ystore denotes the number of variables stored by P ∗, and accounts for attacks
in which an initially unsatisfied clause is turned into a satisfied one by storing the
quantum states associated with these variables (delaying measurements in such
a way allows P ∗ to change their committed values in order to satisfy the clause).
However, since the adversary’s quantum storage is assumed to be limited in size,
ystore can be upper-bounded. As detailed later, although increasing k improves the
achievable εs,sat, it also increases the leakage of solution variables, thus affecting
the number of secure reuses of the SAT instance (for a summary of the parameters,
see Tab. 6.1). The derivation of the second term εs,q relating to the quantum
commitment scheme is detailed in the Sec. 6.3.2.

Against a dishonest Verifier V ∗, our limited knowledge property fixes a maximum
number Gmax of verification rounds such that

(i) no more than B = O(1) bits of information are leaked across all rounds,
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(ii) no more than a fraction qmax of the problem’s clauses are challenged.

With this constant leakage, NP-hardness is preserved: if knowing up to B solution
bits let one always decide SAT more easily, then we could try all

∑
j≤B

(
L
j

)
2j =

poly(n) possibilities for which j bits are leaked and their values, thereby simulating
the advantage in polynomial time without actual leakage, which would contradict
NP-hardness.

6.2.3 Experimental demonstration
6.2.3.1 Setup

Following Fig. 6.8, we realize the protocol between two university buildings con-
nected by a 680m-long optical fiber link with a transmission of ηch = 83(3)%.
V generates single photons using a QD embedded in a circular Bragg grating
cavity emitting at 1550.9 nm [80], pumped by a 1.4 nm blue-shifted pulsed laser.
The longitudinal acoustic phonon-assisted (LA) excitation [235] produces phase-
randomized single-photon states [1, 45, 219] with high polarized fiber-coupled
emission efficiency ηsys = 8.5(17)% and low multiphoton contribution, extracted
from the autocorrelation function at zero delay g(2)(0) = 1.86(11)%. Furthermore,
the QD emission is easily spectrally filtered from pump light reflections, and the
scheme is robust against laser instabilities [1].

Based on the random input strings X and Θ, V prepares each photon in a
different polarization state using a free-space electro-optic modulator (EOM), and
sends them to P via the deployed quantum channel. To compensate for photon
loss and to increase the protocol’s security, each variable is encoded not once but
N times (using different random polarization states). P projects the encoded
states passively onto the rectilinear or circular basis and detects the photons using
SNSPDs. As a countermeasure to attacks exploiting the back-reporting of invalid
timetags [154], any detection round yielding more than one click is randomly
mapped onto one of the four detector outcomes.

In our implementation, we detect ≈ 4.1 · 109 photons out of Nenc = N · L ≈
1.46 · 1011 total encoding cycles, signifying an end-to-end efficiency of 2.813(2)%.
Evaluating the individual error rates per encoding setting, we find an average
QBER of 0.48(24)%. The complete set of experimental parameters is presented in
Tab. 6.1.

6.2.3.2 Practical performance

As a reminder, our scheme must account for two types of cheating strategies from
P ∗: they may convince V that an instance ϕ is satisfiable even though ϕ /∈ SAT
either by presenting some compelling witness, or by directly attacking the quantum
commitment. The success probability of the first is controlled by the number of
challenges k issued by V : for sufficiently large k, an unsatisfiable instance will, with
high probability, contain at least one challenged clause that cannot be answered
consistently. The security of the quantum commitment, on the other hand, is
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Figure 6.8: Experimental implementation of the quantum commitment
phase. V generates single photons by exciting a quantum dot sitting in a circular
Bragg grating (CBG) with a blue-detuned pulsed laser. After suppressing the
laser with a volume Bragg grating (VBG), the classical random strings X and
Θ are bit-wise encoded onto the single photons’ polarization using a free-space
electro-optic modulator (EOM). Per solution variable sl, N states are encoded,
such that in total Nenc = N · L states are sent via the quantum channel, where L
is the number of variables of the problem ϕ. P passively projects all states and
records the outcomes and arrival times using superconducting nanowires single-
photon detectors and a time-tagging device. Signal bins for which no photon
was detected (due to imperfect single-photon generation or channel loss) remain
unassigned. Then, P commits to each solution variable sl, by forming the timing
subset t̃true = {t̃j |Θ̃j =↔↕} (t̃false = {t̃j |Θ̃j =⟳⟲}) if sl = false (sl = true) and
back-reporting the concatenated list of arrival times for all challenged variables. b)
Satellite image showing the two university buildings linked by the quantum channel
consisting of a 680m long optical fiber.

governed by the number of states per variable N .

Additionally, the protocol must ensure that P does not reveal too much infor-
mation to V ∗. Suppose an instance ψ (i.e., the reduced form of ϕ) is verified G
times. In each run, V ∗ challenges k clauses, so across all runs, at most kG distinct
clauses are challenged, corresponding to revealing a total of B distinct variables.
As shown in the Sec. 6.3.2, as long as the total leakage satisfies B = O(1), the
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Figure 6.9: Maximum leakage rate for V ∗. For MAX-E3SAT(5) problems
randomly generated using our cnfgen algorithm, the optimal leakage rate µ that V ∗

can achieve is plotted for various problems with L variables against the challenged
fraction q = C/M (C is the total number of challenged clauses, M = 5L/3 is
the number of clauses of the problem instance). The leakage rate is calculated as
the derivative µ = dB/dC (B is the total number of leaked variables including
indirect leakage). Since µ exhibits strong statistical fluctuations per challenge, a
smoothing Savitzky–Golay filter was applied to improve clarity. The leakage rate is
upper-bounded for all q, and µ (q) behaves very similarly for all L, indicating the
independence of the problem size. The numeric simulations are performed in the
limit of k = 1 (that is, one challenge at a time), which overestimates the power of V ∗,
since they receive new information after every challenge before deciding which clause
to challenge next. The Verifier strategy is outlined in detail in the Sec. 6.3.4. When
q ≈ 14% of all clauses have been challenged, the full solution has been revealed.
The absence of a spike in the leakage rate µ indicates that there is no particular
challenge that would make the problem trivial.

underlying gap-problem from Eq. (6.1-3) remains NP-hard.
In practice, condition (i) from the ”Correctness, soundness and limited knowl-

edge” section motivates an instance-independent leakage threshold B0: V
∗ may

repeatedly challenge the same problem instance as long as the cumulative infor-
mation leaked about its satisfying assignment does not exceed B0 bits. To study
how leakage accumulates, we simulate a strategy that is designed to maximize V ∗’s
information gain. Given a balanced 3-5CNF formula generated with our cnfgen
algorithm (see Sec. 6.3.4), where every variable appears in five distinct clauses, V ∗

repeatedly samples clauses and selects those that are expected to reveal the most
information, either directly or indirectly. Indirect leakage occurs whenever two
variables in a clause evaluate to false: the clause structure then forces the third
variable to be true even if it is never explicitly queried. On the one hand, this
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simulation allows us to estimate the number of times an instance can be verified
before the cumulative leakage reaches the global budget B0. On the other hand, in
Fig. 6.9, we quantify the average information revealed per challenge by tracking
the leakage rate µ = dB/dC (C is the total number of challenges) to define qmax

for condition (ii). Analyzing µ over multiple challenges, we find that the number of
newly leaked variables is almost always larger than the number of variables directly
disclosed by P , i.e. µ > |L|/k ≈ 3.

However, µ does not increase monotonically as one might expect. Instead, once
a large part of the problem is known, V ∗ must start to challenge clauses that are
partially known but still not trivially solvable, and in doing so, both direct leakage
and the chance to discover a variable indirectly decline steadily. Importantly,
our computational experiments suggest that the performance of this strategy is
independent of the problem size L.

Combining these results, we conclude that an instance ψ may be reused safely
as long as less than B0 bits have been leaked and less than qmax of all clauses have
been challenged. Using qmax, we then calculate how many times ψ can be used
securely as G = 5/3k ·L · qmax, indicating that G increases at least linearly with the
size of the problem instance (k is also a function of L, see Fig. 6.15). Recalling that
the security against P ∗ scales with N , it is clear that the reusability and quantum
security are in direct competition for more encoding states (Nenc = N ·L), and any
implementation must balance them while maintaining practical acquisition times.

Based on the value of Nenc used in our experiment, Fig. 6.10a illustrates this
trade-off. The adversary’s maximal quantum storage size Smax(N) is calculated
using our security analysis based on the experimental parameters (see Tab. 6.1).
We find a lower limit if N is too small to secure the protocol against even a memory
of a single qubit (Smax < 1), but on the other side, if N is chosen too large, the
problem size L must necessarily be reduced so much that even a single use could
reveal the full solution to V ∗ (G < 1). For a fixed Nenc, we may express the number
of secure uses as G(N), and rearrange to explicitly formulate the security trade-off
as Smax(N(G)): the protocol is secure for any combination of S and G that satisfies
S < Smax(N(G)).

To visualize how the protocol performs over larger distances, we chose a pair of
security guarantees S and G (indicated by the star in Fig. 6.10a) achieving five
secure uses, while securing the bit commitment against a quantum memory with
fidelity arbitrarily close to 1 and a size of 117 qubits, which is orders of magnitude
beyond state-of-the-art [410–412]. Note that even if the adversary acquires many
copies of such a quantum memory, one can increase the number of quantum states
per variable sent during the protocol execution.

6.2.3.3 Scaling with distance

To study the impact of communication distance on our scheme, we recall that our
quantum dot source generates phase-randomized states [1, 45, 219], so P ∗ may
exploit either one of two strategies to decommit on a challenged variable: storing
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Figure 6.10: Limited-knowledge performance. a) Quantum security bound.
Using the experimental parameters η = 51%, [p0, p1, pm] = [0.946, 0.054, 3.1 · 10−5],
detector dark count probability p̃dc = 5 · 10−6 and QBER of 0.5%, the security
against an dishonest Prover with a perfect quantum memory (r = 1) of total storage
size S is calculated as function of the encoding cycles per variable N . For a fixed
Nenc = N · L (here, Nenc = 1.46 · 1011), the problem size L directly depends on N .
The curve Smax indicates the storage that an the adversary would need store a full
variable, ystore = 1, and the shaded region below is secure. Under these conditions,
the number of challenges k required to achieve the soundness εs,sat is determined
(see Sec. 6.3.2) and the number of secure uses is inferred as G = 5Lqmax/3k, where
qmax = 12%. Please refer to Tab. 6.1 for the full set of protocol parameters.
b) Quantum security over transmission. Maintaining a given security for
increasing channel loss requires a larger Nmin. Note that the transmission η not
only includes channel loss but also imperfect detection. All lines indicate the lower
bound on N , the area above is secure. The solid black line shows the bound using
the parameters from the experiment and security bounds as indicated by the marker
in a). To compare the impact of the different parameters, Nmin is displayed for the
photon-number optimized PDS and QD statistics at QBER= 0.5% and p̃dc = 10−7

for two storage sizes. For more parameter variations, see Sec. 6.3.3.

single-photon states in their quantum memory and only measuring them after being
challenged, or exploiting the multiphoton states of an imperfect source to project
one photon in each basis. Similar to other quantum protocols, there is a maximum
loss that can be tolerated before perfect cheating is possible solely based on the
source’s multiphoton component pm. Thus, reaching further requires reducing pm,
even at the cost of also lowering p1. For PDSs, photon-number optimization is
routinely performed by attenuating it in a trusted manner, and the same approach
has also been shown to benefit an imperfect SPS at high channel loss [1, 42].

Including this optimization, Fig. 6.10b compares how the photon statistics
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of our QD emitter and those of a PDS perform with increasing channel loss.
In the low to moderate loss regime, the multiphoton component of the QD is
small enough to not impact security, and the quantum memory poses the main
threat. Hence, the minimum number of encoded states Nmin must increase only
linearly with loss (Nmin ∝ 1/η) to ensure that the expected number of detected
photons remains large enough to overflow the memory such that any attempt to
decommit would be noticed. At some distance, however, pm becomes too large even
when using a QD source and the emission must be pre-attenuated, resulting in a
quadratic increase Nmin ∝ 1/η2. Importantly, this photon-number optimization is
necessary for PDSs even at low loss (causing a quadratic scaling throughout), and
we identify a performance advantage of our SPS over PDSs for all but for very low-
loss and low-QBER implementations. For a system efficiency ηsys ≥ 16%, readily
over-achieved by QD sources emitting in the near-infrared [55, 56], single-photon
emitters outperform PDSs in all parameter regimes (see Sec. 6.3.3).

Finally, the impact of detector dark counts, causing the protocol to abort at high
loss, is significantly mitigated by the larger single-to-multi photon ratio provided
by QDs, pushing the maximum loss almost by an order of magnitude. Independent
of the source type, securing the protocol against larger storage sizes S requires
approximately linearly more encoding cycles per variable, Nmin ∝ S. While low
error rates improve the protocol’s performance by reducing Nmin (see Sec. 6.3.3),
we note that our protocol is remarkably robust to noise and can tolerate a QBER
of up to 7.2%.

6.2.4 Discussion
In this work, we have introduced a limited-knowledge proof that embeds one

of the most well-studied NP-complete problems into an information-theoretically
secure quantum commitment scheme. By analyzing its practical security and
demonstrating its robustness to noise and loss-dependent attacks, we have shown
that the amount of disclosed information can be bounded by a constant, while the
underlying quantum commitment is secure against adversaries holding a perfect
memory of more than a hundred qubits.

To assess the scalability of our approach, we note that the QBER ≈ 0.5%
achieved here is remarkably low for active polarization encoding, especially for an
intra-city fiber link. When implementing the protocol on a larger scale, replacing
the free-space EOM with a waveguide-based alternative can significantly enhance
the encoding rate by a factor of 103−104 [80, 413, 414]. Additionally, the protocol’s
high noise tolerance of QBER ≤ 7.2% easily accommodates the elevated QBER
of integrated schemes, making it suitable for combining it with QKD, even when
using commercial equipment. While the limited-knowledge proof is secure for
both Poisson-distributed and SPSs, a low multiphoton component significantly
reduces the number of required states, especially in the high-loss regime. Fur-
ther, in the presence of detector dark counts, they enable larger communication
distances. These findings demonstrate that highly pure SPSs are particularly well-
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suited for mistrustful quantum primitives [121], as simulated in [45] and recently
experimentally demonstrated for another quantum-cryptographic task [46].

On the computational side, we have initiated a study of how information leakage
propagates when random 3-5CNF formulas are repeatedly queried. To tighten our
bound and thus increase the number of secure reuses G, a more comprehensive
analysis of MAX-E3SAT(5) instances obtained from a full reduction starting from
arbitrary 3-SAT formulas, together with a systematic exploration of all possible
leakage patterns for such instances, should be investigated. Furthermore, identifying
alternative reductions to SAT instances that yield a larger soundness gap than MAX-
3SAT(5) problems should significantly enhance the performance. The larger the
soundness gap, the fewer the number of clauses that a Verifier must challenge, thus
allowing for a larger number of secure instance reuses. Finally, we have numerically
shown that, for the dishonest Verifier strategy employed in our protocol, the total
information leaked can be bounded. Since NP-complete problems are only known
to be hard in the worst case, a natural next step is to adapt the construction
to settings based on average-case hard problems, making our limited knowledge
protocol directly applicable to authentication schemes for example.
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6.3 Complementary material
6.3.1 Experimental data

To commit to a solution assignment and later address the challenges from V ,
P has to communicate the timing, basis, and outcome for a subset of the detected
states. Therefore, the honest Prover must analyze the stream of detection events
based on the shared reference clock. They accept only detections within the gating
window ∆tgate with respect to the reference; all other events are discarded. For all
signal bins with a single click, basis and measurement outcome are straightforwardly
assigned. If two or more clicks occurred within a single signal bin, a random basis
and outcome are assigned to the bin. If there is no detection within a signal bin,
it is considered as photon loss. All signal bins that have been assigned a basis
and measurement outcome are considered valid. The number of valid signal bins
per second is referred to as signal rate νsig. If not enough detection events are
recorded within a predefined time interval, P aborts the protocol. Else, P selects the
signal bins used for the commitment according to the solution as described in Box 1.

Figure 6.11: Analysis of the full detected data. The data used for the verification
protocol was fully sifted to analyze the experimental results using larger statistics.
Note that this is not done for the protocol itself (see Sec. 6.3.1). The overall dataset
was acquired over ≈ 4 days, with multiple measurements indicated by the Grey
dashed lines. Each data point corresponds to an averaging window of ≈ 11 minutes.

In the verification protocol, only a small subset of variables is challenged,
and consequently, only a few detected states are openly revealed. V accepts the
verification only if all clauses are satisfied and P ’s MAC matches their own. A
QBER, as known from QKD, is not computed during the verification protocol.
For a comprehensive analysis of the experiment, however, we also evaluate the
QBER for all detected states and distinguish between error probabilities for the
four polarization states. Note that this would leak the full solution s of the problem
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instance ϕ and is not done in the protocol itself.
Fig. 6.11 shows the signal rate νsig and the individual QBERs for the complete

transmission duration of ≈ 80h. In the first data set, the QD source was not yet
fully optimized, resulting in slightly lower signal rates. The remaining fluctuations
in νsig are ascribed to changes in the pump power due to varying mode-locking
conditions and subsequent spectral filtering in the 4f pulse shaper. The averaged
signal rate is ν̄sig = 14.1(4) kHz. Fig. 6.11b displays the QBER achieved in the
presented experiment for all encoded input states. Slow polarization drifts in
the fiber link have been periodically compensated by an automated routine (see
Sec. 6.1.1.4). Averaging over all states and the full acquisition duration, we find a
mean QBER of 0.48(24).

Based on the classically measured efficiencies of the complete setup—complemented
by the specified SNSPD detection efficiencies—the system source efficiency (as
defined in Sec. 2.2.2.1) of the QD is estimated. This efficiency corresponds to the
probability of coupling one laser-filtered, polarized single photon per signal bin
(i.e., per excitation pulse) into an SMF

ηsys =
ηend-2-end

ηchηencη̄detη̄proj
=

Nsignals/Nbins

ηchηencη̄detη̄proj
= 8.5(17)% . (6.3-1)

The error for the total signal count is based on Poissonian statistics. The
overall error is calculated by combining the errors of the individual efficiencies
using Gaussian error propagation.

6.3.2 Security analysis
The complete protocol is recalled in the structured representation shown in

Box. 1 and an overview of all the parameter values used for the experimental
implementation is given in Tab. 6.1. In the following the security against a
dishonest Prover P ∗ (Sec. 6.3.2.1) and dishonest V ∗ (Sec. 6.3.2.2) is derived. The
full security analysis can be found in Appendix B.

6.3.2.1 Security against P ∗

The overall security of our scheme combines two security bounds εs,sat and εs,q.
The first stems from the soundness gap, introduced via the PCP reduction: if ϕ

is not satisfiable, then after the reduction, no more than (1−
1
8
−δ

8600) of the clauses
can be satisfied by any assignment [400–402]. In the worst case, recalling that in a
MAX-E3SAT(5) instance each variable appears exactly in 5 distinct clauses, the
probability that V challenges only satisfied or stored clauses in k rounds is given by(

1−
1
8 − δ
8600

+
3 · ystore

L

)k
< εs,sat. (6.3-2)
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Box 1 Graphical representation of the limited-knowledge protocol.

R LK(M: #clauses, L: #variables, k: #chall. clauses, N: #states/variable, ε: sec. par.)

Prover P Verifier V

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .Problem broadcast: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

3-SAT: ϕ

Solution: s = {sl}L; sl ∈ {true, false} SAT instance : ϕ ψ ← R(ϕ)

k,N ← params(ε)

Solution: s = {sl}L; sl ∈ {true, false} E3SAT (5) instance : ψ

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Quantum Commitment: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

(i) Commit Step:

foreach l ∈ {1, . . . ,L}

M. Basis: Θ̃ ∈R {↔↕,⟳⟲}N ⊗N
n=1 |Xn⟩Θn X ∈R {0, 1}N ; Θ ∈R {↔↕,⟳⟲}N Prepare States

Measure: X̃
Θ̃←− ⊗N

n=1 |Xn⟩Θn

Define Sets: t̃true = {t̃j | Θ̃j =↔↕}

t̃false = {t̃j | Θ̃j =⟳⟲} t̃sl

fail abort after ∆t

endforeach l ∈ {1, . . . ,L}

(ii) Challenge Step:

m
k←−− ϕ.clauses Chall. k Clauses

Solutions of L ⊂ {1, . . . , L} m,L L |L|←−− m.variables Chall. |L| Variables

foreach l′ ∈ L

Reveal sl′
sl′ tsl′ = {tj | Θj = Θ̃j ∧ tj ∈ t̃sl′} Timings

Xsl′ = {Xtj | tj ∈ tsl′}

X̃sl′ = {X̃tj | tj ∈ tsl′}
Syn(Xsl′ ), tsl′

endforeach l′ ∈ L
use syndromes X̂v = X̂s1′ || . . . ||X̂s|L|′ Xv = Xs1′ || . . . ||Xs|L|′

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Verification Phase: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

X̂v X̂v = Xv compute

return X̂v
?
= Xv and m

?
= true evaluate
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Table 6.1: Protocol parameters. All experimental parameters are inferred from
measurements, whereas the security parameter r is fixed. The remaining parameters
are derived from the constraints provided in the security analysis.

Experimental parameters
Nenc 1.46 · 1011
η 51%

{p0, p1, pm} {0.946, 0.054, 3.1 · 10−5}
pdc 5 · 10−6

QBER 0.5%

Instance parameters
L 2 276 985

ystore 1
k 90 991

Secure reuses 5

Bounded quantum storage
r → 1

νεs,sat 0.14
Smax 117

Security parameters
εs,sat 3 · 10−1

εmin, εdet 5 · 10−3

εkey 2−7 ≈ 0.0078
εs,q 2.28 · 10−2

Here, εs,sat is the probability that an adversary can cheat without being caught.
This gives a threshold

ymin =
L

3
·
(
ε
1/k
s,sat −

(
1−

1
8 − δ
8600

))
, (6.3-3)

for which the verification is secure with probability (1− εs,sat). Note that for fixed
δ and εs,sat, the number of challenges should be lower-bounded by

kmin =
ln εs,sat

ln

(
1−

1
8
−δ

8600

) (6.3-4)

Conversely, for a fixed storage size S, P ∗ may try to increase ystore to boost the
likelihood of the event ”no unsatisfied or un-stored clause is challenged”, at the
cost of increasing their uncertainty about Xv, the string needed for passing the
verification check. In other words, increasing ystore decreases their storage rate

νεs,sat =
S

ystore ·N (1)
detect,min

, (6.3-5)
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where N
(1)
detect,min is the number of correctly measured single-photon states per

variable later defined in Eq. (6.3-10).
We choose the number of states per variable such that, whenever P ∗ stores

more than ymin variables (or their corresponding quantum states), their storage
rate becomes too small to allow a reliable readout of those variables. Conse-
quently, if ystore > ymin, the probability guessing Xv is upper-bounded by εkey (see

Eq. (6.3-12)). This bound holds except with probability (1−
1
8
−δ

8600)
k, corresponding

to the event that only satisfied clauses are challenged. The total soundness is there-
fore εs = εs,sat + εs,q, where εs,q = εkey + εmin + 2εdet, which, for the parameters
used here, evaluates to εs ≈ 1/3 (see Tab. 6.1).

With complementary probability 1− (1−
1
8
−δ

8600)
k, at least one challenged clause

will be unreliably stored or un-satisfied by the adversary. In this setting, their
best-case scenario is one in which all challenged clauses are un-stored and satisfied
(i.e. no variable is measured in the incorrect basis) except for one stored variable.
Let V denote the set of stored, challenged variables and XV the corresponding
string of measurement outcomes for which P and V chose the same basis. We
determine how large N must be so that the verification string Xv retains 7-bit
security except with probability εmin + 2εdet, for the case |V| = 1. To do so, we use
techniques introduced in [106, 408] to bound the adversary’s uncertainty about the
verification string Xv quantified by the following min-entropy relation:

H∞(Xv | Kv Qv) ≥ − log pguess(Xv | Kv Qv). (6.3-6)

Here, pguess denotes the probability that an adversary correctly guesses Xv by
performing an optimal measurement on the quantum register Qv, conditioned on
classical side-information Kv. Note that Xv is defined as the concatenation of
measurement outcomes from states corresponding to the challenged variables l′ ∈ L,
measured in the basis required to satisfy the clauses.

Let us now divide XV into two substrings XV
correct and XV

incorrect containing
measurement outcomes from correct and incorrect basis choices (associated with
correct and incorrect assignments, respectively). Since we assume that all but
|V| variables are measured in the correct basis, we must bound the adversary’s
uncertainty about at least one of the two basis substrings. We can then relate the
lower bound on the smooth min-entropy (with smoothing parameter εmin) of the
secret input Xv conditioned on classical side-information to that of the substring
{XV

D}D∈R{correct,incorrect}:

Hεmin/2
∞ (Xv|KvΘSK) = Hεmin/2

∞ (XV
D|D KVΘV) (6.3-7)

We calculate the lower bound on XV
D/Xv using the uncertainty relation from [352],

along with the min-splitting theorem, which yields

Hεmin/2
∞ (Xv|KvΘSK) ≥

|V| ·N (1)
detect,min · cBB84

2
− 1, (6.3-8)
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where

cBB84 = max
s∈(0,1]

1

s

[
1 + s− log(1 + 2s)

]
− 1

s · |V| ·N (1)
detect,min

log

(
8

εmin

)
.

(6.3-9)

Furthermore, we assume that multiphoton states do not contribute to the adver-
sary’s uncertainty. Considering trusted photon-number generation probabilities
{p0, p1, pm} and accounting for a non-unit channel efficiency ηch, the number of
single-photon states per variable satisfies

N
(1)
detect ≥

((
(1− σ̃1−) · p̃1

2
+

(1− σ̃m−) · p̃m
2

+
(1− σ̃dc−) · p̃dc

2

)
−
(
(1 + σm+) · pm + (1 + σ̃dc+) · p̃dc

))
·N

= N
(1)
detect,min

(6.3-10)

except with probability εdet, where σ/σ̃ accounts for finite-size statistics (detailed
in Appendix B). Here, {p̃0, p̃1, p̃m} are the photon-number probabilities undergoing
channel losses and p̃dc are the expected detector dark counts. In fact, Eq. (6.3
-8) determines the rate at which an adversary needs to send states through their
quantum storage [106], i.e.

R =
1

ystore ·N (1)
detect,min

( |V| ·N (1)
detect,min · cBB84

2

−1− log

(
2

εmin

))
.

(6.3-11)

Together with Lemma II.2. in [106], this gives a lower bound on the uncertainty
about Xv conditioned on quantum and classical side-information. Lastly, we use
the strong converse property of the depolarizing channel to obtain

Hεmin
∞ (Xv|Kv ΘSK F(Qin)Syn(XV

D)) ≥

νεs,sat · ystore ·N
(1)
detect,min · γ

N
(

R

νεs,sat

)
− 1.2 ·

|V| ·Ndetect,min

2
· h(p̃error+)

≥ − log(εkey),

(6.3-12)
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where Ndetect,min is the minimum expected number of states per variable sl that
P ∗ detects and measures in the correct basis, except with probability εdet. This
final expression determines the bit security of the verification string Xv. εs,q =
εmin+2εdet+εkey is the probability that an adversary obtains the correct verification
string, which incorporates errors arising from smoothing the min-entropy, the
expected single-photon detection events per variable and the probability of guessing
Xv (the first two contributing 5 · 10−3, and the latter 2−7).

6.3.2.2 Security against V ∗

Commitment phase

V ∗ does not initially know the satisfying assignment for the input instance ψ, so P ’s
measurement basis choice—and hence their committed bit—appears random to V ∗.
A hypothetical memory-unbounded P could indeed create a dummy commitment
that may later be opened as either bit without altering V ∗’s view. Specifically,
for each variable yl, this P could declare a random timing set t̃sl ⊂ tl of size at
least Ndetect,min, store the corresponding quantum states, and await V ∗’s challenges.
Only after the challenges are revealed does P measure the states and output X̃sl .
The only difference between the honest and hypothetical unbounded P is their
measurement basis choice, which V ∗ cannot learn since they do not have access to
P ’s laboratory. This provides the hiding property of our scheme.

In the presence of experimental imperfections, the only information obtained by
V ∗ before the challenge phase is the timing string t̃sl provided by P in the commit
phase, revealing the rounds for which the states were measured in the correct
commitment basis. If t̃sl for sl = true is distinguishable from t̃sl for sl = false
(i.e. the set t̃sl cannot be chosen uniformly at random for either bit value), then
V ∗ could distinguish between the two values. This could occur if detectors do not
behave symmetrically or if P explicitly back-reports the type of click configuration
that occurred on their detectors: by sending brighter polarized pulses, V ∗ can
indeed remotely probe the measurement basis chosen by P [154]. To prevent this
leakage, any detection round yielding more than one click is uniformly mapped by
P onto one of the four detector outcomes.

Verification phase

From Eq. (6.1-3), it is NP-hard to distinguish OPT(ψ) = 1 (YES case) from

OPT(ψ) ≤ 1−
1
8
−δ

8600 (NO case), since this is equivalent to deciding whether ϕ ∈ SAT.
We now establish a hardness under bounded leakage property: even if an algorithm
is given the values of B = O(1) variables of ψ (i.e., O(1) bits of information about
a satisfying assignment), this does not yield a polynomial-time procedure that can
reliably distinguish the YES from the NO cases on all instances.

Assume there exist constants B0, β > 0 and a polynomial-time routine V ∗ such
that for every MAX-E3SAT(5) instance ψ, whenever OPT(ψ) = 1, there is a set
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S(ψ) of at most B0 distinct variables and values satisfying

fV ∗(ψ,S(ψ))(ψ) ≥ 1−
1
8 − δ
8600

+ β,

where V ∗(ψ, S(ψ)) is the assignment produced by V ∗ when given the instance ψ
and its leaked set S(ψ). Intuitively, this assumption requires that there exists a
polynomial-time algorithm V ∗ which, whenever ψ is a YES instance, can exploit a
leakage of at most B0 distinct variables to produce an assignment that exceeds the
hardness gap by a fixed value β. We show in Appendix B that if such a V ∗ existed,
then one could construct a polynomial-time algorithm that distinguishes the two
cases YES and NO without any leakage at all, thus contradicting NP-hardness.

We simulate the expected number of variables that V ∗ can learn after verifying
the proof G times. First, we generate a planted, balanced 3-5CNF instance from a
random variable assignment s ∈R {true, false}L using our algorithm cnfgen (see
Sec. 6.3.4). In each verification round g ∈ {1, . . . , G}, V ∗ samples k clauses, which
are gathered in a set mg. Let Lg ⊆ {1, . . . , L} be the set of variables that appear
in mg and let B be the set of variables known so far. Define

Bg = Lg \ B,

the variables newly revealed in round g whose values are learned directly from the
sampled clauses. Update B ← B ∪ Bg.

Next, identify variables that become indirectly known given the updated set B.
A variable is indirectly revealed if it appears in a clause together with two variables
whose values are already known and both evaluate to false under s, since in this
case the third variable must evaluate to true for the clause (and hence the instance)
to remain satisfied. Let L′g denote the set of variables that are newly revealed in
this way during round g, and define

B′g = L′g \ B,

Update B ← B ∪ B′g. The total set of variables learned in round g is

B̃g = Bg ∪ B′g.

After G rounds, the total number of known variables is B = |B|.

To upper-bound leakage, we adopt an adaptive (adversarial) sampling model
that selects one clause at a time rather than k clauses at once. This strengthens
the adversary, since each choice can exploit the currently known set B to maximize
indirect leakage. Concretely, when a clause mi reveals a new set of variables {yj},
we identify clauses m̃i in which these {yj} occur and in which they evaluate to
false under s. Let {ỹi} denote the set of not-yet-known variables in m̃i. In the
next round, V ∗ challenges a clause in which most of {ỹi} occur. With this strategy,
they learn on average µ(q) variables per challenge (see Fig. 6.9).
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The purpose of this simulation is to estimate how much information about
the planted solution is disclosed when the same instance is verified over multiple
rounds with constant soundness, using this adversarial sampling model. However,
note that we do not perform the full series of reductions, but instead generate
CNF instances that share key structural properties of the reduced instances as
would occur in an actual implementation of the protocol. The exact instances
produced by the full reduction chain may indeed exhibit additional structural
features, such as locally sparse or dense regions of clause-variable connectivity,
which we do not attempt to reproduce. However, our sampling method is con-
structed to maximize potential leakage by exploiting structural connections in a
way that an adversary in the real protocol cannot, since the protocol forces them
to sample k clauses simultaneously rather than optimizing per clause. This gives
our simulated adversary strictly more freedom than any adversary interacting with
the actual protocol. For this reason, we believe that our leakage simulation overes-
timates the capabilities of an adversary and provides an upper bound on the leakage.

Let B0 = O(1) be an a priori upper-bound on the total number of solution
bits we are willing to leak. The simulation yields B = B(G, k, L) as a function of
the number of rounds G, the number of challenged clauses k, which is tied to the
soundness gap in Eq. (6.1-3), and L, the size of the instance. We then define

Gmax,L = max{G : B(G, k, L) ≤ B0} (6.3-13)

Verifying an instance of size L up to Gmax,L rounds, so that at most B0 = O(1)
bits are leaked, preserves NP-hardness of the verified problem.

6.3.3 Extended parameter variations
In addition to the results presented in Sec. 6.2, we now explore verification

performance across a wide range of parameters to develop intuition for our protocol
and provide an overview of how different photonic sources would perform under
these conditions.

In particular, the protocol’s noise and loss tolerance determine its practicality for
any implementation outside a laboratory environment. Therefore, we analyze how
the maximally tolerable QBER changes with varying transmission η, and number
of encoding cycles N and present the results in Fig. 6.12 for the photon-number
distribution of our QD. Note that η includes not only the channel loss but all
other imperfections occurring outside of V ’s trusted lab, for example, imperfect
state detection. The white region indicates where a QBC is no longer possible.
Choosing any other QBER > 0 provides a secure lower bound on N as shown in
Fig. 6.9. Here, no additional trusted attenuation was included to optimize the
photon statistics. We verify that increasing N improves the noise tolerance for
any η since the enhanced detection statistics for larger N allow for correcting for
more noise. However, the improvement in noise tolerance is limited, and the QBER
cannot exceed ≈ 7.2% for any value of η.
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Figure 6.12: Maximally tolerable quantum bit error rate.. For each pair
of transmission η and encoding cycles per variable N , the maximal QBER that
still achieves a secure protocol is calculated. For QBER > 7.2%, the protocol can
no longer be secured, independent of transmission η or number of encoding cycles
N . The simulations used the same parameters as for Fig. 6.9, that is [p0, p1, pm]
= [0.946, 0.054, 3.1 · 10−5], problem size L = 2276985, quantum memory storage
size S = 117, quantum memory depolarization parameter r = 1 − 10−5, dark
count probability p̃dc = 10−7, QBER = 5 · 10−3, εsc = 3 · 10−1, εcorr = 1.67 · 10−3,
εsound = 1.25 · 10−3. No photon number optimization with trusted attenuation was
performed here.

Fig. 6.13 shows how the verification performance varies as a function of trans-
mission when scanning the experimental parameter. As in Sec. 6.2, we use the
photon-number distribution emitted by our QD for the SPSand include the loss
caused by the state encoding setup (ηenc = 64%, see Sec. 6.1.1). Changing the
acceptable QBER as in Fig. 6.13a has a two-fold impact. First, both types of
sources need more encoding cycles for any given transmission and exhibit lower
maximum loss thresholds. Second, we find that SPSs are robuster against noise,
in particular in the low-loss regime. This is signified by the smaller increase in
Nmin compared to PDSs. For QBER > 4.5%, PDSs lose their only advantage and
are also outperformed for high-transmission implementations. Finally, we note
that the increase in Nmin with rising QBER is significant. For example, tolerating
QBER = 5% instead of 0.5% must be compensated by encoding ≈ 500 times more
cycles when using a PDS but < 10 times more when using out QD.

The impact of the dark count probability (see Fig. 6.13b) strongly resembles the
behavior known from QKD [1] and other protocols. Reducing p̃dc allows for longer
communication distances, since more loss can be tolerated before the probability
of detecting a signal photon approaches that of registering a dark count click.
Furthermore, as the performance difference between QDs and PDSs increases with
loss, SPSs benefit even more from reducing p̃dc than PDSs.

In Fig. 6.13c, the system efficiency of the QD source is increased to project how
technological advancements will impact the verification. In the low-loss regime,
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Figure 6.13: Verification performance under parameter variations. The
minimally required number of encoding cycles for a secure verification as a function
of transmission. Where not indicated otherwise, the parameters are: photon-number
statistics of the QD [p0, p1, pm] = [0.946, 0.054, 3.1 · 10−5], problem size L = 2276985,
quantum memory storage size S = 117, quantum memory depolarization parameter
r = 1− 10−5, dark count probability p̃dc = 10−7, QBER = 5 · 10−3, εsc = 3 · 10−1,
εcorr = 1.67 · 10−3, εsound = 1.25 · 10−3. The photon-number statistics of QD
and PDS are optimized for each transmission value using trusted attenuation. a)
Variation of the tolerable QBER. b) Variation of the dark count probability. c)
Variation of the QD system efficiency for fixed g(2)(0) = 2.07%. d) Variation of the
QD multiphoton system contribution for fixed system efficiency ηsys = 8.5%. The
resulting photon-numbers for c) and d) are calculated according to Sec. 2.2.2.4.
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Nmin can be significantly reduced when improving the system efficiency. However,
already for intermediate loss the advantage reduces as the source must be attenuated
to limit the multiphoton component of the quantum state. Enhancing the single-
photon purity of the source, on the other hand (see Fig. 6.13d) has little effect for
low loss but defers trusted attenuation toward higher loss and thus continuously
improves the performance of typical sources for η < 1%. This behavior of source
efficiency and single-photon purity is also known from QKD with SPSs [1, 42].

6.3.4 3-5 CNF generation and benchmarking
To estimate the maximum amount of disclosed variables in a verification round,

when V ∗ challenges k clauses of ψ, we simulate the interaction and propagation of
information on random satisfiable 3-5CNF instances that we generated with our
cnfgen algorithm 1. The generator works as follows. We first fix a problem size
L, the number of distinct boolean variables in our instance. We then sample a
random truth assignment s ∈R {true, false}L, which serves as a planted solution
to the 3-5CNF instance.

For each selected variable yℓ in a clause, we randomly choose to include it
either as a positive literal yℓ or as a negated literal ¬yℓ. After forming a clause
with three literals, we evaluate whether it is satisfied by the planted assignment
s. A clause is satisfied if at least one literal evaluates to true under s. If the
clause is already satisfied, we include it in the instance without modification. If
the clause is not satisfied by s, we select one of its three literals uniformly at
random and flip it to be consistent with s: if the variable is assigned true, we
include it as a positive literal; if it is assigned false, we include it as a negated
literal. This guarantees that the clause becomes satisfied. Repeating this process
for all M clauses, we construct a CNF formula in which every variable appears
in exactly five clauses, but not twice in the same clause, and where every clause
contains three variables that is guaranteed to be satisfiable by the known assignment.

We now model the behavior of a dishonest V ∗ who aims to learn the satisfying
assignment of the problem instance ψ = R(ϕ). Hence, V ∗ assumes that P is honest
and that ϕ ∈ SAT . Under these assumptions, V ∗ will try to exploit the structure
of the SAT instance to induce indirect leakage of variables. More specifically, when
V ∗ finds a clause for which they already know two variables, which happen to
evaluate both to false, V ∗ can infer that the last variable must evaluate to true.
Otherwise, this clause and therefore the whole instance would be unsatisfied. This
is the key element that allows V ∗ to increase the leakage rate µ beyond the limit
of direct leakage of |L|/k ⩽ 3, and the strategy of the dishonest Verifier is to select
challenges that maximize the indirect inference.

As mentioned in the Sec. 6.2, we allow V ∗ to challenge one clause at a time and
update their knowledge base before each new challenge. Clearly, this overestimates
the power of V ∗ compared to the actual protocol, where V ∗ must select k clauses
at once and cannot fully optimize the choice.
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Algorithm 1 cnfgen(L)

1: Require: 5L divisible by 3
2: M ← 5L

3
3: Y← [1, 2, . . . , L] ▷ variable indices
4: cnf← CNF()

▷ Step 1: sample a planted assignment
5: for all y ∈ Y do
6: s[y]←∈R {true, false}
7: end for

▷ Step 2: enforce exactly 5 occurrences per variable
8: for all y ∈ Y do
9: deg[y]← 5

10: end for
▷ Step 3: build M clauses with 3 distinct variables each

11: for i = 1 to M do
12: available← { y ∈ Y : deg[y] > 0 }
13: m← Sample without replacement(available, 3)
14: for all y ∈ m do
15: deg[y]← deg[y]− 1
16: end for
17: clause← empty list

▷ Step 4: choose random signs for literals
18: for all y ∈ m do
19: ℓ←∈R {y,¬y}
20: append ℓ to clause
21: end for
22: clause satisfied← False
23: for all ℓ ∈ clause do
24: y ← |ℓ|
25: value← s[y]
26: if (ℓ > 0 and value = true) or (ℓ < 0 and value = false) then
27: clause satisfied← True
28: break
29: end if
30: end for
31: if not clause satisfied then
32: idx←∈R {1, 2, 3}
33: y ← m[idx]
34: if s[y] = true then
35: clause[idx]← y
36: else
37: clause[idx]← ¬y
38: end if
39: end if
40: append clause to cnf
41: end for
42: return cnf, s
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Figure 6.14: Performance of V ∗. For a randomly generated 3-5CNF instance
containing L = 106 + 2 variables and M = 5L/3 clauses, V ∗’s strategy explained in
the text is applied. The left panel shows the simulated total leakage B compared to
the direct leakage bound |L| = 3C. The bound ignores the fact that at some point
no fully unknown clauses are left, as it purely serves as a reference for the simulated
leakage. Modeling the interaction using k = 1, V ∗ can select each challenge based
on the full knowledge they obtained so far about the solution, which overestimates
the power compared to k > 1 as in the protocol. Each clause is assigned one of the
possible five states {uuu, uut, uuf, ukk, kkk} (see text), and the status is updated
after every challenge.

Throughout their interaction with P , V ∗ will update the status of each clause
depending on the current knowledge about this clause. The possible states are

• ’uuu’ : all three variables are unknown

• ’uut’ : two variables are unknown, the other is known and evaluates to true

• ’uuf’ : two variables are unknown, the other is known and evaluates to false

• ’ukk’ : one variable is unknown, two are known

• ’kkk’ : all three variables are known

Initially, all clauses are fully unknown, i.e., their status is ’uuu’. To generate indirect
inferences, ’uuf ’ is the most relevant status. If one of the two unknown variables of
this clause is challenged, there is a chance of pind = 0.5 that the variable evaluates
to false and thus causes the remaining variable to be indirectly revealed. On the
other hand, clauses that are ’uut’ or ’ukk’ cannot produce any indirect inferences
since at least one variable already evaluates to true. Since each clause consists of 3
variables and each of those appears in exactly 4 more clauses, V ∗ might be able to
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Figure 6.15: Conditions for a secure protocol. The number of challenges k that
V must send depends on the security parameters and the size of the problem instance,
as given by Eq. 6.3-14. Based on this k, and the maximum fraction of clauses that
can be challenged qmax, the number of secure uses of a specific problem instance is
calculated as given in Eq. 6.3-15. Here, εs,sat = 0.3, δ = 10−6 and qmax = 0.12.

choose challenges such that not just one, but up to Nuuf ⩽ 12 indirect inferences
are triggered. In general, the expected indirect leakage is Bind = pindNuuf and
the total leakage in one challenge is B = Bdir +Bind. Importantly, if any variable
was leaked indirectly, V ∗ checks if this triggered another ’uuf ’ clause to reveal yet
another variable such that the leakage caused by a single challenge, µ = dB

dC , is
theoretically unbounded.

Using this approach, the dishonest Verifier calculates the expected B for each
possible clause and chooses the one that maximizes B. In case of a tie, a random
maximal clause is selected. In the first rounds, when very few variables are known,
this strategy effectively samples randomly from the set of ’uuu’ clauses, but as
more knowledge about the solution is accumulated, the pool of ’uuf ’ clauses builds
up, and on average, more indirect leakage is generated every challenge. This is
captured by the leakage rate µ shown in Fig. 6.9.

How the status of all clauses changes when challenging the whole problem
step by step is depicted exemplarily for a problem instance with L = 106 + 2 in
Fig. 6.14. Towards the end, at around challenge number 1.8 · 105, we can see that
the number of clauses in ’uuf ’ is almost constant for about 4 · 104 challenges before
it is finally depleted. This indicates that when most of the problem is already
known, challenging a random ’uuu’ clause (B = 3 + 0) is more beneficial than
targeting some indirect leakage by challenging a clause where at least one variable
is already known, that is B = 2 + 1 · pind.

The described dishonest Verifier model only looks a single challenge ahead
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instead of analyzing the full problem structure. The latter requires complex clus-
tering routines and significantly more computing power, especially if the strategy
needs to be updated after each challenge. However, we believe that allowing V ∗ to
choose every challenge separately rather than in bundles of k (where k > 8 · 104 in
our implementation) grants even more power to V ∗.

As mentioned in Sec. 6.2 and also shown in the left panel of Fig. 6.14, the
leakage rate remains bounded during the continued challenging. We therefore
conclude that the problem does not get easier all of a sudden, but may be used
until a significant portion of all clauses have been challenged. We define this limit
as qmax = 12%, where q = C/M and M is the total number of clauses.

To decommit, the dishonest Prover must be able to store at least one variable
in their quantum memory (remember that, depending on N and the experimental
parameters, this might require a memory capable of storing hundreds of qubits
perfectly). Hence, rearranging Eq. 6.3-3 and setting ystore = 1, we can infer how
many challenges k must be asked by V to achieve the protocols soundness parameter

k =
log(εs,sat)

log
(

3
L + 1− 1/8−δ

8600

) (6.3-14)

Fig. 6.15 illustrates how k scales with L and indicates that it is asymptotically
constant in L for large problems.

Knowing how many challenges are allowed per use and having bounded the
maximum number of challenges a particular instance can tolerate without fully
revealing the solution assignment, we can infer how often a problem may be used
safely

kG ⩽ qmaxM

Gmax= = qmax
5

3

L

k
. (6.3-15)

Since k is independent of L for large L, Gmax ∝ L as shown in Fig. 6.15.





7
Conclusion

Since the advance of QDs as sources of quantum light, they have become not
only a system of choice for applications requiring the highest performance [44, 55],
but also matured to be a prime platform for exploring fundamentals of quantum
optics [63, 64, 302, 338, 415]. Over the last two decades, technology and applications
have advanced in tandem: on the technology side, growth quality and control over
emitter properties through micro- and nanostructures have improved significantly
[56, 296, 416], while on the application side, the range of use-cases is constantly
extended and optimized [44, 46, 76, 241]. Newly discovered phenomena create new
opportunities, while the requirements of various applications set priorities, shaping
the progress in system design. This thesis reflects on the reciprocity by presenting
work at the intersection: studying quantum optics with QDs and using them as
sources for quantum technologies, specifically quantum-secured communication.

7.1 Phonon-assisted excitation for single-photon
applications

The pivotal point of this work is the LA phonon-assisted excitation of a QD,
exploring both details of the light–matter interaction and showing how to leverage
its advantages for quantum cryptography. The excitation–phonon coupling gives
rise to several favorable features when employing QDs as a SPS for quantum-secured
applications, and this thesis presented a comprehensive study of the excitation
scheme in light of cryptography. Prominent examples include its straightforward
suppression of the pump field via spectral filtering and the absence of PNC [219],
which alleviates the need for phase scrambling otherwise required by many protocols
[45].

In Chapter 4, the photon-number statistics have been studied experimentally
across a large parameter space, demonstrating that system efficiency and mul-
tiphoton noise exhibit broad maxima and minima, respectively, ensuring good
SPS performance for a wide range of laser settings. These results indicate the
scheme’s robustness against laser fluctuations, as theoretically predicted [95] and
previously shown for the system efficiency [235, 260, 264], but not for single-photon
purity. The behavior is a direct consequence of the large spectral bandwidth of the
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exciton–phonon coupling J(ω) compared to the sharp resonance conditions found
in RF or TPE.

Additionally, we showed that the photon statistics cannot be trivially optimized,
as no laser setting maximizes both system efficiency and single-photon purity. Thus,
parameter optimization requires a figure of merit that weights the photon-number
probabilities according to the application. Notably, the ideal operating point
changes with the protocol parameters, particularly channel loss, as demonstrated
by the example of QKD. Finally, this study showed that the decoy-state technique
provides little benefit for highly pure SPSs such as QDs.

To maintain an experimentally manageable parameter space, the pulse length
is unchanged throughout the first work. However, for resonant excitation, it was
shown that some multiphoton contribution is inevitably created in a re-excitation
event due to the finite pump pulse lengths [96, 97]. Rethinking this process for
phonon-mediated excitation in the dressed-state picture motivated the investiga-
tions presented in Chapter 5. By developing an experimental technique to extract
the individual temporal shapes of the first and second photons produced in such
a re-excitation process, we demonstrated their ordering for the first time directly.
Extending the analysis to the spectral domain, we recovered the two-photon and
first-photon spectra, thereby revealing not only differences in their spectral profiles,
as expected for resonant driving, but also a redshifted central wavelength for the
first photon. The results are fully consistent with the dressed-state model, and
the frequency shift can also be understood as an AC–Stark effect induced by
the driving laser. These findings are interesting from a fundamental perspective,
since the two-photon spectrum allows one to infer the Rabi frequency, even for an
incoherently excited 2LS, and from the application side, as the spectro-temporal
correlations—that is, the temporally evolving emission wavelength and line shape—
enable selective suppression of the multiphoton component. We demonstrated that
spectral filtering can restore high single-photon purities for pulse lengths reaching
15% of the emitter’s decay time, adding another benefit of using phonon-assisted
excitation to the list. Importantly, even for pulses as long as 80 ps (which would
be uncommonly long for an application), the reported frequency shift is 45GHz,
allowing for filtering using off-the-shelf components. For more typical laser pulses of
20 ps, the shift is expected to double, improving the selectivity of the filtering further.

7.2 Single-photon cryptography
The last work presented in Chapter 6 applies the extended understanding of

phonon-assisted excitation and harnesses its advantages to implement a mistrustful
quantum-cryptographic protocol in a real-world environment. We developed a
primitive, coined limited-knowledge proofs, that allows verifying the solution to
a hard problem while only partially disclosing it. In this way, problem and
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solution can be reused multiple times without compromising the security guarantees.
Based on a QBC i.t.-secure under the bounded-storage assumption [106, 147], our
approach avoids no-signaling constraints, which have previously been used to secure
commitments [391–394] but are difficult to enforce [406]. The protocol’s practicality
is further underlined by its loss tolerance, a noise tolerance of more than 7%, and
its implementability with standard BB84 states. These characteristics highlight its
compatibility with existing QKD hardware and infrastructure, which—combined
with its reusability property arising from the selective disclosure—signifies its
relevance to the outstanding challenge of authenticating QKD links.

While our limited-knowledge proofs can be realized with WCS, we demonstrate
that QDs outperform PDSs in all practically relevant regimes. Additionally, our
distance projections show that the low multiphoton noise of our QD source achieves
almost an order of magnitude more loss tolerance. These results are among the
first confirming that SPSs enhance performance in quantum cryptography beyond
what is possible with Poissonian photon statistics [44, 46], with particularly large
improvements expected for mistrustful settings [45].

7.3 Challenges and perspectives
Phonon-assisted excitation offers numerous advantages for the efficient, practical,

and flexible generation of quantum light, and the scheme’s success is accompanied by
growing interest. One noteworthy application benefiting from the technique–besides
single-photon cryptography discussed at length–is the generation of spin-mediated
cluster states [57, 61, 256, 417]. These highly versatile resource states—for example,
for measurement-based quantum computing [418] and multiparty cryptography
[121]—consist of a stream of successively emitted photons that are entangled in
polarization. Thus, laser suppression must not rely on polarization filtering, which
excludes schemes such as RF or ARP in confocal configurations [419]. In addition
to this specific but important use-case, we anticipate that the unique features of
phonon-assisted excitation, most notably the AC–Stark-shifted emission frequency
and the phonon scattering characteristics governed by the exciton–phonon coupling
J(ω), will benefit SPSs more generally. We therefore expect their relevance to
increase as technological advances continue.

For instance, in times when Purcell enhancement accelerates emitter decay
times ever more, and multiphoton noise attributed to fabrication imperfections
steadily reduces, re-excitation accounts for a significant portion of multiphoton
events. However, as the laser pulse length is practically lower-limited by bandwidth
requirements arising from laser suppression, alternative approaches to maintain high
single-photon purities become necessary, and we believe that the straightforward and
efficient frequency filtering introduced in Chapter 5 provides a powerful solution. In
combination with narrowband cavities, such as micro pillars, the scheme’s benefits
multiply as the AC–Stark effect shifts the emission line out of the cavity resonance,
canceling the Purcell enhancement and effectively suppressing early photon emission
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(see Sec. 5.2).
Extending the analysis to consider not only the cavity-enhanced, time-dependent

photon rates but also the time-dependent phonon scattering rates (see Sec. 2.2.4.2)
promises to create additional opportunities to enhance the emission process. Ul-
timately, one could manipulate J(ω) to tailor the light–matter interaction so
that, at no point during the laser pulse, the phonon and photon decay rates are
simultaneously high, thereby preventing re-excitation altogether.

Given the ubiquity of phonons and the success of phonon-assisted driving
schemes, exploring the potential of these techniques for other quantum emitters
represents another compelling pathway [420–422].

Shifting the focus to quantum-secured communication, recent improvements
in QD performance experimentally manifested the advantage of QDs over PDSs
in QKD [44]. Widening the scope to beyond-QKD applications [121] showed that
these profit even more from the low multiphoton noise: they enable secure protocols
in parameter regimes inaccessible to PDSs [46] and also provide improved scalings
(see Chapter 6). Nonetheless, building large networks to securely exchange quantum
information [69, 73, 354, 423, 424], as envisioned for distributed or blind quantum
computing [59, 425, 426] and multiparty computations [121], still poses many more
challenges, and most likely, such a quantum internet will be hybrid, playing on the
advantages of both PDSs and SPSs. Combining not only various photonic sources
but also creating efficient light–matter interfaces is another major undertaking,
requiring much work on interconnectivity [427]. Here, QDs offer rich opportunities;
coupling photonic and matter qubits [72, 88, 416] and enabling deterministic
photon–photon interactions via strong engineered nonlinearities [62–64, 66].

However, other architectures achieve better scalability, qubit connectivity, or
two-qubit gate fidelities [9, 428], incentivizing further hardware diversification. As
photons are widely regarded as ideal carriers of quantum information over long
distances, the ability to efficiently interface single photons with one another or
with matter qubits is essential. To this end, FT limited light, quantum frequency
conversion [429–431], and bandwidth matching [432, 433] across multiple orders of
magnitude [434] are necessary. While many QD systems routinely achieve the first
[55, 56, 435], the latter remain challenging, and although impressive advances have
been made, most implementations still fall short of the target performance.
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Jöns. Experimental Measurement of the Reappearance of Rabi Rotations in Semiconductor
Quantum Dots. Physical Review Letters 135(26): 2025.

[254] N. Somaschi, V. Giesz, L. de Santis, J. C. Loredo, M. P. Almeida, G. Hornecker, S. L.
Portalupi, T. Grange, C. Antón, J. Demory, C. Gómez, I. Sagnes, N. D. Lanzillotti-
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S. Höfling, A. Rastelli, T. Huber-Loyola, and R. Trotta. Wavevector-resolved polarization
entanglement from radiative cascades. Nature communications 16(1): p. 6209. 2025.

[315] A. Muller, E. B. Flagg, M. Metcalfe, J. Lawall, and G. S. Solomon. Coupling an epitaxial
quantum dot to a fiber-based external-mirror microcavity. Applied Physics Letters 95(17):
p. 173101. 2009.

https://doi.org/10.1038/ncomms1746
https://doi.org/10.1038/ncomms1746
https://doi.org/10.1038/s41467-025-66205-w
https://doi.org/10.1038/s41467-025-66205-w
https://doi.org/10.1103/PhysRevLett.110.237401
https://doi.org/10.1103/PhysRevLett.110.237401
https://doi.org/10.1038/nature05586
https://doi.org/10.1038/nature06274
https://doi.org/10.1038/nature06274
https://doi.org/10.1038/s41586-019-1709-y
https://doi.org/10.1038/s41586-019-1709-y
https://doi.org/10.1038/ncomms2434
https://doi.org/10.1038/ncomms2434
https://doi.org/10.1063/1.120582
https://doi.org/10.1063/1.120582
https://doi.org/10.1063/1.1415346
https://doi.org/10.1063/1.1415346
https://doi.org/10.3938/jkps.73.1502
https://doi.org/10.3938/jkps.73.1502
https://doi.org/10.1186/s43593-024-00072-8
https://doi.org/10.1186/s43593-024-00072-8
https://doi.org/https://doi.org/10.1002/lpor.202300835
https://doi.org/https://doi.org/10.1002/lpor.202300835
https://doi.org/10.1038/s41467-025-61460-3
https://doi.org/10.1038/s41467-025-61460-3
https://doi.org/10.1063/1.3245311
https://doi.org/10.1063/1.3245311


BIBLIOGRAPHY 189

[316] R. J. Barbour, P. A. Dalgarno, A. Curran, K. M. Nowak, H. J. Baker, D. R. Hall, N. G.
Stoltz, P. M. Petroff, and R. J. Warburton. A tunable microcavity. Journal of Applied
Physics 110(5): 2011.

[317] Y. Colombe, T. Steinmetz, G. Dubois, F. Linke, D. Hunger, and J. Reichel. Strong
atom-field coupling for Bose-Einstein condensates in an optical cavity on a chip. Nature
450(7167): pp. 272–276. 2007.

[318] L. Bremer, S. Rodt, and S. Reitzenstein. Fiber-coupled quantum light sources based on
solid-state quantum emitters. Materials for Quantum Technology 2(4): p. 042002. 2022.

[319] G. Shambat, J. Provine, K. Rivoire, T. Sarmiento, J. Harris, and J. Vučković. Optical fiber
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and S. Höfling. Optical charge injection and coherent control of a quantum-dot spin-qubit
emitting at telecom wavelengths. Nat. Commun. 13(1): p. 748. 2022.

[334] M. Scheibner, T. Schmidt, L. Worschech, A. Forchel, G. Bacher, T. Passow, and D.
Hommel. Superradiance of quantum dots. Nature Physics 3(2): pp. 106–110. 2007.

[335] N. Hauser, M. J. Bayerbach, S. E. D’Aurelio, R. Weber, M. Santandrea, S. P. Kumar, I.
Dhand, and S. Barz. Boosted Bell-state measurements for photonic quantum computation.
npj Quantum Information 11(1): 2025.

[336] S. Liu, C. Gustin, H. Liu, X. Li, Y. Yu, H. Ni, Z. Niu, S. Hughes, X. Wang, and J. Liu.
Dynamic resonance fluorescence in solid-state cavity quantum electrodynamics. Nature
Photonics 18(4): pp. 318–324. 2024.

[337] K. Boos, S. K. Kim, T. Bracht, F. Sbresny, J. M. Kaspari, M. Cygorek, H. Riedl, F. W.
Bopp, W. Rauhaus, C. Calcagno, J. J. Finley, D. E. Reiter, and K. Müller. Signatures of
Dynamically Dressed States. Phys. Rev. Lett. 132: p. 053602. 2024.

[338] L. M. Hansen, F. Giorgino, L. Jehle, L. Carosini, J. C. L. Carreño, I. Arrazola, P. Walther,
and J. C. Loredo. Non-classical excitation of a solid-state quantum emitter, 2024.

[339] P. Michler. Single Semiconductor Quantum Dots. Springer Berlin Heidelberg, Berlin,
Heidelberg. 2009.

[340] K. A. Fischer, K. Müller, A. Rundquist, T. Sarmiento, A. Y. Piggott, Y. Kelaita, C. Dory,
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Quantum Dot Fine Structure for Entangled Photon Generation at 1550 nm. Nano Letters
21(24): pp. 10501–10506. 2021.

[369] T. van Leent, M. Bock, R. Garthoff, K. Redeker, W. Zhang, T. Bauer, W. Rosenfeld,
C. Becher, and H. Weinfurter. Long-Distance Distribution of Atom-Photon Entanglement
at Telecom Wavelength. Phys. Rev. Lett. 124: p. 010510. 2020.

[370] X. Ma. Quantum cryptography: theory and practice, 2008.

[371] M. Bozzio, A. Orieux, L. T. Vidarte, I. Zaquine, I. Kerenidis, and E. Diamanti. Experi-
mental investigation of practical unforgeable quantum money. npj Quantum Inf. 4: p. 5.
2018.

[372] X.-B. Wang. Beating the Photon-Number-Splitting Attack in Practical Quantum Cryptog-
raphy. Phys. Rev. Lett. 94: p. 230503. 2005.

[373] S. Ates, I. Agha, A. Gulinatti, I. Rech, A. Badolato, and K. Srinivasan. Improving the
performance of bright quantum dot single photon sources using temporal filtering via
amplitude modulation. Scientific Reports 3(1): 2013.

[374] T. Kupko, M. von Helversen, L. Rickert, J.-H. Schulze, A. Strittmatter, M. Gschrey,
S. Rodt, S. Reitzenstein, and T. Heindel. Tools for the performance optimization of
single-photon quantum key distribution. npj Quantum Information 6(1): 2020.

[375] D. Cogan, Z.-E. Su, O. Kenneth, and D. Gershoni. Deterministic generation of indistin-
guishable photons in a cluster state. Nature Photonics 17(4): pp. 324–329. 2023.

https://doi.org/10.1038/s41534-020-0249-5
https://doi.org/10.1038/s41534-020-0249-5
https://doi.org/10.1038/s41534-020-00356-0
https://doi.org/10.1038/s41534-020-00356-0
https://doi.org/10.1038/nphoton.2017.116
https://doi.org/10.1038/nphoton.2017.116
https://doi.org/10.1038/s41566-019-0532-1
https://doi.org/10.1038/s41566-019-0532-1
https://doi.org/10.1063/1.4961888
https://doi.org/10.1063/1.4961888
https://doi.org/10.1063/1.4961888
https://doi.org/10.1103/PhysRevApplied.13.054052
https://doi.org/10.1103/PhysRevApplied.13.054052
https://doi.org/10.1364/oe.405466
https://doi.org/10.1364/oe.405466
https://doi.org/10.1021/acs.nanolett.1c04024
https://doi.org/10.1021/acs.nanolett.1c04024
https://doi.org/10.1103/PhysRevLett.124.010510
https://doi.org/10.1103/PhysRevLett.124.010510
https://doi.org/10.1038/s41534-018-0058-2
https://doi.org/10.1038/s41534-018-0058-2
https://doi.org/10.1103/PhysRevLett.94.230503
https://doi.org/10.1103/PhysRevLett.94.230503
https://doi.org/10.1038/srep01397
https://doi.org/10.1038/srep01397
https://doi.org/10.1038/srep01397
https://doi.org/10.1038/s41534-020-0262-8
https://doi.org/10.1038/s41534-020-0262-8
https://doi.org/10.1038/s41566-022-01152-2
https://doi.org/10.1038/s41566-022-01152-2


BIBLIOGRAPHY 193

[376] A. K. Nowak, S. L. Portalupi, V. Giesz, O. Gazzano, C. Dal Savio, P.-F. Braun, K.
Karrai, C. Arnold, L. Lanco, I. Sagnes, A. Lemâıtre, and P. Senellart. Deterministic and
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A
APPENDIX: Correlation functions

Correlation functions are indispensable for characterizing quantum light. First formulated by
Glauber in 1963 [114, 115], they describe the coherence between electric fields (compare Eq. 2.1
-20)

E+(t) =
∑
k,µ

√
ℏωk

2ϵ0V
ak,µ e

i(ωkt−k·r0) ek,µ (A.0-1)

(and E− as the complex conjugate) for arbitrary order n

G(n)(t1, ..., t2n) = ⟨E−(t1) ...E−(tn)E+(tn+1) ...E+(t2n)⟩ . (A.0-2)

Since the photonic creation and annihilation operators do not commute, one has to take care of
the ordering of electric fields, where we adopted the so-called normal ordering. Generally, the
fields analyzed by means of correlation functions can stem from different light sources, but in this
work, we focus on fields emitted by the same source but at different times, to which one might
refer as autocorrelation functions. Limiting ourselves to the description of single-mode fields and
absorbing the time dependence in the photon operator, we simplify the notation of the following
by using E+(t) ∝ a(t) and E−(t) ∝ a†(t). Then, the first-order autocorrelation function is

G(1)(t1, t2) = ⟨a†(t1) a(t2)⟩ , (A.0-3)

which reduces to the photon number operator for t2 = t1

G(1)(t1, t1) = ⟨n(t1)⟩ . (A.0-4)

Next, we define the normalized first-order autocorrelation function

g(1)(t1, t2) =
G(1)(t1, t2)

G(1)(t1, t1)
=
G(1)(t1, t2)

⟨n(t1)⟩ . (A.0-5)

For electric fields with stationary statistics (that is, field fluctuations do not change on long
time scales), it is convenient to change from absolute times t1 and t2 to a reference time t = t1
and a relative delay from this reference time τ = t2 − t1 such that

G(1)(t, τ) = ⟨a†(t) a(t+ τ)⟩ . (A.0-6)

Since the field fluctuations are assumed time independent we can set t = 0 without loss of generality
and apply statistical averaging ⟨n(t)⟩ = n̄ to find

G(1)(τ) = ⟨a†(0) a(τ)⟩ (A.0-7)

g(1)(τ) =
G(1)(τ)

n̄
, (A.0-8)

The temporal coherence of a photon source is inferred by experimentally measuring g(1)(τ) as
described in Sec. 2.2.2.3.
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Similarly, we define the second-order autocorrelation functions

G(2)(t1, t2) = ⟨a†(t1) a†(t2) a(t2) a(t1)⟩ (A.0-9)

g(2)(t1, t2) =
G(2)(t1, t2)

G(1)(t1, t1)G(1)(t2, t2)
=
G(2)(t1, t2)

n̄2
. (A.0-10)

Analog to the first-order, we also rewrite in terms of relative delay τ

g(2)(τ) =
⟨a†(0) a†(τ) a(τ) a(0)⟩

n̄2
(A.0-11)

and using the commutator relation a†(0) a(τ) = a(τ) a†(0)−δ(τ) we simplify Eq. A.0-11 for further
use

g(2)(τ) =
1

n̄2
⟨a†(τ)

[
a(τ) a†(0)− δ(τ)

]
a(0)⟩

=
1

n̄2
⟨a†(τ)a(τ) a†(0) a(0)− a†(τ) a(0)δ(τ)⟩

=
1

n̄2
⟨n2 − a†(τ) a(0)δ(τ)⟩

(A.0-12)

and it follows for zero time delay

g(2)(0) =
⟨n(n− 1)⟩

n̄2
. (A.0-13)



B
APPENDIX: Security analysis for

limited-knowledge proofs

B.1 Technical preliminaries
B.1.1 Polynomial-time reductions

In our protocol, we rely on a specific problem structure to estimate the amount of information
leaked in each verification round. Furthermore, we require a soundness gap to prove security
against a dishonest P ∗. To obtain this, V applies a chain of reductions R to the public 3-SAT
instance ϕ at the start of the protocol, yielding a MAX-E3SAT(5) instance ψ with a guaranteed
soundness gap. Here, MAX-E3SAT(5) denotes a restricted version of 3-SAT in which every clause
has exactly three literals and each variable appears in exactly five distinct clauses. We now outline
this chain of reductions:

Theorem B.1.1 [400]. Given a 3-CNF Boolean formula ϕ, it is NP -hard to distinguish between
the following two cases for any constant δ ∈ (0, 1

8
):

• (Completeness) ϕ is satisfiable.

• (Soundness) No truth assignment can satisfy at least a ( 7
8

+ δ)-fraction of the clauses of ϕ.

This theorem implies that there is a polynomial-time mapping R taking any 3-CNF Boolean
formula ϕ to a MAX-3-SAT instance R(ϕ) = ψMaxSAT such that

• ϕ ∈ SAT ⇒ OPT(ψ) = 1,

• ϕ /∈ SAT ⇒ OPT(ψ) ≤ 7
8

+ δ,

where OPT(ψ) is the maximum fraction of clauses of ψ that any assignment can satisfy, i.e.
OPT(ψ) = maxs̃ fs̃(ψ) where fs̃(ψ) denotes the fraction of clauses satisfied by assignment s̃.

We then use Theorem 29.11 in [401] to transform the MAX-3-SAT to MAX-3SAT(29), which
is a special case of MAX-3-SAT where every variable appears in at most 29 clauses of a 3-CNF
Boolean formula:

Theorem B.1.2 [401].There is a polynomial-time gap-preserving reduction that transforms an
instance ψMaxSAT of MAX-3-SAT to an instance ψMax29 of MAX-3SAT(29) such that the following
is satisfied:

• OPT(ψMaxSAT ) = 1 ⇒ OPT(ψMax29) = 1.

• OPT(ψMaxSAT ) ≤ 1− δ′ ⇒ OPT(ψMax29) ≤ 1− δ′

43
.

For our reduction this means that δ′ = 1
8
− δ ⇒ 1− δ′

43
= 1−

1
8
−δ
43

, hence

• OPT(ψMaxSAT ) = 1 ⇒ OPT(ψMax29) = 1.

• OPT(ψMaxSAT ) ≤ 7
8

+ δ ⇒ OPT(ψMax29) ≤ 1−
1
8
−δ
43

.
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Next, one can reduce from MAX-3SAT(29) to MAX-E3SAT(5), which is a special case of MAX-
3SAT where an input 3-CNF formula contains L variables and M = 5L/3 clauses for some positive
integer divisible by 3, each clause contains exactly 3 literals, and each variable appears in exactly
5 clauses but never appears twice in the same clause:

Theorem B.1.3 [402], Proposition 2.1.2 There is a polynomial-time gap-preserving reduction
that transforms an instance ψMax29 of MAX-3SAT(29) to an instance ψMax5 of MAX-E3SAT(5)
such that the following is satisfied:

• OPT(ψMax29) = 1 ⇒ OPT(ψMax5) = 1.

• OPT(ψMax29) ≤ 1− δ′′ ⇒ OPT(ψMax5) ≤ 1− δ′′

200
.

For our reduction this means δ′′ =
1
8
−δ
43
⇒ 1− δ′′

200
= 1−

1
8
−δ

8600
:

• OPT(ψMax29) = 1 ⇒ OPT(ψMax5) = 1.

• OPT(ψMax29) ≤ 1−
1
8
−δ
43

⇒ OPT(ψMax5) ≤ 1−
1
8
−δ

8600
.

Now we arrived at a 3-SAT instance with a gap promise whose variables are uniformly distributed.
We now implement a last step to create a balanced instance ψMax5 whose literal polarities are
also uniform:

For each variable yl, pick a random bit ryl ∈ {0, 1}.

• If ryl = 1, flip the sign of every occurrence of yl:

yl ←→ ¬yl,

and change the assignment:
s′l = sl ⊕ 1

• If ryl = 0, do nothing.

We can check that the value of the literal doesn’t change by the new assignment:

• If l = yl: call the value under the new assignment s′l, and the literal after the flip becomes
l′ = ¬yl, when ryl = 1, and l′ = yl when ryl = 0.

l′(s′l) =

{
¬(sl ⊕ 1) = sl (ryl = 1)

sl (ryl = 0)
(B.1-1)

which in both cases is the same: l′(s′l) = sl = l(sl).

• If l = ¬yl: the literal after the flip becomes l′ = yl, when ryl = 1, and l′ = ¬yl when
ryl = 0.

l′(s′l) =

{
sl ⊕ 1 = ¬sl (ryl = 1)

¬sl (ryl = 0)
(B.1-2)

which in both cases is the same: l′(s′l) = ¬sl = l(sl).

To check why this routine makes literal polarities uniform, let tl be the number of occurrences of
variable yl in the formula, and let pl be the number of positive occurrences of yl (so nl = tl−pl are
the negative occurrences ¬yl) before the random flips and let p′l, n

′
l be the occurrences afterwards.

We have

• With probability 1
2
, p′l = pl

• With probability 1
2
, p′l = nl
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Then

E[p′l] =
1

2
pl +

1

2
nl =

1

2
pl +

1

2
(tl − pl) =

tl
2
. (B.1-3)

Obviously, the soundness gap is preserved in this routine, and our final gap problem is

ϕ ∈ SAT⇒ OPT(ψ) = 1,

ϕ /∈ SAT⇒ OPT(ψ) ≤ 1−
1
8
− δ

8600
,

(B.1-4)

where ψ denotes a balanced MAX-E3SAT(5) instance.

B.1.2 Calculation of min-entropies
In many quantum-cryptographic protocols, security is established by lower-bounding the

min-entropy H∞(X|Q) associated with an adversary guessing a variable X, conditioned on some
quantum side-information Q. In this context, the joint state shared between an honest party and
the adversary can be described by a classical-quantum state living in HX ⊗HQ of the form

ρXQ =
∑
x

P (X = x)|x
〉〈
x|X ⊗ ρxQ, (B.1-5)

where {|x⟩} is the orthonormal set of possible classical strings in HX weighted by P (X = x)
and ρxQ is the quantum state in HQ held by the adversary. The conditional min-entropy of an
adversary holding the Q register then is defined as

H∞(X|Q)ρXQ := −log pguess(X|Q), (B.1-6)

where
pguess(X|Q) := max

{Dx
Q
}

∑
x

P (X = x)Tr(Dx
Qρ

x
Q). (B.1-7)

Here, the maximization is over all POVMs {Dx
Q} on HQ. This captures the maximum probability

of correctly guessing X given Q, i.e. how correlated the adversary’s quantum state is to the
classical string. Note that the min-entropy takes a maximum value of H∞(X|Q)ρXQ = log |X |
when the classical register is completely uncorrelated from the adversary’s quantum register, i.e.
when ρXQ = 1

|X| ⊗ ρQ (and where |X | denotes the alphabet size of X).
The smooth version of the conditional min-entropy is defined as

Hε
∞(X|Q)ρXQ := sup

ρ̄XQ≥0: 1
2
||ρ̄XQ−ρXQ||1≤Tr(ρXQ)·ε

Tr(ρ̄XQ)≤Tr(ρXQ)

Hε
∞(X|Q)ρ̄XQ , (B.1-8)

which can be understood as an optimization over the min-entropies corresponding to states
{ρ̄XQ} within an ε-distance of ρXQ. A very useful identity for the smooth min-entropy of a
classical-classical-quantum state ρXYQ is the following chain rule:

Hε
∞(X|Y Q)ρXY Q ≥ H

ε
∞(XY |Q)ρXY Q − log|Y|. (B.1-9)

where |Y| denotes the alphabet size of Y .

We now summarize the most important techniques for the noisy-storage part of our security
proof. The first theorem states that the conditional smooth min-entropy of the measurement
outcome X ∈ {0, 1}N of an N -qubit state ρ, measured in a randomly chosen basis Θ ∈ {↔↕,⟳⟲}N ,
can be lower-bounded:

Theorem B.1.4 Uncertainty relation 1 [106] Consider the N-qubit state ρ ∈ (C2)⊗ N . Let
Θ ∈R {↔↕,⟳⟲}N be independent of ρ and let X ∈ {0, 1}N be the random variable for the
measurement outcome of ρ measured in basis Θ. Then, the conditional smooth min-entropy is
lower-bounded by

Hε
∞(X|Θ) ≥

(1

2
− 2δ

)
N (B.1-10)
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for any 0 < δ < 1
2
satisfying

ε = exp
(
− δ2N

32(2− log(δ))2

)
, (B.1-11)

where ε should ideally be very low for a secure protocol. To make the implementation feasible, we
need a tighter uncertainty relation:

Theorem B.1.5 Uncertainty relation 2 [436] Consider the N-qubit state ρ ∈ (C2)⊗N . Let
Θ ∈R {↔↕,⟳⟲}N be independent of ρ and let X ∈ {0, 1}N be the random variable for the
measurement outcome of ρ measured in basis Θ. Then, the conditional smooth min-entropy is
lower-bounded by

Hε
∞(X|Θ) ≥ N · cBB84 (B.1-12)

where

cBB84 := max
s∈(0,1]

1

s
[1 + s− log(1 + 2s)]− 1

sN
log

2

ε2
(B.1-13)

for any ε > 0.

The following lemma then shows that if the joint entropy of two random variables X0 and X1 is
lower-bounded by some α, then the min-entropy of XD where D ∈R {0, 1} is a random variable,
is at least α/2− 1:

Lemma B.1.6 Min-entropy splitting [408, 437], Let ε ≥ 0, and X0, X1,Θ be random variables
with Hε

∞(X0, X1|Θ) ≥ α. Then, there exists a random variable D ∈R {0, 1} such that

Hε
∞(XD|D Θ) ≥ α/2− 1 (B.1-14)

The above bound on the min-entropy quantifies the number of bits of uncertainty when guessing a
substring XD ⊂ X given Θ. The uncertainty about X given classical side-information determines
the effective rate an adversary must send through their storage device F . We now state two useful
lemmas:

Lemma B.1.7 ([106], Lemma II.1.) Consider an arbitrary cq-state ρXQ and a CPTPM F :
HQin → HQout . Then

H∞(X|F(Q)) ≥ − logPF
succ(⌊H∞(X)⌋). (B.1-15)

Lemma B.1.8 ([106], Lemma II.2.) Consider an arbitrary ccq-state ρXTQ, and let ε, ε′ ≥ 0 be
arbitrary. Let F : HQin → HQout be an arbitrary CPTP map. Then

Hε+ε′
∞ (X|TF(Q)) ≥ − logPF

succ

(
⌊Hε

∞(X|T )− log
1

ε′
⌋
)
. (B.1-16)

B.2 Security against P*
B.2.1 Length notations and finite-size effects

Considering a channel transmission of η̃ch and V ’s photon-number generation probabilities
{p0, p1, pm}, P will detect vacuum, single-photon and multi-photon states with probabilities

p̃0 = p0 + p1 · (1− η̃ch) + pm · (1− η̃ch)2,

p̃1 = p1 · η̃ch + pm[1− η̃2ch − (1− η̃ch)2],

p̃m = 1− p̃1 − p̃0.
(B.2-1)
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For the security proof, we must identify which probabilities are controlled by which party. The set
{p0, p1, pm} is trusted by V . However, once the states leave V ′s lab, V has no control over the
probabilities anymore, hence the untrusted probabilities {p̃0, p̃1, p̃m} denoted with a tilde.

Let N be the total number of states sent per variable, and {Q(n)
1 , ..., Q

(n)
N } be a set of

N independent random variables. Furthermore, let Q(n) =
∑N
i=1Q

(n)
i , where Q

(n)
i = 1 with

probability pn for n ∈ {0, 1,m} and Q
(n)
i = 0 otherwise. The expectation value is µn = pn ·N .

We may use a Chernoff-type argument to upper-bound the probability that emitted and detected
photon numbers exceed their expectation value µn by some σn+ ∈ [0, 1]:

P[Q(n) ≥ (1 + σn) · µn] ≤ exp

(
−σ

2
n+

3
· µn

)
. (B.2-2)

Similarly, we can bound the probability that Q(n) =
∑N
i=1Q

(n)
i is smaller than the expectation

value µn by some σn− ∈ [0, 1]:

P[Q(n) ≤ (1− σn−) · µn] ≤ exp

(
−σ

2
n−

2
· µn

)
. (B.2-3)

Setting the probability that Q(n) lies outside the interval [(1− σn−) · pn ·N, (1 + σn+) · pn ·N ] to
be smaller than some εpn > 0 yields the following relations:

σn+ ≤

√
3 ln
(

1
εpn

)
pn ·N

. (B.2-4)

σn− ≤

√
2 ln
(

1
εpn

)
pn ·N

. (B.2-5)

In the same way, we can bound the probability p̃n that P receives n-photon states after considering
additional channel losses η̃ch. If Q̃(n) is the number of n-photon states that P detects, the proba-
bility that Q̃(n) lies outside the interval [(1−σ̃n−)· p̃n ·N, (1+σ̃n+)· p̃n ·N ] is upper-bounded by εp̃n .

Our security proof holds under the assumption that V ’s source produces phase-randomized
states. This is well-justified by the fact that our quantum dot is excited with an LA phonon-assisted
pumping scheme, which generates mixed states in the photon-number basis [45]. In this context,
P ∗ only attempts to store single-photon states in their quantum memory, since multi-photon
states allow them to perfectly decommit by measuring one photon in each basis. Based on these
considerations, we define and calculate the quantities Ndetect and N

(1)
detect.

When N states are generated by V , Ndetect is the number of states we expect an honest P to
detect and measure in the basis they wish to commit to. This is the set of states that can later be
challenged. Given photon-number generation probabilities {p0, p1, pm}, channel transmission η̃ch,
the probability p̃dc that any of the four detector registers a dark count, and assuming a balanced
measurement BS, we write

Ndetect =

(
p̃1
2

+
p̃m
2

+
p̃dc
2

)
·N. (B.2-6)

We upper-bound the probability that Ndetect is not in the interval[(
(1− σ̃1−) · p̃1

2
+

(1− σ̃m−) · p̃m
2

+
(1− σ̃dc−) · p̃dc

2

)
·N,(

(1 + σ̃1+) · p̃1
2

+
(1 + σ̃m+) · p̃m

2
+

(1 + σ̃dc+) · p̃dc
2

)
·N
] (B.2-7)

by εdet = εp̃1 + εp̃m + εp̃dc = 3εp̃1 , where we calculate the various σ̃n+ and σ̃n− parameters using
Eq. B.2-4 and B.2-5 by setting εp̃1 = εp̃m = εp̃dc . If the number of reported states does not lie
within this interval, we allow V to abort the protocol. In the following, we use the lower bound on
Ndetect, i.e.
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Ndetect,min =

(
(1− σ̃1−) · p̃1

2
+

(1− σ̃m−) · p̃m
2

+
(1− σ̃dc−) · p̃dc

2

)
·N (B.2-8)

N
(1)
detect is the number of expected single-photon states within Ndetect that P ∗ cannot report as lost.

Since, in the worst case, a dishonest P ∗ will never report multi-photon states as lost, we can write

N
(1)
detect = Ndetect − pm ·N =

(
p̃1
2

+
p̃m
2

+
p̃dc
2
− pm

)
·N (B.2-9)

Again, we can upper-bound the probability that N
(1)
detect is not within the interval[(

(1− σ̃1−) · p̃1
2

+
(1− σ̃m−) · p̃m

2
+

(1− σ̃dc−) · p̃dc
2

− (1 + σm+) · pm
)
·N,(

(1 + σ̃1−) · p̃1
2

+
(1 + σ̃m−) · p̃m

2
+

(1 + σ̃dc−) · p̃dc
2

− (1− σm−) · pm
)
·N
]

by εdet = εp̃1 + εp̃m + εp̃dc + εpm = 4εp̃1 . Assuming the worst case, we take N
(1)
detect, min as the

lower bound on N
(1)
detect for calculating the security bounds, i.e.

N
(1)
detect, min =

((
(1− σ̃1−) · p̃1

2
+

(1− σ̃m−) · p̃m
2

+
(1− σ̃dc−) · p̃dc

2

)
−
(

(1 + σm+) · pm + (1 + σ̃dc+) · p̃dc
))
·N.

(B.2-10)

Finally, we focus on the treatment of quantum bit error rates. In the honest setting, the
expected total error that needs to be corrected is a combination of the channel error perror,ch and
dark count probability p̃dc. Normalizing to the total expected detection events, we have:

p̃error+ =
d

2
+ (1− d) · perror, ch (B.2-11)

where, in the worst-case,

d =
p̃dc · (1 + σ̃dc,+)

p̃dc · (1 + σ̃dc,+) + p̃1 · (1− σ̃1,−) + p̃m · (1− σ̃m,−)
.

Again we set εerr = εp̃dc + εp̃1 + εp̃m = 3εp̃1 , i.e. the probability that the error is larger than
p̃error,+ is upper-bounded by εerr.

B.2.2 Security bounds
In our analysis, we derive two bounds on an adversary’s success probability when trying to

break the protocol. The first bound εs,sat dictates the minimum number of variables (or their
corresponding quantum states) that an adversary must store to exceed a cheating probability of
εs,sat when k clauses are challenged. The second bound εs,q shows that, by sending a sufficiently
large number N of quantum states per variable, the probability that an adversary with storage
size S guesses the string Xv is upper bounded. Both bounds relate to one another in the following
way: whenever P ∗ tries to increase their cheating probability above εs,sat by storing the quantum
states associated with more problem variables, our protocol ensures that the verification string Xv

achieves at least 7-bit security, except with probability εmin + 2εdet which comes from statistical
errors (εdet) and smoothing the min-entropy (εmin). Conversely, if P ∗ stores fewer quantum
states for which the storage capacity suffices to reduce the uncertainty of Xv below 7 bits, the
probability of detecting an error in k challenges becomes larger than (1− εs,sat). With this, the
total soundness, i.e. the probability that V accepts a dishonest proof, is bounded by

εs = εs,sat + εs,q

= εs,sat + 2εdet + εmin + εkey,
(B.2-12)
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where the factor of 2 for εdet comes from Ndetect, min and N
(1)
detect, min (defined in Eqs. B.2-8 and

B.2-10, respectively), and εkey = 2−7. From B.1.1 we know that if ϕ /∈ SAT, then at most 1−
1
8
−δ

8600

of all clauses of ψ can be satisfied. Recalling that each variable appears in five distinct clauses,
the probability that V challenges only satisfied or stored clauses over k rounds is given by(

1−
1
8
− δ

8600
+ 5 · ystore

M

)k
=

(
1−

1
8
− δ

8600
+ 3 · ystore

L

)k
< εs,sat, (B.2-13)

where ystore is the number of variables stored by P ∗ and M is the number of clauses in ψ. If
P ∗ can store a variable in a clause reliably, then they can alter the commitment of this variable,
making an initially unsatisfied clause evaluate to true. Note that Eq. B.2-13 holds in the worst
case, i.e. when the set of satisfied clauses does not overlap with the set of clauses for which a
variable is stored. From Eq. B.2-13, we calculate the threshold ymin for which P ∗ can successfully
cheat with probability εs,sat:

ystore > ymin =
L

3
·
(
ε
1/k
s,sat − (1−

1
8
− δ

8600
)

)
. (B.2-14)

By increasing the number of stored variables - or equivalently, the number of quantum states - P ∗

decreases their storage rate ν, given by the ratio of the actual storage size S to the number of
states that they store. For a given εs,sat, we define the maximum storage rate νεs,sat as the highest
rate achievable by P ∗ while successfully cheating with probability εs,sat:

νεs,sat =
S

N
(1)
detect,min · ymin

. (B.2-15)

Here, we assume that for one variable, P ∗ only has to store single-photon states that were not
reported as lost, corresponding to the number N

(1)
detect,min expressed in Eq. B.2-10.

When ystore > ymin and no incorrectly measured clause but a stored variable is challenged, we
choose N (per variable) such that the resulting verification string retains a security of at least 7
bits.

B.2.3 String definitions
First, we define the total challenged string XK as the concatenation of all encoded bits

corresponding to the challenged variables. Let L ⊂ {1, . . . , L} be the set of variables included in
the k clauses, with |L| ≈ 3k. For each variable yl′ with l′ ∈ L, let Xyl′ denote the string that V
encoded (regardless of their chosen basis) which agrees with the committed set of timings t̃sl′ sent
by P in Step 3 of the commit phase, satisfying |Xyl′ |≥Ndetect,min. Then XK may be expressed as

XK = Xy1′ || . . . ||Xy|L|′ , (B.2-16)

where |XK|≥|L| ·Ndetect,min.
A valid verification string Xv is then defined as the concatenation of substrings which P and

V both measured/encoded in the basis corresponding to a satisfying assignment of the k clauses.
For a given challenged variable yl′ , these substrings satisfy either

Xsl′ = Xtrue = C [(Θj=Θ̃j= ↔↕)∧(j∈t̃true)] (Xj) for sl′ = true (B.2-17)

or
Xsl′ = Xfalse = C [(Θj=Θ̃j= ↔↕)∧(j∈t̃false)] (Xj) for sl′ = false, (B.2-18)

where C[A] (B) denotes the concatenation of all B strings such that condition A holds, t̃true =

{tj | Θ̃j =↔↕}, t̃false = {tj | Θ̃j = ⟳⟲} and |Xtrue| ≈ |Xfalse| ≈ |Xyl′ |/2
For l′ ∈ L, we now write rl′ ∈ {↔↕,⟳⟲} to denote that only one basis substring of a variable

yl′ is addressed. Note that we do not use sl′ ∈ {↔↕,⟳⟲} to distinguish it from the original honest
solution assignment s, because a valid verification string could differ from that as long as the
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chosen assignments {rl′} satisfy the challenge. We then define the set of valid verification strings
Xv as:

Xv =

{
Xv = Xr1′ ||Xr2′ || . . . ||Xr|L|′

∣∣∣∣ rl′ ∈ {↔↕, ⟳⟲} , l′ ∈ L,
and the assignment satisfies all k clauses.

}
, (B.2-19)

and |Xv| ≥ |L| ·Ndetect,min/2. To pass the verification, P ∗ needs to have knowledge about one of
the strings in the set Xv.

Now let V denote the set of stored, challenged variables and VL be the set of all subsets of L
of size |V|, i.e.

VL := { VL ⊂ L | |VL| = |V| } . (B.2-20)

Recall that P ∗ must store at least ymin variables to cheat with probability εs,sat. Storing a variable
yl′ in this context means storing the quantum states that correspond to the committed set of
timings t̃sl′ . We define the set of strings corresponding to stored, challenged subsets (i.e. subsets
belonging to VL) which agree with the committed set of timings and are encoded in any basis as:

XV =
{
XV = C[v′∈VL]

(
Xyv′

)
| VL ∈ VL

}
, (B.2-21)

where, once again, C[A] (B) denotes the concatenation of all B strings such that condition A holds.
Assuming the worst case, namely that all except |V| challenged variables were measured in a basis
satisfying the challenges, the adversary’s uncertainty about Xv ∈ Xv reduces to their uncertainty
about XV ∈ XV , which, in turn, arises from the limitations of their imperfect storage device.

We now wish to form two subsets of XV , respectively labeled XV
correct and XV

incorrect, such
that, in combination with the measurement outcome strings from the challenged and un-stored set
L\VL, the resulting concatenated string is in the set Xv of valid verification strings (resp. is not
in that set). This gives the following definitions:

XV
correct =

{
XV

correct = C[v′∈VL](Xrv′ )

C[i′∈L\VL](Xv,ri′ ) || C[v′∈VL](Xrv′ ) ∈ Xv , ∀ (Xv, VL) ∈ Xv ×VL
and (ri′ , rv′) ∈ {↔↕,⟳⟲}2.

} (B.2-22)

and

XV
incorrect =

{
XV

incorrect = C[v′∈VL](Xrv′ )

C[i′∈L\VL](Xv,ri′ ) || C[v′∈VL](Xrv′ ) /∈ Xv , ∀ (Xv, VL) ∈ Xv ×VL
and (ri′ , rv′) ∈ {↔↕,⟳⟲}2.

}
,

(B.2-23)

where Xv, i′ denotes the ith substring of a valid verification key Xv, and Xv, ri′ denotes the basis

choice for the ith substring of a valid verification string Xv.

B.2.4 Uncertainty about Xv
We work with a purified version of the protocol, in which V prepares N EPR pairs for each

variable:

1. For each yl, V prepares N EPR pairs and sends one half to P .

2. For each pair, P measures their half in a random basis Θ̃ ∈R {↔↕,⟳⟲}2Ndetect , obtaining
two outcome strings X̃↔↕ and X̃⟳⟲. Each of theses strings has length ≈ Ndetect.

3. For each pair, V measures their half in a random basis Θ ∈R {↔↕,⟳⟲}N . This yields
outcome strings X↔↕ or X⟳⟲ for each variable yl, where |X↔↕| ≈ |X⟳⟲| ≈ N/2.

In this context, P ∗’ view of both protocols is identical: one can transform the purified version
into the original one by letting V perform their measurement before Step 2. Thus, security against
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P ∗ in the purified protocol implies security in the original protocol. P ∗’s uncertainty about Xv

effectively reduces to their uncertainty about the basis strings associated with the set V of stored
and challenged variables. Focusing on the worst case, we set |V| = 1, implying that |VL| = |L|.
Then, for each (Xv, VL) ∈ Xv ×VL, there exists only one string XV

correct and one string XV
incorrect.

Note that, once V projects their classical registers, the state received by P ∗ has a tensor-product
form. Given that the min-entropy of a tensor-product state is additive [148], the min-entropy of
XNenc given classical side-information KNenc and ΘNenc is additive. This allows to compute the
min-entropy for the relevant subsets of rounds independently of the rounds outside the set. In
particular, we can derive the remaining min-entropy of XK (defined in Eq. B.2-16), the min-entropy
of XV (defined in Eq. B.2-21) and that of X(1),V which covers single-photon states that P ∗ did
not declare missing.

We are now ready to derive the security of the verification bit string Xv when ystore > ymin

and all challenged clauses are satisfied but one stored variable is challenged, i.e. |V| = 1 (we
keep the index V to make clear that we refer to the stored variable). Assuming that neither
multi-photon events nor rounds corresponding to the variables L\V contribute to P ∗’s uncertainty,
we find that

Hεmin/2
∞ (XK |KKΘK) = Hεmin/2

∞ (X(1),V |K(1),VΘ(1),V) (B.2-24)

where K(1),V and Θ(1),V denote the classical side-information strings corresponding only to
single-photon events. By the uncertainty relation from Eq. (B.1-12), we have

Hεmin/2
∞ (X(1),V |K(1),VΘ(1),V) ≥ |V| ·N (1)

detect,min · cBB84, (B.2-25)

where N
(1)
detect,min is the minimum number of single-photon events that are not reported missing,

defined in Eq. B.2-10. From Eq. B.2-25, we can calculate the rate at which a dishonest P ∗ must
send information through their storage. To derive a lower bound on the min-entropy associated
with the substrings {X(1),V

D }D∈R{correct,incorrect}, we apply the min-entropy splitting theorem from
Eq. B.1-14 and get

Hεmin/2
∞ (X

(1),V
D |D K(1),V Θ(1),V) ≥

|V| ·N (1)
detect,min · cBB84

2
− 1. (B.2-26)

Since X
(1),V
D is a subset of the secret bit-string Xv, and by assumption the only subset for which P ∗

has some uncertainty, we can relate the lower bound on X
(1),V
D conditioned on classical information

to the lower bound on Xv:

Hεmin/2
∞ (Xv|KvΘv) = Hεmin/2

∞ (X
(1),V
D |D K(1),V Θ(1),V). (B.2-27)

Again, we used the fact that conditioning on independent information does not decrease the
uncertainty, and the additivity of min-entropy for tensor-product states. Given Eq. B.2-26, we
can bound the uncertainty about Xv given classical and quantum side-information via B.1.8:

Hεmin
∞ (Xv|Kv Θv F(Qin)) ≥ − logPF

succ

( |V| ·N (1)
detect,min · cBB84

2
− 1− log

(
2

εmin

))
. (B.2-28)

The rate at which a dishonest P ∗ needs to send information through their strorage channel is then
given by:

R =
1

ystore ·N (1)
detect,min

( |V| ·N (1)
detect,min · cBB84

2
− 1− log

(
2

εmin

))
. (B.2-29)

We now have to subtract the additional syndrome information that V sends in Step 3 of the
challenge phase. Here, we can disregard the syndrome information for the outcome strings
corresponding to variables outside of the set V, as we assume P ∗ has zero uncertainty about them,
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and they do not provide any information about XV , i.e. we only need to consider Syn(XV
D). We

take the error-correction efficiency as 1.2. The resulting min-entropy bound on Xv is

Hεmin
∞ (Xv|Kv Θv F(Qin)Syn(XV

D)) ≥ Hεmin
∞ (Xv|Kv Θv F(Qin))

− 1.2 · |V| ·Ndetect,min

2
· h(p̃error+)

≥ − logPF
succ

( |V| ·N (1)
detect,min · cBB84

2
− 1− log

(
2

εmin

))
− 1.2 · |V| ·Ndetect,min

2
· h(p̃error+),

(B.2-30)

where h(p̃error+) is the binary entropy function h(p) := −p · log(p)− (1− p) · log(1− p) restricted
to 0 < p ≤ 0.5. Requiring B.2-30 to be ≥ 7, we get a verification string that has at least 7-bit
security.

We also briefly discuss the security of the verification bit string Xv when ystore > ymin and no
stored variable is challenged, and all except |W| variables are measured in a basis that satisfies
the challenged clauses. Let XW denote the bit-string that corresponds to the wrongly measured
variables and that both V and P ∗ declare as measured in the same basis. In this case, the
uncertainty of the verification string is independent of the adversary’s storage. We again look
at the worst case where |W| = 1. With the same argumentation as above, namely that the
uncertainty of the verification bit string effectively reduces to that of the substrings corresponding
to the variables in W, from the uncertainty relation and the min-entropy splitting theorem, we
get that

Hεmin
∞ (Xv|D Θv) ≥

|W| ·N (1)
detect,min · cBB84

2
− 1. (B.2-31)

After V sends the syndrome information we get

Hεmin
∞ (Xv|D Θv Syn(XW

D )) ≥
|W| ·N (1)

detect,min · cBB84

2
− 1− 1.2 · |W| ·Ndetect,min

2
· h(p̃error+),

(B.2-32)
which we again require to be ≥ 7.

B.2.5 Depolarizing channel
We now analyze security for the depolarizing channel F = N⊗νεs,satystoreN

(1)
detect,min = N⊗S

with N (ρ) = r · ρ+ (1− r) 1
d
, and storage rate νεs,sat (note that the storage rate is a function of

the soundness threshold εs,sat, see B.2-15). We model the number of qubits that determine the
storage size as the fraction of states P can store to pass the verification with probability εs,sat,

i.e. S = νεs,sat · ystore ·N
(1)
detect,min. From the strong converse property we know that the success

probability for rates above the capacity decays as

− logPN
⊗νεs,satystoreN

(1)
detect,min

succ (R ystoreN
(1)
detect,min) ≥ νεs,sat · ystore ·N

(1)
detect,min · γ

N (R/νεs,sat).
(B.2-33)

From B.2-29 we know that the rate is

R =
1

ystore ·N (1)
detect,min

( |V| ·N (1)
detect,min · cBB84

2
− 1− log

(
2

εmin

))
. (B.2-34)

We can then insert the bound on the success probability B.2-33 for the depolarizing channel with
the rate B.2-29 into equation B.2-30 and get
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Hε
∞(Xv|Kv Θv F(Qin)Syn(XV

D)) ≥ − logPN
⊗νεs,satystoreN

(1)
detect,min

succ

·
( |V| ·N (1)

detect,min · cBB84

2
− 1− log

(
2

εmin

))
− 1.2 · |V| ·Ndetect,min

2
· h(p̃error+)

≥ νεs,sat · ystore ·N
(1)
detect,min · γ

N

·
(

1

νεs,sat · ystore ·N
(1)
detect

( |V| ·N (1)
detect,min · cBB84

2

− 1− log

(
2

εmin

)))
− 1.2 · |V| ·Ndetect,min

2
· h(p̃error+).

(B.2-35)

To determine the minimum number N that has to be sent by V , we require that the right-hand
side of equation B.2-35 is at least 7, which means that the verification string has at least 7-bit
security. The soundness error, i.e. the probability that a dishonest P obtains a valid verification
string is εs,q = εmin + 2εdet + εkey, which consists of the probability 2εdet that P receives less
photons and single photon states than expected, an error εmin coming from the smooth min-entropy
and the probability εkey = 2−7 of randomly guessing Xv.

B.3 Security against V*
B.3.1 Commitment phase

Here, we argue that a dishonest V ∗ cannot learn anything from the satisfying assignment
to ψ (or ϕ) other than what is directly revealed by P during the challenge step of the commit
phase. Due to the structure of SAT problems, however, this direct leakage may also trigger indirect
leakage of variables, which we discuss in Sec. 6.3.4. For the idealized protocol, i.e., in the absence of
experimental imperfections, our security argument can be formulated similarly to [437]. Assuming
that V ∗ does not know the satisfying assignment for the input instance ψ, P ’s measurement basis
choice—and hence their committed bit—appears random to V ∗, i.e., P [sl = true] = P [sl = false].
A memory-unbounded P can indeed create a dummy commitment that can later be opened as
either bit without altering V ∗’s view. Specifically, P can declare a random timing set t̃sl ⊂ tl of
size Ndetect for each variable yl, store the corresponding quantum states, and await V ∗’s challenges.
Only after the challenges are revealed does P measure the states and output X̃sl . The only
difference between the honest and hypothetical unbounded P is their measurement basis choice,
which V ∗ cannot learn since they do not have access to P ’s laboratory. This provides the hiding
property of our scheme. As a result, a hypothetically unbounded P can open the commitment as
either bit, hence revealing no information about the bit before the reveal phase. This provides the
hiding property of our scheme.

We now show that our scheme remains hiding in the presence of experimental imperfections.
Before the challenge phase, the only information obtained by V ∗ is the timing string t̃sl provided
by P in the commitment phase, revealing the rounds for which the states were measured in the
correct basis. If t̃sl for sl = true is distinguishable from t̃sl for sl = false (i.e. the set t̃sl cannot
be chosen uniformly at random for either bit value), then V ∗ could distinguish between the two
values. Such distinguishability could arise, for instance, if detectors do not behave symmetrically
or if P explicitly back-reports the type of click configuration that occurred on their detectors: by
sending brighter polarized pulses, V ∗ can indeed remotely probe the measurement basis chosen by
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P [154]. To prevent this leakage, any detection round yielding more than one click is uniformly
mapped by P onto one of the four detector outcomes. This is an improvement over previous
implementations of noisy-storage schemes [352], in which symmetrization of losses was used to
counter some (but not all) loopholes of this type [154]. Finally, we note that if the number of
multi-click events exceeds the error threshold that can be corrected through standard syndrome
decoding, the protocol will abort in the verification phase when part of the verification string s has
already been revealed. To avoid this, P should honestly abort the protocol prior to the challenges.

B.3.2 Verification phase
From Eq. B.1-4, it is NP-hard to distinguish OPT(ψ) = 1 (YES case) from OPT(ψ) ≤ 1−

1
8
−δ

8600

(NO case), since this is equivalent to deciding whether ϕ ∈ SAT. We now establish a hardness
under bounded leakage property: even if an algorithm is given the values of B = O(1) variables of ψ
(i.e., O(1) bits of information about a satisfying assignment), this does not yield a polynomial-time
procedure that can reliably distinguish the YES from the NO cases on all instances.

Assume there exist constants B0, β > 0 and a polynomial-time routine V ∗ such that for every
MAX-E3SAT(5) instance ψ, whenever OPT(ψ) = 1, there is a set S(ψ) of at most B0 distinct
variables and values satisfying

fV ∗(ψ,S(ψ))(ψ) ≥ 1−
1
8
− δ

8600
+ β,

where V ∗(ψ, S(ψ)) is the assignment produced by V ∗ when given the instance ψ and its leaked
set S(ψ), and fV ∗(ψ,S(ψ))(ψ) is the fraction of clauses satisfied by V ∗(ψ, S(ψ)). Intuitively, this
assumption says that there is a polynomial-time algorithm V ∗ which, whenever ψ is a YES
instance, can exploit a leakage of at most B0 distinct variables to produce an assignment that
beats the hardness gap by a fixed margin β. We now show that if such a V ∗ existed, then one
could construct a polynomial-time algorithm that distinguishes the two cases YES and NO without
any leakage at all, thus contradicting NP-hardness. We define a polynomial-time algorithm A∗

that, on input ψ with L variables, simulates all possible leakages of up to B0 distinct variables:

1. For each j = 0, 1, . . . , B0, for each choice of j variables (there are
(
L
j

)
choices), and for

each assignment to those positions (2j choices), run the routine V ∗ to obtain a candidate
assignment s̃ = V ∗(ψ, S). Compute OPT(ψ)s̃ and record the best value

Vmax = max
|S|≤B0

fV ∗(ψ,S)(ψ).

2. Output

ϕ ∈ SAT if Vmax > 1−
1
8
− δ

8600
+ β,

ϕ /∈ SAT otherwise.

(B.3-1)

The total number of trials is

B0∑
j=0

(
L

j

)
2j ≤

B0∑
j=0

(2L)j = O
(
(2L)B0

)
= poly(L),

since B0 = O(1). Thus, A∗ runs in polynomial-time. By assumption, for every YES instance ψ,
there exists a particular leakage S(ψ) of size at most B0 such that

fV ∗(ψ,S(ψ))(ψ) > 1−
1
8
− δ

8600
+ β.

Among the sets S enumerated by A∗, this particular S(ψ) will appear, and hence Vmax will exceed
the threshold in the YES case. In contrast, in any NO instance, we have

OPT(ψ) ≤ 1−
1
8
− δ

8600
,
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so no assignment can achieve a value larger than this bound. Therefore, for all S we have

fV ∗(ψ,S(ψ) ≤ 1−
1
8
− δ

8600
,

and hence Vmax never exceeds the threshold in the NO case. Thus A∗ correctly distinguishes
whether ϕ ∈ SAT or ϕ /∈ SAT in polynomial time, contradicting the NP-hardness of the underlying
gap problem. This implies that, assuming P ̸= NP, there is no polynomial-time algorithm that can,
for all instances, systematically use only B0 = O(1) leaked variable values to construct assignments
that beat the hardness gap. In particular, as an immediate corollary, assuming P ≠ NP, there
is no polynomial-time algorithm that, for every satisfiable instance ψ, can use only B0 = O(1)
leaked variable values to reconstruct a full satisfying assignment.
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